Time Protocol Design

In this implementation of the time protocol messages (requests and answers) are sent as
Clear Text (Human Readable)

The time client supports the following message requests:

1. GetTime - Used the get the full current data and time.

GetTimeWithoutYear — Used to get the current time only.

2
3. GetTimeSinceEpoch — Used to get the current time in seconds since 1/1/1970.
4

GetClientToServerDelayEstimation — Used to get an estimation of the Delay between

client and server. (*will be using 100 messages without waiting each time for a reply)

GetDayAndMonth — Used to get the current day and month only.

6. GetYear — Used to get the current year only.

The time server supports the following response answers:
1. GetTime — Reply the full current data and time in the following format:
<Day of the week> <Month> <Day> [HH:MM:SS] <Year>

2. GetTimeWithoutYear — Reply the current time in the following format:
[HH:MM:SS]

GetTimeSinceEpoch — Reply the current time in seconds since 1/1/1970.

4. GetClientToServerDelayEstimation — Reply the time stamp on server at the time of the
massage arrival (*using GetTickCount)

5. GetDayAndMonth — Reply the current day and month in the following format:

<Month> <Day>
6. GetYear — Reply the current year only in the following format:
[XXXX]

Each request described in the protocol will be replyed be the correct specific message.
o All of the request will be sent by a pre-defined string

o All of the replies will be sent according to the specified formatting



Application Design

e One application for both client and server, the user selects the desired mode

e Thefiles: “UDPTime.h”; “UDPTime.cpp”
Will be Used to include all defines and dependencies needed by both the client and server
instances of the application.

e Thefiles: “UDPTimeClient.h”; “UDPClient.cpp” ; “UDPTimeServer.h”; “UDPServer.cpp”

Will be used to operate the desired mode of the application (for client/server instance)

e Client instance:

1. The user will be prompt to enter The Server IP address (or “local” for 127.0.0.1)

2. The user will be prompt to enter The desired service (switch)
This will be maintained by: SelectService

3. The program will then call the appropriate function to deal with this server
(Each for every type of services...)

4. The function will direct the program to create the appropriate message string.
The function will be in charge of sending the right amount of messages and the
order they will be sent (send\receive...send\receive or send...send/receive...receive)
*In some services, sending and receiving 100 messages will be needed for the client

to return the needed information

e Server instance:
1. Server will be running in an endless loop waiting for requests from client.
2. After a string will be available by the recvfrom function it will be parsed by:
StartServer
3. An appropriate string will be created by the current function
(Each for every type of services...)
*The designated function will be in charge of creating the right type of response string

4. The created string will be handled by sendBuff and sent to the client



Screen captures of different sessions (using Wireshark)

1. GetTime

Inte'
File Edit View Go Capture Analyze Statistics Telephony Tools Help
Sesee cExXxEE AceroT2/(EE QaAD #8088 % &

Filter: | (ip.addr eq192.168.1.177 and ip.addr eq 192168.1130) and (udp.porte, + Expression.. Clear Apply

Mo, Time Source Destination Protocol  Info
5 2.030121 192.168.1.177 192.168.1.130 uppP Source port: 50243 Destination port: 27015
6 2.034089 192.168.1.130 192.168.1.177 uDpP Source port: 27015 Destination port: 50243

[ Frame 5: 53 bytes on wire (424 bits), 53 bytes captured (424 bits)

® ethernet 1I, src: Dell_70:9c:6c (00:23:ae:70:9c:6c), DsT: Dell_53:37:87 (00:14:22:53:37:87)
Internet Protocol, Src: 192.168.1.177 (192.168.1.177), Dst: 192.168.1.130 (192.168.1.130)
[ User Datagram Protocol, Src Port: 50243 (50243), DsT Port: 27015 (27015)

& Data (11 bytes)

0000 00 14 22 53 37 87 00 23 ae 70 9c &6c 08 00 45 00 .. "s7..# Lp. 1L LE.

0010 00 27 53 7d 00 00 80 11 62 c5 c0 a8 01 bl c0 a8 .Sy R + I

0020 01 82 c4 43 69 87 00 13 77 cd 61 2e 20 47 65 74 ..Cil.. woa. Get

0030 20 54 69 ed 65 Time

(@ | File: "C:\Users\ROY~1.MOO\AppData\Local... | Packets: 11 Displayed: 2 Marked: 0 Dropped: 0 Profile: Default

Stream Content

a. Get TimeSun Dec 25 07:43:20 2011

2. GetTimeWithoutYear

File  Edit
Beeee EEXEE A T2 Qe @E®Sx%| B8

Filter: | (ip.addr eq192.168.1.177 and ip.addr eq 192168.1.130) and (udp.perte = Expression.. Clear Apply

View Go Capture Analyze Statistics Telephony Tools Help

No.  Time Source Destination Protocol  Info
2 0.659746 192.168.1.177 192.168.1.130 upDpP Source port: 51900 Destination port: 27015
3 0.664967 192.168.1.130 192.168.1.177 uppP Source port: 27015 Destination port: 51900

Frame 3: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

ethernet II, Src: Dell1_53:37:87 (00:14:22:53:37:87), Dst: Dell_70:9c:6c (00:23:ae:70:9c:6cC)
Internet Protocol, Src: 192.168.1.130 (192.168.1.130), Dst: 192.168.1.177 (192.168.1.177)
User Datagram Protocol, Src Port: 27015 (27015), Dst Port: 51900 (51900)

pata (8 bytes)

0000 00 23 ae 70 9c 6c 00 14 22 53 37 87 08 00 45 00
0010 00 24 0Oa 5b 00 00 80 11 ab ea cO a8 01 82 cO a8
0020 01 bl 69 87 ca bc 00 10 78 2f 30 37 3a 35 32 3a
0030 22 20 00 00 OO0 00 00 00 00 00 00 OO0

ile: "C:\Users\ROY ~1. MOO\AppData\Local...

Packets: 9 Displayed: 2 Marked: 0 Dropped: 0 Profile: Default

Stream Content

b. GetTimewithoutyear07:52:20

3. GetTimeSinceEpoch

e PR = | x

File Edit View Go Capture Analyze Statistics Telephanx Tools  Help
Bueed SEXEE Ae2DTL QA W® W% B

Filter: | (ip.addr eq192.168.1.177 and ip.addr eq192.168.1.130) and (udp.port e + Expression.. Clear Apply

No.  Time Source Destination Protocol  Info
61.402102 192.168.1.177 192.168.1.130 upP Source port: 55536 Destination port: 27015
7 1.406666 192.168.1.130 192.168.1.177 upp Source port: 27015 Destination port: 55536

® Frame 6: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)

ethernet II, src: Dell_70:9c:6c (00:23:ae:70:9c:6c), Dst: Dell1_53:37:87 (00:14:22:53:37:87)
Internet Protocol, Src: 192.168.1.177 (192.168.1.177), Dst: 192.168.1.130 (192.168.1.130)
User Datagram Protocol, Src Port: 55556 (55556), Dst Port: 27015 (27015)

= pata (20 bytes)

0000 QO 14 22 533 37 87 00 23 ae 70 9c 6c 08 00 45 00 L '57..# Lp. 1L LE.

0010 00 30 54 dd 00 00 80 11 &1 5c cO a8 01 bl c0 a8 OT.. .. EE ......

0020 01 82 d9 04 69 87 00 1c 93 03 63 2e 20 47 65 74 ce..d.o. LLC. Get

0030 54 69 6d 65 53 69 6e 63 65 45 70 6f 63 68 Timesinc eEpoch

@ | File: "C:\Users\ROY~1.MOO\AppDatatlocal.. | Packets: 15 Displayed: 2 Marked: 0 Dropped: 0 Profile: Default

Stream Content
C. GetTimesinceEpochl324828404




4. GetClientToServerDelayEstimation

File

Edit View Go Capture Analyze

=

BEEX28

Statistics

Telephonz Tools  Help

Filter: |(ip.addr eq1921681.177 and ip.addr eq 192.168.1.130) and (udp.porte + Expression.. Clear
Mo.  Time Source Destination Protocol  Info
7 0.771758 102.168.1.177 192.168.1.130 uppP Source port:
8 0.775462 192.168.1.177 192.168.1.130 upopP Source port:
9 0.777299 192.168.1.130 192.168.1.177 uopP Source port:
10 0.779303 192.168.1.177 192.168.1.130 uopP source port:
11 0.782901 192.168.1.177 192.168.1.130 uopP source port:
12 0.784974 192.168.1.130 192.168.1.177 uopP source port:
13 0.788609 102.168.1.177 192.168.1.130 uppP Source port:
14 0.790506 102.168.1.177 192.168.1.130 uop Source port:
15 0.792630 192.168.1.130 192.168.1.177 uopP Source port:
16 0.795126 192.168.1.177 192.168.1.130 uopP source port:
17 0.798728 192.168.1.177 192.168.1.130 uopP source port:
18 0.800287 192.168.1.130 192.168.1.177 uopP source port:
19 0.802432 192.168.1.177 192.168.1.130 uppP Source port:
20 0.806326 102.168.1.177 192.168.1.130 uop Source port:
21 0.807965 192.168.1.130 192.168.1.177 uopP Source port:

Apply

57493
57493
27015
57493
57493
27015
57493
57493
27015
57493
57493
27015
57493
57493
27015

Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination

\ e P DT L QXD W E D

port:
port:
port:
port:
port:
port:
port:
port:
port:
port:
port:
port:
port:
port:
port:

User Datagram Protocol, Src Port: 57493 (57493), Dst Port: 27015 (27015)
Data (35 bytes)

0000 00 14 22 53 37 87 00 23 ae 70 9c 6c 08 00 45 00 LT L# .p

0010 00 3f 55 1e 00 00 80 11 61 Oc c0 a8 01 bl c0O a8 PU..... Al

0020 01 §2 eD 95 69 87 00 2b 6¢c 37 64 2e 20 47 65 74 . .+ 17d

0030 43 6C 69 65 6e 74 54 6 53 65 72 76 65 72 44 65 ClientTo ser

0040 6c 61 79 45 73 74 69 6d 61 74 69 &f 6Ge TayEstim ati

O File:

Ethernet II,
Internet Protocol,

5rc:
5rc:

"ChUsers\ROY~1.MOO\AppData'Local...

n

Frame 7: 77 bytes on wire (616 bits), 77 bytes captured (616 bits)
Dell_70:9c:6c (00:23:ae:70:9c:6cC),
192.168.1.177 (192.168.1.177),

Packets: 214 Displayed: 200 Marked: 0 Dropped: 0

Get
verDe
on

Profile: Default

Dst: Dell_53:37:87 (00:14:22:53:37:87)
Dst: 192.168.1.130 (192.168.1.130)

m| »

[ Follow UDP Stream

Stream Content:

d. GetClientToServerDelayEstimationd.
GetClientToServerbDelayEstimationd.

GetclientToserverbelayEstimationd.
GetClientToserverbelayeEstimationd.
GetClientToserverbelayestimationd.
GetClientToserverbelayestimationd.
GetClientToserverDelayEstimationd.
GetClientToserverDelayEstimationd.
GetClientToServerDelayEstimationd.
GetClientToServerDelayEstimationd.
GetClientToServerDelayEstimationd.
GetClientToServerDelayEstimationd.
GetclientToserverDelayEstimationd.
GetclientToserverbelayEstimationd.

GetClientToServerDelayEstimation939094d.

GetClientToServerDelayEstimationd. GetClientToServerDelayEstimation939094d.
GetClientToServerDelayEstimationd. GetClientToServerDelayEstimation939110d.
GetClientToServerDelayEstimationd. GetClientToServerDelayEstimation939110d.
GetClientToServerDelayEstimationd. GetClientToServerDelayEstimation93912é6d.
GetClientToserverpelayestimationd. etclientToserverpelayestimationg39126d.
GetClientToserverbelayestimationd. GetClientToserverDelayEstimation939141d.
GetClientToserverbelayestimationd. GetClientToserverDelayEstimation939157d.
GetClientToserverbelayestimationd. GetClientToserverDelayEstimation939157d.
GetClientToserverbelayestimationd. GetClientToServerDelayEstimation939172d.
GetClientToServerDelayEstimationd. GetClientToServerDelayEstimation939172d.
GetClientToServerDelayEstimationd. GetClientToServerDelayEstimation939188d.
GetClientToServerDelayEstimationd. GetClientToServerDelayEstimation939188d.
GetClientToServerDelayEstimationd. GetClientToServerDelayEstimation939204d.
GetClientToServerDelayEstimationd. GetClientToServerDelayEstimation939219d.
GetClientToServerDelayEstimationd. GetClientToServerDelayEstimation939219d.
GetClientToServerDelayEstimationd. GetClientToServerDelayEstimation939235d.
GetClientToserverpelayestimationd. etclientToserverpelayestimationg39235d.

GetclientToserverDelayEstimation939250d.
GetclientToserverDelayEstimation939250d.
GetClientToserverbelayEstimation939266d.
GetclientToserverDelayEstimation939282d.
GetClientToServerDelayEstimation939282d.
GetClientToServerDelayEstimation939297d.
GetClientToServerDelayEstimation939297d.
GetClientToServerDelayEstimation939313d.
GetClientToServerDelayEstimation939313d.
GetClientToServerDelayEstimation939328d.
GetClientToserverDelayEstimation929344d.
GetClientToserverpelayEstimationd.

GetClientToServerDelayEstimation939500d.

39937939937929952939968

Entire conversation (4100 bytes)

GetClientToserverbelayEstimation939344d.
GetClientToserverbelayestimation939360d.
GetClientToserverbelayestimation939360d.
GetClientToserverDelayEstimation939375d.
GetClientToserverDelayEstimation939375d.
GetClientToserverDelayEstimation939391d.
GetClientToServerDelayEstimation939406d.
GetClientToServerDelayEstimation939406d.
GetClientToServerDelayEstimation939422d.
GetClientToServerDelayEstimation939422d.
GerclientToserverDelayEstimation939438d.
GetclientToserverbDelayEstimation939438d.
GetClientToserverbelayEstimation939453d.
GetClientToserverbelayestimation939469d.
GetClientToserverbelayestimation939469d.
GetClientToserverDelayEstimation939484d.
GetClientToserverDelayEstimation939484d.
GetClientToServerDelayEstimation939500d.

GetClientToserverbelayEstimationd.
GetClientToserverbelayestimationd.
GetClientToserverbelayestimationd.
GetClientToServerDelayEstimationd.
GetClientToServerDelayEstimationd.
GetClientToServerDelayEstimationd.
GetClientToServerDelayEstimationd.
GetClientToServerDelayEstimationd.
GetClientToServerDelayEstimationd.
GetClientToServerDelayEstimationd.
GerclientToserverbelayEstimationd.
GetclientToserverbelayEstimationd.
GetClientToserverbelayEstimationd.
GetClientToserverbelayestimationd.
GetClientToserverbelayestimationd.
GetClientToServerDelayEstimationd.
GetclientToserverbelayEstimationd.
GetClientToserverpelayEstimationd.

GetClientToserverbelayEstimation939079d.

GetClientToServerDelayEstimation9395169395319395319395479395479395629395629395789395949395949396099396099
396259396259296409396569396569396729396729396879396879397039397189397189397349397349397509397 509397659397
81939781939796939796939812939812939828939843203984393985992985993098749398749398909299069299069399219399219

Elo

ASCI () EBCDIC (©) Hex Dump (O C Arrays @ Raw

[ Fiter Out This Stream | | Close




5. MeasureRTT

Ele Edit View Go

BEses DEIRZE

@ | File: "C:\Users\ROY~1.MOO\AppData\Local...

LCapture  Analyze Statistics Telephon! Tools Help

¢TI Qaar @6mx%

0000 00 23 ae 70 9c 6c 00 14 22 53 37 87 08 00 45 00 #.p.1.. "s7 E
0010 00 23 0b 50 40 00 80 11 6a f6 c0O a8 01 82 cO a8 #.PE... ...,
0020 01 bl 69 87 el 4b 00 Of 60 dd 31 31 35 39 31 31 .. K .115911
0020 2B 00 00 00 OO 00 00 00 00 00 00 00 B.......

Packets: 213 Displayed: 200 Marked: 0 Dropped: 0

of = Default

=

Filter: |(ip.addr eq192.168.1177 and ip.addr eq192168.1.130) and (udp.porte, ~ Expression.. Clear Apply

Mo.  Time Source Destination Protocel  Info
1 0.000000 192.168.1.177 192.168.1.130 UDP Source port: 57675 Destination port: 27015 =
3 0.005683 192.168.1.130 192.168.1.177 uDP Source port: 27015 Destination port: 57675
4 0.007822 192.168.1.177 192.168.1.130 uoP Source port: 57675 Destination port: 27015
5 0.013106 182.168.1.130 192.168.1.177 uDP Source port: 27015 Destination port: 57675
7 0.015267 192.168.1.177 192.168.1.130 uDP source port: 57675 Destination port: 27015
8 0.020488 192.168.1.130 192.168.1.177 uDP source port: 27015 Destination port: 57675
9 0.022649 192.168.1.177 192.168.1.130 uDP Source port: 57675 Destination port: 27015
10 0.027870 192.168.1.130 192.168.1.177 upP Source port: 27015 Destination port: 57675
11 0.030017 192.168.1.177 192.168.1.130 upP Source port: 57675 Destination port: 27015
12 0.035278 192.168.1.130 192.168.1.177 upP Source port: 27015 Destination port: 57675
13 0.037477 192.168.1.177 192.168.1.130 upP Source port: 57675 Destination port: 27015
14 0.042661 192.168.1.130 192.168.1.177 upP source port: 27015 Destination port: 57675
15 0.044810 192.168.1.177 192.168.1.130 upP source port: 57675 Destination port: 27015
16 0.050054 192.168.1.130 192.168.1.177 upP source port: 27015 Destination port: 57675
17 0.052221 192.168.1.177 192.168.1.130 UDP Source port: 57675 Destination port: 27015
18 0.057438 192.168.1.130 192.168.1.177 upP Source port: 27015 Destination port: 57675 A

% Frame 3: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

+ Ethernet II, src: Del1_53:37:87 (00:14:22:53:37:87), Dst: Dell_70:9c:6c (00:23:ae:70:9C:6cC)

% Internet Protocol, Src: 192.168.1.130 (192.168.1.130), Dst: 192.168.1.177 (192.168.1.177)

% User Datagram Protocol, Src Port: 27015 (27015), Dst Port: 57675 (57675)

+ Data (7 bytes)

[ Follow UDP Stream

L == =

Stream Content

e. MeasureRTT1159118e.
MeasureRTT1159149e.
MeasureRTT1159181e.
MeasureRTT1159227e.
MeasureRTT1159259e.
MeasureRTT1159305e.
MeasureRTT1159337e.
MeasureRTT1159368e.
MeasureRTT1159415e.
MeasureRTT1159446e.
MeasureRTT1159477e.
MeasureRTT1159508e.
MeasureRTT11595309e.
MeasureRTT1159571e.
MeasureRTT1159602e.
MeasureRTT1159633e.
MeasureRTT1159664e.
MeasureRTT1159695e.
MeasureRTT1159727e.
MeasureRTT1159773e.

MeasureRTT1159118e.
MeasureRTT1159165e.
MeasureRTT1159196e.
MeasureRTT1159227e.
MeasurerTT1159274e.
MeasurerRTT1159305¢e.
MeasurerTT1159352e.
MeasurerTT1159383e.
MeasureRTT1159415e.
MeasurerTT1159461e.
MeasureRTT1159493e.
MeasurerTT1159524e.
MeasurerRTT1159555e.
MeasurerRTT1159586e.
MeasurerTT1159602e.
MeasureRTT1159649e.
MeasurerRTT1159680e.
MeasureRTT1159711e.
MeasurerRTT1159742e.
MeasureRTT1159773e.

MeasureRTT1159134e.
MeasureRTT1159165e.
MeasureRTT1159196e.
MeasureRTT1159243e.
MeasureRTT1159274e.
MeasureRTT1159321e.
MeasurerTT1159352e.
MeasurerRTT1159383e.
MeasureRTT1159430e.
MeasurerRTT1159461e.
MeasureRTT1159493e.
MeasureRTT1159524e.
MeasureRTT1159555e.
MeasureRTT1159586e.
MeasureRTT1159617e.
MeasurerRTT1159649e.
MeasureRTT1159680e.
MeasureRTT1159711e.
MeasureRTT1159742e.
MeasureRTT1159789e.

MeasureRTT1159181e.
MeasureRTT1159212e.
MeasureRTT1159243e.
MeasureRTT1159290e.
MeasurerTT1159321e.
MeasureRTT1159352e.
MeasurerTT115939%e.
MeasureRTT1159430e.
MeasurerRTT1159461e.
MeasurerTT1159493e.
MeasurerRTT1159524e.
MeasureRTT1159555e.
MeasurerRTT1159586e.
MeasureRTT1159617e.
MeasurerRTT115964%e.
MeasureRTT1159680e.
MeasureRTT1159711e.
MeasureRTT1159758e.
MeasureRTT115978%e.

MeasureRTT1159134e.

MeasureRTT1159181e.
MeasureRTT1159212e.
MeasureRTT1159259e.
MeasureRTT1159290e.
MeasurerRTT1159337e.
MeasureRTT1159368e.
MeasurerTT1159399e.
MeasureRTT1159446e,
MeasurerRTT1159477e.
MeasurerTT1159508e.
MeasurerRTT1159539e.
MeasurerRTT1159571e.
MeasurerRTT1159602e.
MeasurerRTT1159633e.
MeasureRTT1159664e.
MeasurerRTT1159685e.
MeasureRTT1159727e.
MeasurerRTT1159758e.
MeasureRTT1159805

MeasureRTT1159149e,

E_ ASCI (-

I Filter Out This Stream ‘ [

EBCDIC (©

t| Entire conversation (2000 bytes) Hex Dump () C Arrays @ Raw

Close ]

*To calculate to average RTT we used the same request as in 4 (GetClientToServerDelayEstimation)

The request is sent 100 times: send/wait for reply/send/wait for reply...
The calculation of the average RTT isn’t a part of the original protocol

(It's only a specific utilization of a specific type of request)



6. GetDayAndMonth

File Edit View Go Capture Analyze Statistics Telephonx Tools Help
BERN PEXEE AT I Qaaf | #@®mgl 8

Filter: (ip.addr eq192.1681.177 and ip.addr eq192.168.1.130) and (udp.port €| * Expression.. Clear Apply

No.  Time Source Destination Protocol  Info
11 0.940877 192.168.1.177 192.168.1.130 uppP Source port: 535035 Destination port: 27015
12 0.945242 192.168.1.130 192.168.1.177 UDP Source port: 27015 Destination port: 55035

Frame 11: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

Ethernet II, src: Dell_70:9c:6c (00:23:ae:70:9c:6c), Dst: Dell1_53:37:87 (00:14:22:53:37:87)
Internet Protecol, Src: 192.168.1.177 (192.168.1.177), Dst: 192.168.1.130 (192.168.1.130)
User Datagram Protocol, Src Port: 55035 (55035), Dst Port: 27015 (27015)

Data (18 bytes)

0000 00 14 22 53 37 87 00 23 ae 70 9c 6c 0B 00 45 00
0010 00 2e 57 55 00 00 80 11 5e e6 cO a8 01 bl cO a8

0020 01 82 db6 b 69 87 00 1la eb 7b 66 2e 20 47 65 74
0030 44 61 79 41 6e 64 4d 6Ff 75 6e 74 68

@ | File: "C:\Users\ROY~1.MOO\AppData\Local... | Packets: 19 Displayed: 2 Marked: 0 Dropped: 0 Profile: Default

Stream Content

f. GetDayAndMounthSun Dec

7. GetYear

File Edit View Go Capture Analyze Statistics Telephony Tools Help

BWee DEREE N DT L QAQab| @ ®EMm % B

Filter: | (ip.addr eq192.1681.177 and ip.addr eq192168.1130) and (udp.port & ~ Expression.. Clear Apply

No.  Time Source Destination Protocol  Info
2 1.315045 192.168.1.177 192.168.1.130 upP Source port: 64859 Destination port: 27015
3 1.318964 192.168.1.130 192.168.1.177 upP Source port: 27015 Destination port: 64859

Frame 3: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

Ethernet II, src: Del1_53:37:87 (00:14:22:53:37:87), Dst: Dell1_70:9c:6c (00:23:ae:70:9c:6C)
Internet Protocol, Src: 192.168.1.130 (192.168.1.130), Dst: 192.168.1.177 (192.168.1.177)
User Datagram Protocol, Src Port: 27015 (27015), Dst Port: 64859 (64859)

Data (4 bytes)

0000 00 23 as= 70 9c 6C 00 14 22 53 37 B7 08 00 45 00
0010 00 20 Ob cc 40 00 80 11 6a 7d c0 a8 01 82 cO a8
0020 01 bl 69 87 fd 5b 00 Oc bl 0d 32 30 31 31 00 OO
00320 00 00 00 00 00 00 00 OO 00 00 00 00

(D | File: "C:\Users\ROY~1.MOO\AppData\Local... |Packets: 7 Displayed: 2 Marked: 0 Dropped: 0 Profile: Default

Stream Content

g. Get Year201l
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