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[. Introduction

One of the ways of saving configuration entries for SSIS packages is an Xml configuration file, probably
because they are simple editable text files, portable, and so on. When developing ASP.Net or Windows
applications, most of us are cautious enough to encrypt the sensitive information that is saved in their
configuration files. Reasons? May be it is thought that ASP.Net applications may reside on a web server that is
exposed to outside world and hence they might be susceptible to attacks of sorts, and when that happens, we
would not want to expose sensitive information in plain text, so we encrypt them. And the .Net framework
provides it as an out-of-the-box functionality. In the most common scenarios that we have known, SSIS

packages run as scheduled jobs inside a server that is located far inside the corporate firewall with ports
closed, just sitting there in a good hope that 1 am not vulnerable to attacks, so | can just be here with an xml|
configuration file that has connections strings, besides others things, in plain text’. As protection comes with
security applied in various layers, the kind of attitude to rely on good hope and on firewall may just not be
enough. In the wake of recent attacks in high profile organizations, if by any miracle, someone infiltrates and
steals the data, we don’t want to expose further information in plain text. Do we? The risk could even come
from a new developer that accidentally performs some unwanted activities on data (by using the information
in the xml configuration file saved as plain text) that is meant to be protected from accidental damage, both
foreign and domestic. That is the motivation to write this library and executable to help us encrypt information
in our SSIS xml configuration files and hence this article. The entire process is done in two simple steps. If you
are an experienced developer, read the prerequisites section and proceed directly to section V and VI.

[I. Competitive approaches

That said, there are best practices that you can adhere to, like protecting the configuration using
Access Control Lists that are tied to your Active Directory efforts, storing configurations in a SQL server
database somewhere. Below are two blog entries that talk about our present options.

1. SSIS: Storing passwords

2. SSIS: Encrypted Configurations

3. Bl xPress Secure Configuration Manager

While there are pros and cons for approaches, they might not suit your need due to restrictions of
company’s policies. And most developers prefer to encrypt and decrypt using a custom script task. While this is
a viable option, it is a lot of effort to write a separate encryption module and unit test it, and not all developers
are expert programmers that care about strong cryptography and key management. Most of the times the
symmetric key used for encryption/decryption is hardcoded in the script task and the package itself is
protected by a password. The encryption algorithm that the proposed library (referred to as $SISCipherUtil.dlil
from now on) uses state-of-the-art methods of encrypting information that hands over the cryptographic key
management to the Windows operating system itself. As a matter of fact the ASP.Net out of the box
functionality supports encrypting configuration information using DPAPI and RSA. SSISCipherUtil.dll comes
with those two options. DPAPI associates cryptographic key with the windows user accounts and RSA uses key
containers. That’s just a one liner. More at msdn - DPAPI, RSA.

When you have an encrypted configuration that you would like to be ported across multiple servers,
use RSA, export the key pair from one server as xml, import it another server, then destroy the key pair xml
file. If the package just sits on one server use RSA or DPAPI.
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[11.

Prerequisites

Windows XP or later workstations, Windows Server 2003 or later server operating systems.

SSISCipherUtil.dll requires .Net framework 2.0 or later — is the library that helps in
encryption/decryption during package setup and at package runtime.

SSISCipherBoy.exe requires .Net framework 3.5 or later — is the tool that helps you
encrypt/decrypt a configuration entry at design time.

Auto code generation functionality of SSISCipherBoy.exe of requires a computer with Business
Intelligence Development Studio (BIDS) installation.

Requires Administrator Privileges. Run as administrator option if UAC is switched on.
Supports only String encryption/decryption. No other data types are allowed.

Supports only Package.Variables and Package.Connections collections.

Supported Package ProtectionLevel values are DontSaveSensitive, EncryptAllWithPassword,
EncryptSensitiveWithPassword.  EncryptAllWithUserKey,  EncryptSensitiveWithUserKey  are
supported only when the user account that modifies the package is used to run the package, in
the same machine.

Below is the screenshot of the main window of SSISCipherboy.exe. Let’s explore the features one by one in

later sections.

4
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Fig. 3.1
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http://windows.microsoft.com/en-US/windows-vista/What-is-User-Account-Control
http://msdn.microsoft.com/en-us/library/system.string(v=vs.80).aspx
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IV. Preparing your package for configuration

If you here reading this article, | assume that you are an experienced developer that has configured
and managed SSIS packages before. However, for the sake of completeness below are msdn references that
explain saving SSIS configurations in xml files:

1. Package Configurations

2. Understanding Integration Services Package Configurations

Most important thing, if you don’t uncheck the Enable package configurations in SSIS Package
Configurations Organize and if there is a configuration set up for the package, then the config files passed to
the package using the /config option of dtexec.exe will not be effective. This might seem counter intuitive but
that’s how SQL Server 2008 Integration Services works.

In the following steps, we will be running an unmodified package named AdvWrksLocalLoad2.dtsx
with its original configuration AdvWrksLocalLload2.dtsConfig, then run the modified package
AdvWrksLocalLload2-Mod.dtsx with an encrypted configuration AdvWrksLocalLoad2.dtsConfig, and then run
the latter on a Windows 2008 R2 server (just like a production environment).

V. Step 1 - Using SSISCipherBoy.exe - Select and
encrypt configuration entries

Now, without further delay, let’s pick a package and let’s encrypt its configuration entries. All the
samples along with the tools are zipped and attached to this article. If someone’s interested in looking through
the source code of SSISCipherBoy.exe and SSISCipherUtil.dll or enhancing its functionally or aesthetically,
please contact me, I'd be pleased to share them.

Below is a list of files that we will be working with for demonstration.

|| AdviWrksLocalload2.dtsConfig 11/19/2012 9:52 PM - DTSCOMFIG File
|| AdvWrksLocalload?2.disx 11/19/2012 4:05 PM DTSX File
|| AdvWrksLocalload3.disx 11/19/2012 4:05 PM DTSX File
|| AdvWrksLocalloadd.disx 11/19/2012 4:05 PM DTSX File
|| AdvWrksLocalload5.disx 11/19/2012 4:05 PM DTSX File
|*#| InnerYariablesTest.dtsx 11/17/2012 905 PM DTSX File
|==| MultipleEntryPoints. dtsx 11/15/2012 6:59 PM - DTSX File
|=#| TestEventFiring. dtsx 11/10/2012 411 PM DTSX File
Fig. 5.1

AdvWrksLocalLoad2.dtsx in Business Intelligence Development Studio is a package that does a few
things, and the task the package performs is irrelevant here because we are concentrating on encrypting its
configuration values in the xml configuration file. AdvWrksLocalLoad2.dtsx is protected with the password
test [ProtectionLevel=EncryptAllWithPassword and PackagePassword=test].
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http://dougbert.com/blog/post/understand-how-ssis-package-configurations-are-applied.aspx
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Fig. 5.2

AdvWrksLocalLoad2.dtsConfig is the configuration file for AdvWrksLocalLoad2.dtsx that appears like

below in Internet Explorer. As you could see the connection strings are mere plain text.

| @ CaMaran\Broject stuffSSISCipherUtinSSISCipherl 20.0Demo\A O = & X | @ CMaram\Project stuffissL.. ‘ ‘ Y A

<?xml version="1.0"?>
- «DTSConfiguration>

</DTsConfiguration:>

<DTSConfigurationHeading>
«DTSConfigurationFilelnfo GeneratedDate="11/18/2012 6:20:40 PM" GeneratedF\omDackaquD— {555E8475-CC07-4592-B84F-A13DAC33210AF}"
GeneratedFromPackageName="AdvWrksLocalLoad2" GeneratedBy="+: . 7; - el wa' =
</DTSConfigurationHeading >
<Caonfiguration ValueType="8tring" Path="\Package.Connections[ DFTOutputRows].Properties[Connectionstring]" ConfiguredType="Property"=>
=ConfiguredValue=C:\Maran\Project stuff\SSISCipherUtil\Demo\SSISDftOutput\DFTOutputl. txt</ConfiguredValue:
</Cenfiguration>
<Configuration ValueTyp:
<ConfiguradValue=s.
</Configurationz
<Cenfiguration ValueType="String" Path="\Package.Connections[m:: ;- -
ConfiguredType="Property":>
=ConfiguredValue=Data Source=n «i.net;User ID=Encr -d=admi d-1;Initial
Catalog formywurko ts,Prowde 7SQLNCL110 1;Appiication Name SSIS- Package-{qFElc3CG 2DC8-44CA- BD87 954C150231A5}
Lotpe o formyworkouts.EncrDemoUser; Auto Translate=False; </Configuredvalues>

"String" Path= ”\Packaqe Connections[FTP Connection Manager].Properties[ConnectionString]" ConfiguredType="Property":
i Tane o = p.net</Configuredvalues

» . uyworkouts].Preperties[ConnectionString]”

<’Conﬁgurauun>
<Configuration ValueType="String" Path="\Package.Connections[mg "
configuredType="Property":
<ConfiguredValue>Data Source=r+". - - +t;Initial Calalog Northwmd Pruvlder SQLNCLI10.1;Integrated Security=SSPI;Application
Name=55IS-Package- {BBEDZICZ EEDD 4F[)9 A/ls 12632301E793}w PR g VAT sz.net.Northwind;Auto
Translate=False;</ConfiguredValue>
</Configuration=>
<Cenfiguration ValueType="String" Path="\Package.Connections[Query.txt].Preperties[ConnectionString]" ConfiguredType="Property">
«<ConfiguredValue=C:\Maran\Project stuff\SSISCipherutil\Demo\SSISDownloads\Query.txt</Configuredvalue:=
</Configuration>
<Configuration ValueType="String" Path= ‘\Packaqe Connections[SMTP Connection Manager].Properties[ ConnectionString]" ConfiguredType="Property"=
«Configuredvalue=SmtpServer=s. -+, s alsaWindowetuthentiontio rur: EriableSsl=False; </Configuredvalue =
</Cenfiguration>
«<Canfiguration ValueType="8tring" Path="\Package.Connections[3SISDownloads].Properties[ ConnectionString]" ConfiguredType="Property">
<ConfiguradValue=>C:\Maran\Project stuff\SSI1sCipherUtil\Demo\SSISDownloads </ConfiguredValue:
</Configuration>
<Configuration ValueType="Boolean" Path="\Package.Variables[User::isFTPEnabled].Properties[Value]" ConfiguredType="Property">
<ConfiguredValue>-1</Configuredvalue>
</Configuration>

-Northwind].Properties[ ConnectionString]"

Fig. 5.3

Let’s encrypt them. Run SSISCipherBoy.exe as administrator. This program requires administrator

privileges. On Windows systems with User Access Control (UAC) switched on, running as administrator is a

mandatory requirement. Otherwise the program will not load properly; you will have to go to Task Manager

to end it.

Protecting Sensitive Information in SSIS Xml Config files 6 htt, renouncedthoughts



(o]
. Demo (=

7 [SSI5CipherBoy.exe Open with JustDecompile B

i’ Run as administrator
View Dependencies
Medialnfo
Open with Motepad (as Administrator)

Fig. 5.4

When you run this program on a computer for the first time, it will install SSISCipherUtil.dIl to the
computer’s Global Assembly Cache (GAC).

Prerequisite missing (=3

. It seems that this is the first time you are running this program or the
__I;; S5I5CipherUtil.dl could not be loaded with the strong name reference.
This program will try to install 55ISCipherUtil.dil to the GAC now.

Fig 5.5

Hit, OK to that warning, and proceed with the success message. Once the program is opened, let’s
drag and drop the configuration file named AdvWrksLocalLoad2.dtsConfig. Use the Browse button to locate a
configuration file if drag and drop does not work. The configuration file will be loaded in a tree view.

a SSISCipherBoy =]l E @"
Help  About
C:\MaranProject stuff*5515Cipher kiS5 515Cipher1 2.0.0\Demo"\AdvWrksLocal Load2 dtsConfig
Unload Tree View and Close File Assembly Administration ..
[T #document RSA | DP,\P||

[T« %ml version="1.0"7=

[ «DTSConfiguration The RSAK d by thi stored 2t
| e ey use is program are stored at a
[]<DTSCortiguration Heating> " = machine leavel RSA Key container, which allows

----- []<DTSConfigurationFilelnfo GeneratedBy="1. %2+ = v 2" GeneratedFromPackageMame="Advy import and expart of RSA keys via XML strings.
[ | «Configuration Corfigured Type="Froperty” Path= Package Connedlons[DFI'OutertRows] Properties[Connec
[T «CorfiguredValues: Thig iz comparitively faster than DPAPI, and the key
----- [F]C:\Maran'Froject stuff\5515Ciphertil\Demo)\S SIS DROutput \DF TOUtput 1 bt pair export/mport functionality makes it a perfect
=[] «Corfiguration Corfigured Type="Property" Path="\Package Connections[FTP Connection Manager]. Properties fc_:landl?ate for using HF lsame enc}r}.rpte_d configuration
) D ConfiquredValues ile values across multiple servers/environments.
----- t[Tlocalhost
<Configuration Corfigured Type="Property" Path="\Package Connectionz:
|:| <CorfiguredValue>
----- i.[|Data Source=mgui+-." & 1" . P
D'Conflgulatlon Corfigured Type= "Pmperty" Path- Package Connections[mg, - -
|:| <CorfiguredValue>
""" ‘[ Data Source=mz: .. - : -i:Initial Catalog=Northwind:Provider=SQLNCLIT0.1:Intd
=[] «Configuration CorrflguredT‘,'pe "Pmperty" Path— \Package Connections[Query td]. Properties[Connection Strin Key Cortainer Name:
|:| <CorfiguredValue>
----- [T]CMaran'Project stuff'SS15CipherLtilDemot 5515 Downloads \Query b

+;\User |D=EncrDema! l=er 03 ammawaroLt]
St Lock/Unlock Selection

[ | «Configuration Corfigured Type="Property” Path=""Package Connections[SMTP Connection Manager].Properti
«Conflgured\-’alue‘ Encrypt Decrypt
----- [T SmtpServerssss s, UseWindows Authentication=True: EnableSsl=False;
] «Configuration CorrflguredT‘,'pe="Pererty" Path=""Package Connections[5515Downloads]. Properties[Connect
=] D~.Conf|gured\c"alue, I Export Rsa key pair I [ Import Rsa key pair
----- [T]C\Maran'Project stuff'SS1SCipherLtil® 05515 Downloads
[ «Configuration Corfigured Type="Property" Path="\Package.Variables[User:isFTPEnabled]. Properties[Value]"
=[] «ConfiguredValue> Commit changes to the corfig file

Generate decryption code

Fig. 5.6
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Encrypting the values is as simple as selecting them and hitting the Encrypt button. However, if you
pay attention to the third item, there is a User ID=EncrDemoUser, however, there is no Password provided for
it in the configuration file. When you are exporting connections strings that contain a password, then SSIS
Package Configurations Organizer does not export the Password property in the configuration file. It knows
that a Password is sensitive information and it does not export the Password for ConnectionString. However,
you could add it at your own risk — Just what we have been doing all along.

Before we do anything to this configuration file, lets test run it once.

dtexec.exe /file "C:\Maran\Project
stuff\SSISCipherUtil\SSISCipher1i.2.0.0\Demo\AdvirksLocallLoad2.dtsx" /config
"C:\Maran\Project
stuff\SSISCipherUtil\SSISCipherl.2.0.0\Demo\AdviirksLocallLoad2.dtsConfig" /DE test

@ Administrator: Visual Studio Command Prompt (2010) [l

= \Plﬂglalll Files\Microsoft Uisual Studio 18.8\UC>dtexec ~file "C:\Maran“Project stuff\SSISCipherUtil~8SI8Cipherl.2.B.0\Demo~AdvirksLocalLoad2.
[dtsx"” sconfig "C:\Mar, an\P)uJect stufFNESIECiphertilNES1SCipherl.2. 0.8 \Deno \AdullrksLocalload2.dtsConfig"” /DE test

5:81:36 PM
2012-11-2@8 17:01:39.68
FTP Task
tion complete.: 1082 complete
ress
2012-11-20 17:91:46.98
Source: ExecuteSQlQuelyFlanthlle
Executing query " BEGI
SELECI CustomerID, Enplnyeell) Order...".: 1882z complete

2812 11-28 17:81:47.87
e: Data Flow Task
ating: @2 complete
[End Progre
2012-11-28 17:01:47.83
Data Flou Task

2012-11-20 17:01:47.84
_])ata Flnu Ta‘.k

Fig 5.7

The package runs just fine. Let’s get back to SSISCipherBoy.exe, right click on the item missing the
Password property and click Edit Value to add a Password and hit the Save button.

g5 SSISCipherBoy

C:\Maran'\Project stuff\SS1SCipherlkil\SS515Cipher1 2.0.0%Dema’\ AdvWiksLocal Load 2 dtsConfig

Unload Tree View and Close File Assembly Administration .
= | #document RSA | DPAPI
<%l version="1.0"7>
= < DTSCorrfwgu@ion ’_ i DPAPI relies on Windows crednetials for encryption
= <DTSCorfigurationHeading> so the program does not have to womy about the
«DTSCorfigurationFilelnfo GeneratedBy: h ' GeneratedFromPackageMame="Advy | cryptographic key management.
= <Corfiguration Corfigured Type="Property" Path=""Package Connectlons[DFTOutputRowa Properties[Connec N N
= <CorfiquredValues DPAPI ig comparitively slowerthan RSA, when used
.g h . . . . to encrypt lange plain text valuss. Also since the DPAP]
C:\Maran'\Project stuff551SCipher til\DemaoS51SDRtOutput \DF TOUtput 1 bat is tied to @ Windows machine closely, it does not allow
= <Corfiguration Corfigured Type="Fropety" Path=""Package.Connections[FTP Connection Manager] Properties| | export/import of cryptographic keys in any way. which
=[] <CorfiguredValue> makes it unsuitable for multiple deployments across
localhost different machines
= <Corfiguration Corfigured Type="Froperty" Path=""Package Connections|m. . . t R
=[] «Confi Value>
=] «Configuration Corfigured Cepy Value I'\Raslana Connectionsfme: -7 L+ sz v
=" | «CorfiguredValue>
Data Source=mgur o ———— — 3l Catalog=Northwind;Provider=SGQLMNCLI10.1;Inte

= «Configurstion Configured Type=" Pmparty Path=""Pacl Connections[Queny ba]. Properties [Connection Strin
<ConfiguredValue>
C:\Maran"Project stuff\SSISCipherUtiDema’S51SDownloadst
= <Configuration Configured Type="FPropety” Path=""Package.Connections[3MTF Connection Manager]. Properti
= <CorfiguredValue=
SmtpServerssnizs ... seWindowsAuthertication=True; EnableSsl=False;

= <Configurstion Configured Type="Fropety” Path="Package Connections[5515 Downloads].
= <CorfiguredValue=

C:\Maran'Project stuffSSISCipher i Demo®SSISDownloads Shilissioni
=[] «Corfigurstion Corfigured Type="Property” Path=""Package.Variables[User:isFTPEnabled] Properties[Value]| Data Source=my - . ‘. 2tlser -
= <ConfiguredValue> 1D=EncrDemoUser; tInitial

Cata\og-forrny\«orkouta Pravider=SQLNCLIT0.1.. Appllcatmn MName=5515-
Package-{4FE1C3C6-2DC8-44CA-BDB7- :R‘ECWCN A5}

| Cancel | Save |

-1

Fig. 5.8
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Note: Nothing is saved to the original .dtsConfig file until you press the Commit changes to the config file
button. Commit changes button gets enabled after the Encrypt/Decrypt buttons are clicked.

Once done, we have got two choices of encryption algorithm. To keep things simple: entries
encrypted with DPAPI can only be decrypted on the computer on which it is encrypted on, however entries
encrypted with RSA can be decrypted on any computer running windows if we export and import the key
container used for encryption. So, if we encrypt a configuration entry on our development machine, in order to
use the same configuration file across other environments, you will have to export and import the RSA key pair
on the target machines using this tool SSISCipherUtil.exe. More about the algorithms are discussed in the

Glossary section X-f.

Lets pick the entries that are sensitive, click the Lock/Unlock Selection button, provide a Key
Container Name as myrsakeyl (you are free to provide any relevant name for the key container) and hit the
Encrypt button. Wait for the success message, and now all the selected entries will be encrypted for you.

o5 SSISCipherBoy

C-\Maran'Project stuff\S515Cipher Ui SS1SCipher 2.0.0\Demo'AdvWiks LocalLoad2 disCorfia
Unload Tree View and Close File Assembly Administration ...

RSA

The RSA key used by this program are stored at a
machine leavel RSA Key container, which allows
import and export of RSA keys via XML stings.

This is comparitively faster than DPAPI, and the key
pair export /import functionality makes it a perfect
candidate for using the same encrypted configuration
file values across multiple servers/environments.

Success! =3

“WMaran“Project stuff\S515Cipher Ltil\DemoSS1SDftOutput \DF TOutput 1 b

race

v ) Selected nodes encrypted. Hit Commit Changes button to save
changes to the eriginal configuration file. Lodc/bniode Section |

Container Name: myrsakey1

—— I —

seWWindows Authenticatio

Packa

[ Export Rsa key pair ] | Import Rsa key pair |

\-Mamn\iject stuff 5 51S5Cipher Ltil\Demo’5 515 Downloads

Commit changes to the corfig file

Generate decryption code

Fig. 5.9

Hit Commit changes to the config file button to save the encrypted data back to the file system.

Success! (3]

Changes committed to the file successfully.

Fig. 5.10
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You may, try clicking the Lock/Unlock Selection button and try Encrypt/Decrypt/Edit Value and other
operations; however until the time you click Commit changes to the config file, the changes that appear in the
tree view will not be saved to the file system.

That’s it! You sensitive values are now encrypted. Next step is to prepare your package to decrypt the package
at runtime. Don’t close the tool already; we will have to use it to generate decryption code.

=TS
1] ] cAMaran\Project stuffiSSISCipherUtinSSISCipherl. 200\Demo\A O = C X || @ CAMaramProject stuffissL.. | | e

<?xml version="1.0"?x
- <DTSConfiguration>
- <DTSConfigurationHeading>
«<DTSConfigurationFileInfo GeneratedDate="11/18/2012 6:20:40 PM" GeneratedF\omPa(kagelD "{555E8475-CC07-4592-B84F-A13DAC3310AF}"
GeneratedFromPackageName="AdvWrksLocalLoad2" GeneratedBy=". ~7.".7. 71 >
</DT5ConfigurationHeading >
- <Configuration ValueType="String" Pazth="\Package.Connections[DFTOutputRows].Properties[ConnectionString]" ConfiguredType="Property">
=Configuredvalue=[RSA-myrsakeyl]
58cHyltyRbrsheSPagea5TroYIvHXFWAQYLThSkiZGPOeDuxw1i0PmHcKnJ+zrVMsg9Gm8nZvLkOiXQIvWPrmnWd15GCwXCLXu5vi84u0XIZ9QwwW2 /hXiOshOCI
[RSA-myrsakeyl] </Configuredvalue=
</Configuration>
- <Configuration ValueType="8tring" Path="\Package.Connections[FTP Connection Manager].Properties[ConnectionString]" ConfiguredType="Property":
<ConfiguredValue >[RSA-myrsakey1]w9vE3/a3ikerh4eQBmZxH1nCI0O1KxptcLo/ +axTfiac=[RSA-myrsakeyl]</Configuredvalus=
</Configuration:
- <Configuration ValueType="8tring" Path="\Package.Connections[r -, ~ _..i.¢. "% ) < rp.net.formyworkouts].Properties[ConnectionString]"
ConfiguredType="Property">
=Configuredvalue=[RSA-myrsakey1]
6BV7CI4E/X50L0FxzfYGO8pewIxbqN4P00 +i0aznVZz7sGRXsPIqhPTZIOelp3Hj6itwSo/eImhIPZ6DRVINLvCIbtzOWRVNXKm95tq/KNtmmIGIO+UrxAMqDzfz1
[RSA-myrsakey1]</Configuredvaluex
</Configuration>
- <Configuration ValueType="String" Path="\Package.Connections[m. ... ..-ia.i. . T . o p.net.Northwind].Properties[ConnectionString]"
CenfiguredType="Property">
«<Configuredvalue>[RSA-myrsakey1]
6BV7CI4E/X50L0FxzfYGO8pewIxbqN4P00+i0aznVZy/tIXX10RD5fHZ +x1QODSC73X6heGraVZOUKQ2qpPXZEfZTapaVzXr1LtRI4wAoPi6 Ft1Q240UIPqP0SxZz51)
[RSA-myrsakeyl]</Configuredvalues>
</Configuration>
- <Configuration ValueType="8tring" Path="\Package.Connections[ Query.txt].Properties[ ConnectionString]" ConfiguredType="Property"=
=Configuredvalue=[RSA-myrsakeyl]
58cHyltyRbrsheSPageasTroYIvHXFWdQYLThSkiZGPOPZ7nBBRib0Ot8ynE4mMHWKSmMhDhPPe6uSc2SC2557ZtDIIpvEIpZGaBkpR6QROR+6 1KGZ2HlejYwW1EQLNkQ
[RSA-myrsakeyl] </Configuredvalues
</Configuration>
<Configuration ValueType="8tring" Path="\Package.Connections[SMTP Connection Manager].Properties[ConnectionString]" ConfiguredType="Property"=
<ConfiguredValue>[RSA-myrsakey1]
2BLNrScpHVQSW/Oww]1Q/eWKR/h75t5EaTAKOWMoCg9L8mhVGvignIQn98U+tSshz?70ksuaZZqldmBZx5CDyt3+yLWAKRICSQnZ 1dsTIH+IrZCV16IM3hxfgeE|
[RSA-myrsakey1]</Configuredvalues
</Configuration>
<Configuration ValueType="8tring" Path="\Package.Connections[SSISDownloads].Properties[ConnectionString]" ConfiguredType="Property" >
<ConfiguredValue >[RSA-myrsakey1]158cHyltyRbrsheSPageaS5TroYIvHXFWdAQYLThSki7GP9eKLETvjgBOAQq625epdTKgOHi 7ksObTyWFFf+i0q81Q==[RSA-
myrsakeyl1]</Configuredvaluex
</Configuration>
<Configuration ValueType="Boolean" Path="\Package.Variables[User::isFTPEnabled].Properties[Value]" ConfiguredType="Property">

Fig. 5.11

VI. Step 2 - Using SSISCipherBoy.exe - Prepare the
package to ready to decrypt information

In our example, the package AdvWrksLocalload2.dtsx uses the configuration file
AdvWrksLocallLoad2.dtsConfig. That is the configuration file that we encrypted in the preceding step. The dts
runtime in no way knows that the configuration file is encrypted; neither there is a way we could tell it in a
command line option. If you have DelayValidation=false (which is the default) in the package, then as soon as
it encounters an invalid connection string (a connection string that does not have a name value pair like Initial
Catalog, Server, User ID..), it throws exception saying that the validation failed and quits the execution of the
job. Let’s see how to make a package ready to decrypt information during runtime.

As the AdvWrksLocalLoad2.dtsConfig is open in SSISCipherBoy.exe, check all the encrypted nodes, hit
Lock/Unlock Selection and hit Generate decryption code button. This action displays a tip, hitting OK; brings
you to the DecryptorCode window.
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85 SSISCipherBoy

=<

C:\Maran“Project stuff\S515CipherltilS515Cipher1.2.0.0"Demo\AdvWiksLocalLoad2 dtsCorfig

Unload Tree View and Close File ]

Help  About

Assembly Administration ...

=[] #document
LT <Pl version="1.0"7=
= |:| DTSCorfiguration:

E| |:| DTSCorfigurationHeading»

- [ <D T5CanfigurationFileInfo GeneratedBy="¢ . | ... @" GeneratedFromPackageMame="Adv\
«Configuration Corfigured Type="Froperty"” Fath= \Package Connedlons[DFI'OutputRows] Properties[Connec
[=-[¥] «ConfiguredValue>
[RSAmyrsakey1]58cHyltyRbrshe SPageaS TraYlv HXFWdQYLTh Ski7GPOe Duwow 1i0PmHcKnJ +zrvMsg 9
=-[¥] «Corfiguration Corfigured Type="Property" Path="\Package Connections[FTP Connection Manager] Properties
=] =ConfiguredValue>

[V[RS A-myrsakey 15w SvEd/adikerhdeQBmZxH InCI01 KxptcLo/+ax Thac= iR.SJ\mfrsakey'l}

=-[¥] <Corfiguration Configured Type="Property” Path="\Package Connectionsfmr : ==
=¥ «ConfiguredValue>
iRS}\mrrsakey‘I}EBV?C]dE.fXSDLDF)dYGDBpewabqN-iPUGﬂDaznVZz?sGR)@PthPTZIOeIp?»HJE‘mSI
=-[¥] «Corfiguration Corfigured Type="Property” Path="Package Connections|m, net.
=] «CorfiguredValue>

[RSA-myrsakey 1]6BV7CI4E/X50L0Fxzf YG08pew.kbgN4P 00+ laznVZy /A boX ITORDHHZ+JQODSCTIXY
<Configuration Corfigured Type="Froperty” Path="\Package Connections[Query txt]. Properties[Connection Strin
=¥ «ConfiguredValue>
[RSA-myrsakey1158cHyttyRbrshe SPageaS TraYlvHXFWdQ YL Th Ski7GPOP ZinBBRib Ot Byn E4mHwKSm
<Corfiguration Corfigured Type="Property" Path=""Package Connections[SMTP Connection Manager] Properti
=] =ConfiguredValue>

[][RSAmyrsakey 112BLNrScpHVRSW/CwwJQ/e Wik R/h75t5Ea TAKOWMoCg9LBmhVGvignIGn9a U+ Ssl
=-[¥] «Corfiguration Corfigured Type="Property" Path="\Package Connections[55|5Downloads] Properties[Connect
=] =ConfiguredValue>
[RSA-myrsakey1]58cHyttyRbrshe SPageaS TraYlvHXFWdQ YL Th Ski7GP9e KLE TvigBOAg625epd TKaOH
=[] «Corfiguration Corfigured Type="Property" Path=""\Package Varables[User:isFTPEnabled]. Properties[Value]"

B|:| <CorfiguredValue:

. anet,

RSA | DPAPI|

The RSA key used by this program are stored at &
machine leavel RSA Key container, which allows
import and export of RSA keys via XML strings.

This is comparitively faster than DPAPI, and the key
pair export/import functionality makes it a perfect
candidate for using the same encrypted corfiguration
file values across multiple servers /environments.

[ Lock/Unlock Selection

Key Container Name: myrsakey1

Encrypt Decrypt

[ Export Rsa key pair ] [ Import Rsa key pair

, Commit changes to the config file
31

[ Generate decryption code

Fig. 6.1

DecryptorCode

&

[ Copy content to clipboard ] [ Edit contents ] [Save content as ] [Ccde sample for Connection Sting setting ]

”
Microsoft SQL Server Integration Services Script Task
Start Processing Below Packages Wirite scripts using Microsoft Visual CH 2008,
The ScriptMain is the entry point class of the script.
E

Package Save Options

using System;

= o @ i
) Overwrite Existing Packages @ Save Modfied package at same location i b Dl

using Microsoft.SqlServer. Dts. Rurtime;
using System Windows Forms;

Pacakge processor that automatically prepares a namespace stSSISCipherLti_DecryptConfigValuss
package to decrypt selected entries at runtime.

[System Addin AddIn("ScriptMain”, Veersion = "1.0", Publisher =

#region VSTA generalted code
enum Saript Results
{

Drag and Drop 5515 Packa
double click to Bro

i
Hendregion
~

public partial class ScriptMain : Mltmsnft SaqlServer Dts Tasks SmptTask VSTARTScriptObjectModelBase
1

Success = Microsoft. SqlServer. Dis Rurtime. DTSExecResult. Success,
Failure = Microsoft. SglServer Dts. Runtime DTS ExecResult Failure

The execution engine calls this method when the task exscutes.
To access the object model, use the Dis property. Connections. varables. events.
and logging festures are available as members of the Dis property as shown in the following examples.

To reference a vanable, call Dts.Variables["| M)'CaseSensmveVanableName”lVa\ue
To post a log entry, call Dts.Log("This is my log text”, 999, null);
To fire an event, call Dts.Everts Firelnformation(99, 'tesl "hit the help message”, ", 0, true); i

Code to decrypt selected entries in
a Script Task. i

“, Description = )]

Fig. 6.2

You are left with two options here.

#1. Manually create a ScriptTask to decrypt information

You can copy the decryption code from the right pane, create a ScriptTask before all other tasks in
the target package and replace the scriptmain.cs code with the decryptor code and set the
DelayValidation=true. If DelayValidation=false, then an error will be thrown because of invalid connection
strings even before any of the tasks are executed. More about manually adding ScriptTask, at Glossary X-d.
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#2. Make the package ready for decryption automatically

Drag and Drop a package in to the Package processor, click the Start Processing Below Packages
button, and let the tool do the rest of the job for you. If Drag and Drop does not work double click on the
package processor area to browse and pick a package. More about how it works, at Glossary X-e.

| am going to demonstrate option #2 here and if you are interested in option #1, refer to Glossary X-d.

With the Decryptorcode window open, add AdvWrksLocalload2.dtsx to the package processor and
hit Start Processing Below Packages button. Hit OK to the big warning message. If the package is password
protected, you will be prompted to enter a password. Enter the password as test and hit Done.

Note: To process multiple package sharing same configuration file that was encrypted, refer to Glossary X-a.

DecryptorCode (=]

[ Copy content to clipboard ] [ Edit contents ] [ Save contert as Code sample for ConnectionString setting ]

I -
. Microsoft SGL Server Integration Services Script Task
Start Processing Below Packages Wiite scripts using Microsoft Visual C# 2008.

The ScriptMain is the entry point class of the script.
Package Save Options =/

n

I3) @ using System;
~) Owverwrite Bxisting Packages @ Save Modfied package at same location using System Dta:

using Microsoft. Sl Server Dts Runtime:
using System.Windows Forms;

CAMaranProject stuff\SSISCipherUtinSSISCipher1.2.0. 0\DemoAdvWrksLocalLoad2 dtsx

namespace st5SISCipherUtil_DecryptConfigValues
i

[System.AddIn AddIn{"ScriptMain”, Version = "1.0", Publisher =", Description = "")]
|{)ubl|c partial class ScriptMain : Microsoft. SglServer. Dts. Tasks. Script Task VS TART ScriptObjectModelBase

Hregion VSTA generated code
enum Script Results

Success = Microsoft. SglServer. Dis. Runtime . DTSExecResult Success,
Failure = Microsoft. SqlServer.Dts. Runtime. DTSExecResult. Failure

ﬁendregiun
-

The execution engine calls this method when the task executes
To access the object model, use the Dis property. Connections, variables, events,
and logging features are available as members of the Dts property as shown in the following examples.

To reference a variable, call Dis. Variables["MyCaseSensiti bleMName "] Value;

To post a log entry, call Dts.Log(" This is my log text”, 599, null);
4 m v To fire an evert, call Dts.Events. Fireinformation(99. “test”, "hit the help message”. ™", 0. trug);

Fig. 6.3

ackage at same location R,
g using System.Data;

using Microsoft. SqlServer. [ts Runtime;
using System Windows.Foms;

“AdvWrksLocal Load?2 dtsx

Package is password protected 2]

Seems like the package AdvWrkzLocalload? dtsx is password protected er="" De
ks, Scrpt |
Input Password: sess Mask

Cancel ] [ Done ]

1
Success = Microsoft. SglServer Cts. Rurtime . DTS ExecResult . Su
Failure = Microsoft. SglServer. Dits. Funtime. 0TS Exec Result. Failurn

Fig. 6.4
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@ Save Modified package at same location E:::g gﬁzmi[ﬁata:

15Cipher! 2.0.0\Demo i using Microsoft.SglServer. Dts. Runtime:

Success @

'6' Successfully processed the package "C:\Maran'Project Ecription =
stuffySSISCipherUtilh 5515 Cipherl 2.0 00 Demo\AdviWrksLocall oad2. disx” sk WVSTAR
for decryption. Processed package saved to the same location with a
-Mod suffix. For instance a package named AdvWrksLocalload2.dtsx
would have been saved as AdvWrksLocalload2-Mod. disx.

eSS,

0K

Tk s dinn annin lle thie mathed when the tacl oot

Fig. 6.5

Accept the success message and close the tool. Let’s run the modified package with the encrypted
configuration file. The modified package will be saved with a =Mod suffix.

dtexec.exe /file "C:\Maran\Project

stuff\SSISCipherUtil\SSISCipheri.2.0.0\Demo\AdvirksLocallLoad2-Mod.dtsx" /config
"C:\Maran\Project

stuff\SSISCipherUtil\SSISCipherl.2.0.0\Demo\AdviirksLocallLoad2.dtsConfig" /DE test

The package runs as expected. It prints some base64 encoded strings to the command window, which
can be neglected.

E® Administrator: Visual Studio Command Prompt (2010) -0 ﬂ

ic :“\Program Files“\Microsoft Uisual Studic 1B._8~UC>dtexec.exe ~File "C:“Maran“Project stuff\SSISCipherUtil\SSlSCipherI.2.B.@\Demn\ﬂdu”rkshncalLoI:
lad2—Mod .dtsx" Zconfig “GC:sMaran“\Project stuff \8S8I8CipherlUtil~88I8Cipherl.2._ A.8\Demo“AduvlrksLocalLoad2.dtsConfig" /DE test
Mi £t (R> SQL Server xecute Package Utility

on 18.8.1680.22 for 32-hi

pight (C) Microsoft Corp 1984 2885 . All rights reserved.

Started: 7:20:17 PM

gl fmmnF6mI Eze jHz REvgBtUQ? ~uBUIHk6pK1 iStZBNo =
5 Zkaq2GQFRS 81y 1 Gt »BS £ DANBgRASuhAHmdglin jZNKT =
iyl fmmnP6mI Eze jHz RZvgBtUQ? /uBUIHk6pK1 iStZBNo =
IS Zki2 GQFRE 8 1y1 Gt rBSF D4NBgRASuhAHmdgUn JZNKI =
iyl fmmnP6mI Eze jHz RZvgBtUQ? /uBUIHk6pK1 iStZBNo =
SZkqq2GQFRS 8 1y1 Gt rBSF DANBgRASuhAHMAgln JZNKT =
iyl fmmnP6mIEze jHzRZvgBtUQ? /uBUIHk6pK1 iSt ZBNo =
S Zkqq2GQFRS 8 1y1 Gt rBSF DANBgRASuhAHMAgUn JZNKT =
gl fmmnFomI Eze jHzRZugAtUQ? /uBUITHkG6 pK1 iStZ@No =
S Zkqq2GQFRS 8 1y1 Gt »BSF DANBqRASuhAHMAgUn JZNKT =
gl fmmnFomI Eze jHzRZugAtUQ? /uBUITHkG6 pK1 iStZ@No =
S Zkggq2 GQFRS 8 1y1 Gt rBSF D4NBgRASuhAHmdgUn jZNKI =
qifmmnFﬁmTEkeJHHRZqutUQ9/uﬂUlHkaKIlStZBNu—

2012-11-20 19:20:21.95

ce
Opelatlnn complete.: 108z complete
End Progr
Progres 2012-11-20 19:28:22_27
Sourc ExecuteSQlQue)yF)omFthlle

Executing guery
SELECT CuthNElID EmployeelD Opder...".: 188% complete

2512 11-20 19:20:22.3@
Data Fluu Task

2I12 11-20 19:20:22_31
ata Flnu Task

2312 11-28 19:28:22.31
_Data Flou Task
g: 108x complete

12-11-28 19:20:22.32
Data Flow T
or Execute 4 complete

12-11-20 12:20:22.32
Data Flow Task
Prepare for Execute: 50x complete

Fig. 6.6

That’s about it. Now lets try deploying the modfied package AdvWrksLocalLload2-Mod.dtsx and the
config file AdvWrksLocalLoad2.dtsConfig to a Windows 2008 R2 server and test run it.

Protecting Sensitive Information in SSIS Xml Config files 13 http://renouncedthoughts.wordpress.com ——




VII. Deploying package with encrypted configuration to
server - Using SSISCipherBoy.exe — Export/Import

RSA key pair

As mentioned before, we can use the same encrypted configuration file on any other Windows

workstations or servers.

e  You would need SSISCipherUtil.dll installed to the Global Assembly Cache (GAC) on the server. GAC is
located at C:\Windows\assembly. You can drag and drop the SSISCipherUtil.dll to that folder. Or let
the tool do that for you. If you could remember, when the SSISCipherBoy.exe runs for the first time

on a computer, it aumatically installs $SISCipherUtil.dll to the GAC. Easiest option, let’s to that. Refer

to the glossary X-b and X-c on how to install an assembly (dlIl) to GAC.

e Importing the RSA key pair (that was used to encrypt the configuration) to the the server.

all other machines.

Note: You can even use this tool to encryt and modify packages directly on an staging or production server, if
you have done necessary testing in the development environments. The point is, if you want to use the same
encrypted configuration file across all machines, then you would need to export/import the key container on

| have logged on to a Windows server and copied the modified package - AdvWrksLocalLoad2-
Mod.dtsx - and its config file - AdvWrksLocalLoad2.dtsConfig - to a location, SSISCipherBoy.exe on to my
desktop. (You can place it anywhere though) (DTPOutputl.txt and Query.txt are files used by the package)

Adv¥WrksLocalLostTest

g(‘ ;}'\7 | » Computer + G_Drive (G:) = Apps  SCOUT » Executables « ExpressMotice ~ AdvWrksLocalLostTest

Date modified Type

= Recent Places

) Libraries

el Diocumant

Organize *  Includeinlibrary *  Sharewith = Mew Folder
. Favorites HES
B Desktop
& Downloads

L Query bk

| DFTOUEpuk bxt

_1 AdwitrksLocalload? disConfig
=, adviwirksLocalLoadz-Mod  dtsx

11/20/2012 2:29 PM
11/18/2012 613 PM
11)20/2012 2:31 PM
11/19(2012 10:18 AM

Inteqration Service. .,
Integration Service...
Text Docurnent

Text Documnent

Fig. 7.1

1. Right click $SISCipherBoy.exe and select Run as administrator. Accept the User Access Control prompts, if
any. SSISCipherUtil.dll will be automatically installed to the GAC, and the program loads fine.

ﬁ} Run as adminis

Protecting Sensitive Information in SSIS Xml Config files

Troubleshook compatibility

14

Fig. 7.2

http://renouncedthoughts.wordpress.com ——




From our workstation, or from the development machine where we encrypted the configuration, let’s
export the RSA key container named myrsakeyl and import it to the server. Open SSIScipherBoy.exe on
your workstation or development machine (make sure to Run as administrator), provide the key
container name that we used for encryption myrsakeyl and hit Export Rsa key pair. Save the file as

myrsakeyl.xml. And copy it to the server.

== =g

Felp  About

C:\Maran'\Project stuff\SS15CipherUti\S515CipherT 2.0.0\Dema"\AdvWiksLocalLoad2 disCorfig

Load file in Tree View Assembly Administratior ...
RSA | Dpapi|

- SSISCipherBoy

The RSAkey used by this program are stored at a
machine leavel RSA Key container, which allows
import and export of RSA keeys via XML strings

This is compartively faster than DPAP|, and the key
pair export/import functionality makes it a perfect
candidate for using the same encrypted configuration
file values across muttiple servers/environments.

Lock/Unlock Selection

Drag and drop an 5515 XML config
Key Container Mame:  myrsakey1
[ Eew [ e |
| Export Rsa key pair || [ Import Fsa key pair ]

Commit changes to the corfig file

Generate decryption code

Fig. 7.3

Copy the myrsakeyl.xml file to the server and use the Import Rsa key pair to import it. You should

provide the same name myrsakey1 in the Key Container Name text box.

Lock/Anlock Selection |

K.ey Container Mame: Imyrsakey1 _

Enempt | [Decmpt |

Export Risa key pair | {mport Fisa key pair =

Carmmit changes ta the config file

Fig. 7.4

After, successful import of RSA key pair, Destroy the file myrsakeyl.xml and SSISCipherUtil.exe

from the server.

That’s it! | am going to test run the package using the below command and you will see it working like

it did in the development machine.
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dtexec.exe /file
"G:\Apps\SCOUT\Executables\ExpressNotice\AdvihrksLocalLostTest\AdviWrksLocallLoad2-
Mod.dtsx" /config
"G:\Apps\SCOUT\Executables\ExpressNotice\AdviirksLocalLostTest\AdvirksLocallLoad2.dt
sConfig" /DE test

[+ Administrator: Command Prompt [_|=]

en32>dtexec.exe AfFile "G:\Apps \SCOUT\Executahles\ExpressNotice AdvlrksLocalLostTest \AdvWrksLocalLoad2-Mod.dtsx" ~config "G:“Apps\SCOUT
SExpressNoticesAdullrksLocalLostTest \AdullrksLocalload2 dtsConfig" -DE test
soft (R> SQL Server Execute Package Utility
on 10.08.16080.22 for 64-bit
ight <(C» Microsoft Gorp 1984-2805. All rights reserved.

Started: 2:31:23 PH

$Zkqq2GQFRS8 1yI Gt rBSFDANBgRASuhAHndglin jZNKI =
2012-11-20 14:31:26.97
: Execute$QlQueryFromLocalFile

Executing guery " BEGIN TRY
SELECT CustomerID, EmployeelD, Order.. 188 conmplete

512—11—23 14:31:26.97
Data Flow Task
: B% complete

A12-11-20 14:31:28.56
Data Flow Task
ng: 50z complete

2-11-20 14:31:28.5%6
Data Flow Task
ng: 188x complete

2-11-28 14:31:28.56
Data Flow Task
for Execute: Bx complete

Data Flow Task
for Execute: 58% complete

A12-11-28 14:31:
= MNata Flow Tacl

Fig. 7.5

VIII. Common errors and debugging options

e If you get any CryptographicException during decryption, it is possible that

1. You are using DPAPI and trying to decrypt information on some other computer.
You are using RSA but you have not exported and imported the key pair (that was used to
encrypt) yet.

3. The encrypted string is modified in some way or other and hence decryption failed.

e If you get Connection Manager validations/runtime errors, it is possible that

Decryption failed

2. ConnectionString does not contain Password property

3. DelayValidation is set to false and you are getting an error because the ConnectionString property
is encrypted. Since it is encrypted, it won’t contain strings like User ID, Password, Initial Catalog,
Server etc., hence the validation error.

4. EnableConfiguration is set to true (i.e., Enable package configurations check box is checked in the
Package Configuration Organizer wizard. And the design time associated configuration file is
either missing or not encrypted).
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e To debug, the easiest way is to add a script task at the top of the package, and try accessing the
Connection Manager’s ConnectionString property to see if values are getting decrypted properly. For
instance, try logging them, or try a MessageBox.Show(). AdvWrksLocalLoad2.dtsx has a ScriptTask in
the beginning that just alerts the ConnectionString values for a few connections.

public woid Main()
{
/f TCDC: Add your code

Dt=.TaskResult = (int)s ultcs.5uccess;

MessageBox.Show ("Inside stReadCondition”
.NewLine + Dts.Connections["mg. -
+ Dts.Connections[™ ae B T B TR,
+ Dts.Connections[" wnection Manager"].ConnectionString
NewLine + Dts.Connections[™ txt™] .ConnectionString
+
+

Cormyworkouts"] .ConnectionString

2t .Northwind™] .ConnectionString

t.NewLine Dt=s.Variables["isFT bled™].Value
Dts.Connections["S5I5Downloads"] .ConnectionString) ;

o4+

nt .NewLine

Fig. 8.1

Or even better, add the package to a an Integration Services Project, set a break point on the
ScriptTask and look if the values are getting set correctly.

e If the Package Processor of DecryptorCode window throws any errors, close all Visual Studio
instances, and try Start Processing Below Packages button again.

e  Rule of thumb, when running SSISCipherBoy.exe always Run as administrator.

[X. What now?

Hence you protect sensitive information in your SSIS Xml Config files. While the aforementioned
methods describe an automated way of achieving encryption decryption, if any of the tasks fail, you could
always try the manual lengthy process, or if you are interested in more information, the glossary section
should suffice. Report any  bugs, enhancement requests, set up  assistance  at
http://renouncedthoughts.wordpress.com.
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X. Glossary

a. Using SSISCipherBoy.exe - Processing multiple
packages sharing same config

Under the heading “Step 2 — Using SSISCipherBoy.exe — Make the package ready to decrypt
information” we saw how to process a package and make it ready for decryption. In that demonstration we
added a package named AdvWrksLocalload2.dtsx that wused a  configuration named
AdvWrksLocalLoad2.dtsConfig, which is a very common scenario. Another, common scenario is that we have
one configuration file that will be shared by many packages. To make the job easier in these situations, the
DecryptCode functionality allows you to add multiple packages to the Package Processor and process them all
at one shot.

Let’s imagine that the configuration file named AdvWrksLocalload2.dtsConfig is used by multiple
packages listed in the figure below.

;,nvl v Computer » PCCOE(C:) » Maran b Project stuff » SSISCipherUtil » SSISCipherl.2.00 » Demo

fews v (@ Bumn

te Links MName ¥  Date modified Type Size
nacekarsn Marudha.. || AdvWrksLocalLoad2.dtsCenfig 11/20/20127:05PM  DTSCONFIG File 4KB
! =] AdvWrksLocalLoad2. disx 11/19/201210:15 ...  DTSX File 220KB
cuments | AdvWrksLocall oad3. dtsx 11/19/2012 £05 PM  DTSX File 20k8
fures =] AdvWrksLocalLoadd. dtsx 11/19/2012 4:05 PM  DTSX File 220KB
ore » =] AdvWrksLocalLoads. dtsx 11/19/2012 405 PM DTS File 2208
- ~ 1= InnerVariablesTest.dtsx 11/17/20129:05 PM  DTSX File 15KB
entials r =] MultipleEntryPoints.dtsx 11/15/20126:59 PM  DTSX File 279K
L e you go =] TestEventFiring.dtsx 11/10/2012 411 PM  DTSX File 101 KB
Fig.a.1

In order to process them, Drag and drop all the packages or double click and select all the packages
to the Package Processor of DecryptCode window; hit the Start Processing Below Packages button. Supply
password if required, hit OK on the success message that appears after processing each package. If Drag and
drop does not work double click and add multiple packages.

DecryptorCode &l
l Copy content to clipboard ] [ Edit contents ] [Save content as Code sample for ConnectionString setting ]

=
- Microsoft SQL Server Integration Services Script Task
Start Processing Below Packages Write scripts using Microsoft Visual C&# 2008,

The ScriptMain is the entry point class of the script.
i

m

Package Save Options

- ® using System:
O Overwits Bisting Packagss  ® Save Modiled package af same localion %09 5T

using Microsoft.SglServer. Dts. Runtime:

€ WMaran\Project stuff\SSISCipher iS5 ISCpher] 2.0 0\Demo'AdvWiksLocalload2 chsx | | gn@ g 5 S BomtEe oo

C:\Maran"\Project stuff\SSISCipherLti\S5|SCipher1.2.0.0\Demao\AdvWrisLocalLoad3.dtsx
C\Maran'\Project stuff\5515Cipherti"5515Cipher1.2.0.0'\Demo'\AdvWrksLocalLoad4 dtsx

C\MaranPreject st\SSISCipher E\SSISCpher] 2.0 0\Deme AdvWliks LocalLoads chse | o< ace t55ISCpherlii_DecryplConfigVakies
C:\Maran'\Project stuff\S51SCipherLttinS51SCipher1.2.0.0\DemotInnerVariables Test dtsx [System Addin Addin{" ScriptMain”. Version = "1.0", Publisher = ", Description

"
C:\Maran'Project stuff\5515CipherUtiS515Cipher1.2.0.0%Demo\Multiple Ertry Points dtsx.
C\Marar\Projact stuff\SSISCiphertINSSISCipher 2 0.0\Demo TestEventFiing diex ?uh\n: partial class ScriptMain : Microsoft.SqlServer Dis Tasks. Smpﬂask VSTAHTSmptOhJEdMudalBasa

Hregion VSTA generated code
enum ScrptResults

Success = Microsoft. SqlServer.Dis. Runtime DTSExecResult Success.
Failure = Microsoft SglServer. Dts. Runtime. DTSExecResult Failure
B

Hendregion

~
The execution engine calls this method when the task executes
To access the object model. use the Dts property. Connections, variables, events,
and logging featurss are avaiable as members of the Dts property as shown in the following examples

To reference a varisble, call Dts Variables[" MyCaseSensmveVanableName | Value:
To post a log entry, call Dts Log{"This is my log text”, 598, null);
Ta fire an event, call Dts.Events.FireInformation(39, 'test 'hltthe help message™, ", 0. true);

Fig.a.2
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After processing, the processed packages are stored with a -Mod suffix on the same folder which

looks like below.

v| . » Computer » PCCOE({C) » Maran » Project stuff » SSISCipherltil » S515Cipherl.2.0.0 » Demo
Links Name Date modified Type Size
| ckaran. Marudha & AdviWrksLocalload2.dtsConfig 11/20/20127:05 PM  DTSCOMNFIG File 4 KB
’ " | AdvWrksLocall sad2.dtsx 11/19/201210:15... DTS File 220 KB
ments = AdvWrksLocall oad2-Mod.dtsx 11/20/201210:05 .. DTSX File 2719 KB
res ¥ | AdvWrksLocall oad3.dtsx 11/19/2012 4:05 PM  DTSX File 220 KB
E =] AdvWrksLocalLoad3-Mod.dtsx 11/20/201210:06 ...  DTSX File 278 KB
W | W =] AdviWrksLocalloadd. disx 11/19/2012 4:05 PM  DTSX File 220 KB
il A (=] AdviWrksLocalloadd-Mod.dtsx 11/20/201210:06 ...  DTSX File 278 KB
ou g0 W =] AdvWrksLocalload5.dtsx 11/19/2012 4:05 PM  DTSX File 220 KB
yeus =] AdviWrksLocalLoad5-Mod.dtsx 11/20/201210:06 ...  DTSX File 278 KB
Lt stuff ¥ =] InnerVariablesTest.dtsx 11/17/20129:05 PM  DTSX File 15KB
[ = InnerVariablesTest-Mod. disx 11/20/201210:07 ... DTS File 52KB
ivia_management - -
5 W =] MultipleEntryPoints.dtsx 11/15/2012 6:59 PM DTSX File 279 KB
| ted KBs | =] MultipleEntryPoints-Mod. dtsx 11/20/201210:07 ...  DTSXFile 292 KB
[ ¥ = TestEventFiring.dtsx 11/10/2012 411 PM  DTSX File 101 KB
RListener =
1| TestEventFiring-Mod.dtsx 11/20/201210:07 .. DTSX File 111 KB
Fig.a.3

b. Using SSISCipherBoy.exe — Dump SSISCipherUtildll to

GAC / local directory

The encryption and decryption functionality is provided by the SSISCipherUtil.dll. The SSIS package in
our example above that was modified to decrypt information at runtime, uses this dll. And the tool

SSISCipherBoy.exe uses the same dll for all its primary operations. However, if you wanted to locate the
SSISCipherUtil.dll in the file system, the only location you would find it is in the GAC. In case the assembly
installation fails when the SSISCipherBoy.exe loads, you would be required to manually install the

SSISCipherUtil.dll to GAC. Or when the package processor fails for some reason, you would want to create a

Decryptor ScriptTask yourself manually. And when you create that Decryptor ScriptTask, you would need to
Add a reference to the SSISCipherUtil.dll in Visual Studio in order to decrypt values at runtime. In order to
accomplish any of these aforementioned tasks, you would need SSISCipherUtil.dll on some known file system

location.

Run SSISCipherBoy.exe as administrator. Click the Assembly Administration ... link at the top right

corner.

RSA | DPAPI|

(o= [[2]
Help  About
nzide the empty space [ Browse ]
Assembly Administration ..

The RSA key used by this program are stored at a
machine leavel RSA Key container, which allows
impornt and export of BSA kews vig XML strings
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Assembly Administration 2]

HEEE 5515CipherlUtil dil is at the heart of this encryption routine which is
embedded as a part of this executable.

HHHHA In order far the 5515 Script Task to load this assembly durng runtime,
this needs to be deployed in the GAC.

HEHA  you encounter any assembly load failure emors, possible reasons are
the S5515Ciphertil dll is not available in the GAC orthere is a version
mismatch.

HHHH Use the below options to administer the comect 5515CipherUtil dll

GAC Operations
[ install S51SCipherLti di to GAC |

[ Uninstall SSISCipherLtildll from GAC |

File System Operations

[ Emit $51SCipherLtildi to curent working directory |

[ Emit 551SCipherLlil.dil to a specifc location ]

Figb.2

Use the buttons to perform the required operations.

c. Manually installing SSISCipherUtil.dll to GAC

Many might have observed that when adding a reference to a third party dll in a ScriptTask, we are
bound to get AssemblyLoadException or FileNotFoundException if the referenced dll is not installed to the GAC.
SSISCipherBoy.exe tries to install SSISCipherUtil.dll to the GAC at startup. If that does not work you can try
installing it to the GAC using the Assembly Administration window. Remember that you need Administrator
privileges to perform this task. So you run SSISCipherBoy.exe with administrator privileges at all times. If none
of them works, the last resort is to emit the SSIScipherUtil.dll to a specific location and then manually install it
to the GAC.

Installing to the GAC is simple.
1-> Emit the SSISCipherUtil.dll to some file location (like explained in Glossary X-b)

2> Navigate to C:\Windows\assembly and Drag and Drop the SSISCipherUtil.dll to that folder
C:\Windows\assembly. That’s it. You may also try to use the GacUtil.exe which is a program specifically meant
for this purpose.
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http://msdn.microsoft.com/en-us/library/ex0ss12c(v=vs.80).aspx

|Assembly Admini

mismatich

stration

i 5S51SCipherltil dll is at the heart of this encryption routine which is
embedded as a part of this executable.

HHHHE In order for the 5515 Script Task to load this assembly during runtime,
this needs to be deployed in the GAC.

HHHHE I you encounter any assembly load failure emors, possible reasons are
the S515Cipherltil dll is not available in the GAC or there is a version

Success

:I Assemnbly write success - 5815CipherUtil.dll

(]

File System Operations

[ Emit 551SCipherLiil dll to curent working directory

[

Emit SS51SCipherltil dll to a specifc location

Fig. c.1

-
Mame

. Demeo
|E]SSISCipherBoy.exe
(| SSISCipherUtil.dll

Date modified

11/21/2012 3:29 PM
11/20/2012 7:13 PM
11/21/2012 4:51 PM

Type

File Folder
Application
Application Ext

1Drag and drop SSISCipherUtil.dll to the assembly folder

e
| )| b Ccawind

owshassemnbly

Favarite Links Assembly Name Version Cul... Public kg
H: Gunasekaran. Marudha... ﬂ@hccessibility 1.0.500... b03f5f7f1)
i i a@}\ccessibility 1.0.330... bO3f5f7f1)
Documents 381 Ac cessibility 2000 bO3f5f71
I Pictures 1@ ActiproSoftware.Sha... 1.0.104.0 3621965
Mare » ﬂ@'lﬁctiproSoftware.Syn... 4.0.286.0 21382145
Folders v ﬂ@'lﬁctiproSoftware.Syn... 4.0.286.0 21382145
B Desktop a@ﬁdiproSo&ware.Syn... 4.0.286.0 21382148
HE Gunasekaran, Marudhar a@ActiproSoftu\rare.Wi... 1.0104.0 1ebaB933
| Public :#1ADODB 7.0.330... b03f5f7f1)
Fig. c.2

d. Manually create a ScriptTask to decrypt information

The package processor creates a ScriptTask inside a sequence container in the OnPreExecute
EventHandler to decrypt information. If the Package Processor fails for some unknown reasons, you can try

processing the package again or create a ScriptTask manually to decrypt information.

1-> Create a ScriptTask on top of all other tasks in the Control Flow Tab of the Package Designer.

Provide a relevant name.

2-> Double click to open, hit the Edit Script button. Wait for the Visual Studio to load the project.
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T PRSI O T VTS STaTs

File Edit View Project Build Debug Data BIxPress SSIS Tools Test Window Help

G-E-FHd s S0 - & - G- B | b Developmell (4 geript Task Editor

AdvWrisLocall oad2.dtsx [Design]* | Start Page
2

Script
General
Expressions

TR0 T ToToTava ToRas B |

1], ExecuteSQiQuer
= J] yFromLocalFie

. ExecuteQiQuer
- /| yrromrepris

B Sript
ScriptLanguage
EntryPoint
ReadOnlyVariables
ReadWriteVariables

SeriptLanguage

Access Microsoft Visual Studie 2008 Tools for Applications (VSTA) to write scripts using the Visual Basic 2008 or Visual C#

37 Control Flow | Data Flow | {3] EventHandiers | %3 Paciage Explorer t{f 2008, and configure the task's properties.

Specifies the programming language used by the script.

Microsoft Visual C# 2008
Main

UserzisFTPEnabled

| Edit Seript. |

Fig. d.1
3-> Add reference to the SSISCipherUtil.dll. (If you don’t have SSISCipherUtil.dll at you file system
yet, use the Assembly Administration ... link in SSISCipherBoy.exe and write the dll to some comfortable

location — as in Glossary X-b)

[ ssisscript - Integration Services Script Task (Administrator) =1 ]
File Edit View Project Build Debug Data Tools Window Help
< A|l=a = (= 2 | & B 3
D5 E e AR (9 0|k uESGEme T
e i ~ x| Project Explorer ~Ix
g | [%s SlRlEElE
E o7 — 1 st_d71357beeechd26b84634d0961878a24|
&
. = =] Propert
Microsoft 3QL Server Integration Services ask = FE et
Wes = + 1 4% [=E Erenc
Write scripts us Visual C# 2 B n
i i Add Ref
The ScriptMain is the entry point class of the script. : ‘;'M!m SIence
* -+ Micre Add Web Reference...
o 0 Sy ST
Elusing System; E - <3 System.AddIn
using System.Data: 2 System.Data
using Microsoft.SglServer.Dts.Runtime; {3 System.Windows.Forms
using System.Windows.Forms; L. -3 System.Xml
L4 [ 5SI5_ScriptTask
Enamespace ST_bc48e822a24b47bEE0b065bdedde 4bed. capro] . ] ScriptMain.cs
{
[System.AddIn.RddIn("s in", Version = "1.0", Fublisher = "7, I
public partial class : Micresoft.SglServer.Dts.Tasks.Seri
1

Fig. d.2

4-> Once the reference is added, replace the entire ScriptMain.cs code with the code from the
DecryptorCode window of SSISCipherUtil.exe. Refer to the steps in Step 2 — Using SSISCipherBoy.exe — Make
the package ready to decrypt information to copy the decryptor code.

5-> Build the project; close the ScriptTask after successful build. Hit OK on the Script Task Editor.

Save the dtsx package.

That completes everything, and now your package is modified to decrypt information at runtime. Let

the ScriptTask and the SSISCipherUtil.dll do rest of the wo

rk for you.

e. What does the automatic Package Processor do?

When you add an SSIS package to the Package Processor of the DecryptorCode window, it does the

following things:
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10.

Tries to load the package at the specified location.

If the package is protected with a password using EncryptAllWithPassword or
EncryptSensitiveWithPassword, it prompts to enter the Password.

On successful load of the package, it checks to see if there is an OnPreExecute EventHandler attached
to this package.

If an OnPreExecute EventHandler is attached to the package, it gets all the Tasks inside the
OnPreExecute EventHandler and adds the DecryptionSequence on top of all those tasks.

If an OnPreExecute EventHandler is not created for the package, it simply creates an OnPreExecute
EventHandler and adds the DecryptionSequence to it.

Inside the DecryptionSequence, there are two script tasks.
First is a dummy ScriptTask that leads to the second ScriptTask that does the decryption.

The decryption ScriptTask and the dummy ScriptTask are connected by a PrecedenceConstraint that
allows the decryption ScriptTask to run only once during the execution of the package.

i.e., The decryption ScriptTask runs only during the OnPreExecute event of the package, when other
tasks in the package fires an OnPreExecute event, the decryption ScriptTask is not called. This is done
with the below Expression and Constraint check

@[System::SourcelD]== @[System::PackagelD]
Sets DelayValidate=true for the package.

Sets EnableConfiguration=false for the package. (the equivalent of un-checking Enable Package
Configurations in Configuration wizard)

MultipleEntryPoints-Mod.dtsx [Design]] Start Page R
2™ Control Flow |'€_'1' Data Flow | %] EventHandiers |73 Package Explorer OnPreExecute Event Handler

Executable: Event handler:

[ MuttipleEntryPoints | OnPreExecute -

a5 Precedence Constraint Editor

Decryptor sequence

il Sisg‘gge’“' a A precedence constraint defines the warkflow between two executables. The precedence constraint can be
& | sedoeayp-.. based on a combination of the execution results and the evaluation of expressions.
- Precedence constraint
P ssI5CipherUtils
S tDummyForpk... o
Constraint options
Evaluation operation: [B(prasslon and Constraint M
(=L ssIsCipherUti_s Value: [Completmn Ny

tDEETYDtCUFIﬁ:.

l J L Expression: @[System::SourcelD]== @([System::Packagell Test
=2 = =2 : :
‘t'j stRoot2 ‘ ‘t'j stRoot ‘ ‘t'j stRoot3 DR

Tf the canstrained task has multiple constraints, you can choose how the constraints interaperate to
control the execution of the constrained task.

Existing tasks connected to the

= decryption sequence
't'j secondMode

) Connection Managers [ oK l l Caneel ] ’ Aelp

@ Logical AND. All constraints must evaluate to True |

() Logical OR. One constraint must evaluate to True

‘,1 og. txt

Fig. e.l

Protecting Sensitive Information in SSIS Xml Config files =~ 23 http://renouncedthoughts.wordpress.com ——



f. How does the cipher algorithm work?

SSISCipherUtil.dll supports DPAPI and RSA as we saw earlier. If you have a basic understanding of
cryptography, please read forward, otherwise you may want to review the basics of Symmetric key
cryptography, asymmetric key cryptography, and hashing. The following paragraphs are meant to give an
overview of how DPAPI and RSA are implemented in SSISCipherUtil.dIl. They might not depict the exact flow of
how DPAPI and RSA work in SSISCipherUtil.dIl. The source code is the only way to identify the exact
implementation.

DPAPI

DPAPI — known as the Windows Data Protection API associates the cryptographic key used for
encryption and decryption with the Windows User account and uses a machine wide key store. An application
level entropy value is passed to the DPAPI method, so that only SSISCipherUtil.dIl knows how to decrypt values
that were encrypted by SSISCipherUtil.dIl. The entropy value is an output of the Rfc2898DeriveBytes method

that takes SHA-256 hash of some application wide constant values as input and salt.
RSA

RSA — an asymmetric cipher algorithm that in the .Net framework, not meant to encrypt inputs that
are larger than the key size specified. In SSISCipherUtil.dll, the RSA algorithm is used to generate an
exportable/importable public-private key pair stored at the RSA machine level key store. Later the public key
components of the key pair are used to derive an entropy value, and the private key components are used to
derive an input. The input and the entropy are later hashed with SHA-256 and sent to Rfc2898DeriveBytes. The

output of Rfc2898DeriveBytes is used as a master key for RijndaelManaged algorithm which is a symmetric

algorithm that works under the covers to encrypt and decrypt when using RSA.

C:\Users\All Users\Microsoft\Crypto\RSA\MachineKeys is the location in which the RSA key pairs are
stored by Windows. That means, when you export/import an RSA key pair, the key pair with the specified key
container name is accessed from this location.
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