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1 Before You Begin

The Cloud API Explorer is a companion to the Application Programming Interface. The APl Explorer enables easy
interaction with the APl from a browser. The Cloud API Explorer should be used in conjunction with the Enterprise
Cloud Application Programming Interface for the version you are using. Document for the API is available on the
Terremark Enterprise Cloud Knowledgebase at:

http://support.theenterprisecloud.com/kb/default.asp?id=1035&Lang=1&SID=

1.1 Become Familiar with Key Concepts

The reader is encouraged to carefully review the introductory sections of the Enterprise Cloud Application
Programming Interface, sections 1 through 5, before delving into the APl. Many important requirements and
restrictions are described only in these sections. A thorough understanding of these topics will avert many
potential implementation issues.

After reviewing the introductory sections, a brief review of the use cases in section 6 Application Programming
Interface Programmer’s Guide of the Enterprise Cloud Application Programming Interface may be helpful in
associating API calls to the Infinicenter Console operations. The structure of the Programmer’s Guide follows the
layout of the Infinicenter Console.

1.2 Begin a New API Session

After reading section 3 Security Model of the Enterprise Cloud Application Programming Interface, the reader will
appreciate the importance of beginning each session with the preparatory calls of Get Time and Get Versions as
described in 6.2 Preparation of the Enterprise Cloud Application Programming Interface.

1.3 Enterthe API

As discussed in 4 Call Concepts of the Enterprise Cloud Application Programming Interface, the Enterprise Cloud
Application Programming Interface uses Links and Actions, each with an opaque hypertext reference or href, to
guide the user through the API. The Get Organizations call is the entry point for the API. The call returns links and
references, directly or indirectly, to all other branches of the APl as described in 6.2 Preparation of the Enterprise
Cloud Application Programming Interface.

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01
terremark.com Page | 4


http://support.theenterprisecloud.com/kb/default.asp?id=1035&Lang=1&SID=

e
v terremark

a Verizon Company

2 Getting Started with Cloud API Explorer

For organizations just starting with the Enterprise Cloud Application Programming Interface, this section will get
you started with the Cloud API Explorer.

2.1 Cloud API Explorer URL

The Cloud API Explorer is available in a directory under the base Terremark URI. It resides at:

https://services.enterprisecloud.terremark.com/Cloudapi/Explorer

Enter this Uniform Resource Locator (URL) in your browser and the Cloud API Explorer opens.

2.2 Cloud API Explorer Window
When the Cloud API Explorer first opens, by default it logs into the Live Specification with the credentials of the
sample user with administrator permissions.

As a convenience to Application Programming Interface users, Terremark has a tool to assist in creating
applications with the API: the Live Specification. The complete implementation of the APl is available on the Live
Specification; every call is available. The data is static but responses are accurately constructed. In many cases,
such as for edits and creates, responses are tailored to important input values. See section 5.3 Live Specification of
the Enterprise Cloud Application Programming Interface for more information regarding the Live Specification.

The major components of the Cloud API Explorer window are shown below.
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Cloud API Explorer o terremark

“ Current version setting " Current user setting ™~ Current datasource setting Settings button

Services o H:JE:

Al Services |L|\
Administration Organization o \El Modify Request | Clear Request .\CIHI history | Expandal | Colapseal | [ Pin parameter panl

Alert Log

GET ™| wniize direct URL mode

Alerthotification Home button

AlertRule
™~ Reguest pane
AlertRuleTemplata
Apikay

Backup Infernet Service

Bandwidth

Catalog

Compute Pool
.,

Contact \ \
Services pane ™ History pane

Cradential
Detached Disks
Device Tag

Environment

Firewall Log

Across the top of the window is the current working profile. In the upper left are the version setting, the user
setting, and the data source. The data source is presented as either "Living Specification," when accessing the Live
Specification static data, or the name of the organization to which the user belongs, when accessing live
organizational data.

Note: If one selects organizational data, changes made in the Cloud API Explorer session will alter organizational
data.

In the upper right is the "Settings" button by which the version, user, data source, and authentication method may
be changed. See section 5.6 Authentication of the Enterprise Cloud Application Programming Interface for more
information regarding authentication methods.

On the left side of the window is the Services pane. The services pane shows all of the application services within
the Enterprise Cloud. Under each service are the API calls for that service.
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A click on the "Home" button issues the starting call for the Enterprise Cloud API: a retrieval of organizations. See
section 7.2.1 Get Organizations of the Enterprise Cloud Application Programming Interface for more information
regarding the call.

The upper portion of the right hand side is the Request pane. In this pane the API call may be constructed. If one
follows the links in the response, the Request pane is automatically populated.

The lower portion of the right hand side is the History pane. The requests and responses to each call are displayed
in this pane. All calls during the session are retained in this pane unless cleared.

2.3 Changing Settings
To change any of the settings, the version, user, data source, or authentication method, click the "Settings" button
in the upper right. The settings dialog box will open.

2.3.1 Basic Authentication
This example shows the Settings dialog box when entering credentials for Basic authentication.

Note: The use of Basic authentication may be constrained by an organization. If one attempts Basic authentication
when not permitted by the organization, authentication fails. See 7.31.6 Action Administrative Organizations Edit
Authentication Levels of the Enterprise Cloud Application Programming Interface for information on setting Basic
authenticaton acceptability.

SETTINGS
_~ 1. Check for Live Specification, uncheck for live data
[Z"Living Spedification (Demo Mode) @ Basic (" CloudAPI
7

A £
1. You will be accessing your live organization '.' S
-

s

2. Select Basic or CloudApi authentication

Usemame N
—__——— 3. Enter Username
Password )
———
————— 4, Enter Password
AP1 Version 2012-03-01 )
2012-03-01
|2011-10-01 T
2011.07-01 e :
; W Remember Seftings
5. Select APl version -~ T - g
< < S~ - -
6. Check to retain across sessions - % Cancel ‘-L,, Save l

7. Click “Save” to continug ——

1. Check the Living Specification (Demo Mode) box to use the active demonstration data, uncheck to use live
organizational data; Live Specification data in this example.

Note: If one selects the organizational data source, the caution note appears to remind you that changes made in
the Cloud API Explorer session will alter organizational data.

2. Select Basic" or Cloud APl authentication; Basic in this example.
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3. Enter the Username of a valid user.
4. Enter the Password of that valid user.

Note: If one selects the Live Specification data source, the Username and Password are populated with the
credentials of the sample user with administrator permissions for the convenience of the user.

5. Select an API Version from the dropdown list.

6. Check the Remember Settings box to retain the selections on this dialog box across browser sessions,
uncheck to remove the selections and start fresh each time; retain in this example.

7. Click "Save" to return to the Cloud API Explorer.

2.3.2 Cloud API Authentication

This example shows the Settings dialog box when entering credentials for Cloud APl authentication. See 5.6
Authentication of the Enterprise Cloud Application Programming Interface for more information regarding Access
Keys, Private Keys, and Hash Algorithms.

Note: The acceptable hash algorithms may be constrained by an orgazniation. Such constraints are not reflected on
the dropdown list. If one uses a hash algorithm not permitted by the organization, authentication fails. See 7.31.6
Action Administrative Organizations Edit Authentication Levels of the Enterprise Cloud Application Programming
Interface for information on setting acceptable hash algorithms.

SETTINGS
.~ 1, Check for Live Specification, uncheck for live data
[V&ELiving Speafication (Demo Mode) " Basic  Cloud AP

A P

2. Select Basic or CloudApi authentication ©

Access Key:
Private Key: Sesscagnscecsasssstssetcancsssssnnsscsscnse

—__———— 4, Enter Private Key
Hash Algorithm: | SHA1 /Q Y
API Version! 2012-03-01 ’ )
5. Select Hash Algorithm -~ T

e

//

. = . T I~ Remember Seltings
6. Select APl version -~ >

./’

-5 r
7. Check to retain across sessions =~ ix Cancel | L)v SQVeI
e HP—

8. Click “Save” to continue —

1. Check the Living Specification (Demo Mode) box to use the active demonstration data, uncheck to use live
organizational data; organizational data in this example.

Note: If one selects the organizational data source, the caution note appears to remind you that changes made in
the Cloud API Explorer session will alter organizational data.

2. Select "Basic" or "Cloud API" authentication; "Cloud API" in this example.

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01
terremark.com Page | 8



e
v terremark

a Verizon Company

3. Enter the Access Key of a valid user.
4. Enter the Private Key of that valid user.

Note: If one selects the Live Specification data source, the Access Key and Private Key are populated with the
credentials of the sample user with administrator permissions for the convenience of the user.

5. Select a Hash Algorithm from the dropdown list.

6. Select an APl Version from the dropdown list.

7. Check "Remember Settings" to retain the selections on this dialog box across browser sessions, uncheck to
remove the selections and start fresh each time; remove in this example.

8. Click "Save" to return to the Cloud API Explorer.
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3 Services Pane

The Services pane shows the services within the API. The services are based on divisions within the application.
While most services parallel the entities in the Enterprise Cloud Application Programming Interface, some
variations occur. For example, calls for the entity "Monitors," as discussed in section 7.26 Monitors of the
Enterprise Cloud Application Programming Interface, are located in the Internet Service service of the Cloud API
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Explorer.
#3» Home
Services & - I~ Utiize dirsct URL mode
All Sarvices
Adminigtration Organization = X Modify Request | Clear Reguest Clear history | Expand od | Colapse ol | [ PFin parameter panel
Alert Log N\"\\ \\
. ~ *Home” b
- . Home" button
Alerthiotification = Rx
Aleriftule | \Mx ~ Filter services from the dropdown listbox, if desired
TTe— T
— .
» Action Alerls Creals Aule —= Select a service

= Action Alerts Edi Rule

» Action Alerls Remoyve Rule

G

Select acall

» et Alerts Rules

» Gl Alerts Rules by 1D

The Action Alerts Rernowve Rule call rernow
rule fromy an organization. If successiul, thy
| a 204 No Content header.

s an alert
e call returns

AlertRuleTemplate
Apiley
Backup Internat Senice

Bandwidih

Catalog

Compute Pool

=,

AN

"

A tooltip appears when the cursor hovers over a call

The list of services may be filtered from the dropdown list, if desired. The services may be filtered by:

Console

supporting the API

Device; services equivalent to the Devices tab of the Infinicenter Console
Environment; services equivalent to the Resources tab and the layout on the Devices tab of the Infinicenter

Network; services equivalent to the Network tab of the Infinicenter Console
Organization; services equivalent to the My Accounts tab of the Infinicenter Console and services

Click the "Home" button and the Cloud API Explorer executes the Get Organization's call, the entry point for the

API.
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Click on a service name and the list of available calls in that service opens. The names of all calls are the same as
the names used in the Enterprise Cloud Application Programming Interface.

When the cursor hovers over a call, a tooltip opens with the introductory paragraph for the call from the Enterprise
Cloud Application Programming Interface.
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4 Request Pane

The request pane assists the user in crafting API calls. The request pane has many features.

T lr\ }-\ '_l I_l.lii:l:i:ctl.'ﬂl.mdc
™ Call method ™ Call URL Utilize direct URL mode *
Get Audit Logss Call name
e e e ) i ______:7 Call parameters
e Asterisk denotes required parameters — ;’_,-f
e e e
gl :ﬁyur izationid; || =T action L /
=
ugar, page 5I.__Z_ﬁ-r’
- /
sortBy _,r‘ﬂf'ec:.on
.-_.-"'f-'
slariDate = endDale
"Execute” the call button ) .
e Pin parameter panel
“Modify Request” button \
: “Clear Request” button \
Madify Requesl | Clear REGuast Clear history | Expard all | Collapse all | [ Pin parameater parel
s “MinMax” button to expand or collapse the parameter panel

4.1 CallBar
Across the top is the call bar with the call method and call URL. If the Cloud API Explorer is not in direct URL mode,
by unchecking the "Utilize direct URL mode" checkbox, the call method and call URL are inaccessible.

4.2 Parameter Panel

Beneath the call bar is the parameter panel. The name of the call shown is the same as the name in the Enterprise
Cloud Application Programming Interface. Every parameter permitted by the call is in the parameter panel.
Required parameters are denoted by a preceding red asterisk. If the Cloud API Explorer is in direct URL mode, by
checking the "Utilize direct URL mode" checkbox, the parameter panel is inaccessible.

4.3 Control Bar

Beneath the parameter panel is the control bar. When all is ready with the constructed call, press the "Execution"
button to send the call to the Enterprise Cloud. The "Modify Request" button opens the Add Request Header and
Body dialog box, which permits the user to:

e Enter or change the request body.
e Add or modify request header fields.

The "Clear Request" button clears the existing request body and any added or modified header fields.
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terremark.com Page | 12



e
v terremark

a Verizon Company

Across the bottom of the control bar is the "MinMax" button that opens or closes the parameter panel. If the
Cloud API Explorer is in direct URL mode, enabled by checking the "Utilize direct URL mode" checkbox, this button
is inoperable and the parameter panel is inaccessible.

The "Pin parameter panel" checkbox controls the behavior of the Parameter panel upon execution. By default,
unchecked, the parameter closes upon execution to maximize space on the History pane. By checking the
checkbox, the parameter panel will remain open after execution. Even with "Pin parameter panel" checked, the
"MinMax" button will still open and close the parameter panel.

4.4 Add Request Header and Body Dialog Box
Clicking the "Modify Request" button opens the Add Request Header and Body dialog box. The dialog box may be
resized to enlarge the viewing area.

ADD REQUEST HEADER AND BODY »

Addtional headers {o include in the HTTP request | 2end only these headers

a

e Send only these header fields

" add or modify header fields

Diata 1o be sentin the HTTP request body

=Craalal)sar name=""> &
=Contact href="" name=""/=
<Firstiame=<Firsttlame=
=L asiMame=<LastName>
<Password==/Fassword=
=UszerRole href=" namea=""* -
=QrganizationRaole href=" nama=""/=
=EndronmentRales=
=ErviranmentRala=
=Emaronment href==" name="= >
=Role hret="name=""/=
<EndronmeniRole= . Qutline of request body pre-fillad
=[EmviranmentRales=
=i JserRalex
=LIgersecuniyluestions=
=SecuntyQuestion=
=Question=</Queastion=
<ANSWEr < ANSWear=

B T L

-

|x l_".‘ancel| |w‘" Ba‘ue|

The lower text box, "Data to be sent in the HTTP request body," is pre-filled with an outline of the XML body for
the call, if any is required. The content of this text box is ignored for GET calls; the GET method does not permit a
body. For specifics of requirements and contents, consult the call in section 7 Application Programming Interface
Reference Guide of the Enterprise Cloud Application Programming Interface.

The upper text box, "Additional headers to include in the HTTP request," permits adding new header fields or
overriding the value of default header fields. The default header fields are: x-tmrk-version, x-tmrk-date, and
Authorization for all calls with Content-Type and Content-Length added for calls requiring a body (calls with a
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method of PuT or POST). With "Send only these headers" checked, the behavior is to send only the headers in the
text box and none of the default headers. With "Send only these headers" unchecked, the behavior is to:

e Add any header fields present in the text box and not present in the default header fields.
e Replace any header fields present in both the text box and the default header fields.

Adding header fields is useful for calls such as Action Virtual Machines Guest Process, a call that runs a command
in the guest operating system of the virtual machine. Credentials of a user authorized to perform the command are
passed to the guest operating system via the API using the x-Guest-User and x-Guest-Password header fields. By
placing these header fields and their appropriate values in the header field text box and leaving "Send only these
headers" unchecked, these header fields required by the call are passed by the Cloud API Explorer.

Replacing header fields is useful for changing a default header field for just one call. A quick check of the behavior
of a call in a different version of the API can be performed by placing the x-tmrk-version header field with that
version value in the header field text box. The default value is then overridden by the replacement value.

Note: The contents of the current Add Request Header and Body request is ignored when the "Home" button is

used. The "Home" button always uses the default headers and, as it executes a GET, the body is always ignored.

4.5 Executing
Once a call has been executed the Cloud API Explorer indicates that the request was issued and awaits the

response.
ET ) 11 [ Uiz direct URL mode
T ExecutoGet Environment by ID.call
I:I Wodify Request | Clear Request Chear history | Expand ad | Colapse sl | [ Pin parameter panel
% Lopding Resuts .. = Cloud APl Browser waits for the response E
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Failed call —_|

i ot o e
Saldices FOST || | (21 I Utikze direct URL mode:
_.&IE:r\-ices 3
Administration Organization = Modify FRequest | Clear Request Clear history | Expandall | Colapseall | [ Pin parameter panel

Alert Log i mam

Successfulcall — m 401 - POST ichudapispechvirtuaimachines/1/guestiactionfies - at #Z32012 516 PM
AleriNotification

0 E =

m_f

EI?\-,_I'} Z00 - GET fcloudapispechiviriualliachines - at 4232012 5:16 PM

Re-execute call - [

AlertRule : /?
—Uﬁmﬂmhﬁ 2] ) 200 - GET feloudapispec/CompulePoale - &t 4232012 516 P Delete call from hi‘.'vtﬂr'g," [ =
AlertRuleTemplate
| Call request
ApiKey / Request i
Closedetait -
Backup Iniernet Service GET hespa:/ //miadd00linsweb. tmrk-1ab.corpscloudapi/ spec/Computefosls/2
Bandwidth Show Headers £—— Show or hide header fields
- Response
= = Call response
200 OF o o ——— '
Compute Pool : <
— Show Headerse—— Show or hide header fields
_,,-ﬂ‘f'_f--
Credential <Computefonl href="/ cl:ud.:'p'.a‘:-pcc;'_c:_:"_:pﬂ‘u-c/'.:-:cl! f2" name="Compute Fool 2% type="application/wnd.cmrk
<Links> - Active links
Detached Disks <Link href anizasiona/l* name="Organizas " cype="application/ind. tork.c
<Link et nEents/crganizationer ™ rrpe="application/vad. tmek.cloud, envi
Device Tag <Link & ec/environments/ 1" pame= Enwvi nt 1% type="applicacion/wnd.cmrk.clc
<Link audapi/spac/adming :dtﬂlﬁd.‘.i?dt—j JA" esypesTapplicationsvnd.tmrk.cloud. ads
[ —— <Link hr oudapd/ spac c:p'_:cc:lc.‘-'::r\,:r_':cp::;afi type="applicacion/ind_tmrk_ clood. cemplate
<Link oudapis spas/computepaclasays u_:-y;'ﬁ‘:-"m-:rc £y type="applicationsvnd. smek.cloud . comgu
i <Link hraf oudapi/spac/computepecls/Z dSage/epu™ cype="applicaticn/vnd._tmrk.eloud . computed
Firewall Log - <Link clowdapi/spac/computepocla/ I fusage/atocage™ type="applicaticn/vnd.tmrk.cloud. camgp =

5.1 Call Heading

The call heading shows the HTTP response code for the call, the call method, the call URL, and the time the call was

made. Additionally, on each call heading are several controls:

e The red exclamation mark with red text indicates a failed call.

e The green check mark with black text indicates a successful call.
e The plus in a square opens the details for that call.

e The minus in a square closes the details for that call.

e The arrow in a square executes that call again.

e The Xin a square deletes that call from the History pane.

5.2 Call Detail

Under the call heading, when opened, is the call detail.
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Environment

Firewall Log

rvice 2% Home
Se g = PO 1 [ wiize direct URL mode
All Services 3
Administration Organization Modify Request | Clear Requesd Clear history | Expandall | Colapseall | [ Pin parameter panel
Failed call
Alert Log e |
A}enuoﬁfi::;quqﬁﬂ call .1 3k 401 - POST icloudapispecivirtunimachines/ iguestiaction/fies - at 4232012 5:16 P .-3' = n
o
7 R@v_ﬂ} 200 = GET fcloudapifepechirualldachines! - gt 4232012 516 PM Re-execute call f'/ [=
AlertRule -
Ty ) . =
——————gpen detatt — | & () 200 - GET /eloudapispec/CompulePoals/ - at 4232012 5:16 PN Delete call from history B |z
AlertRuleTemplate |~
LA Call request
Apikey | Reauest - B i
Cloze detait —
Backup Internet Service GET hespa:/ /miadd00linsweb, tmrk-1ab.corpscloudapi/spac/Computefosls/2
. G Show Headers £—— Show or hide header fields
Response
e . ———— Callresponss
200 OF oo e - o
Compute Pool “ < -
T Show Headerse—— Show or hide header fields _______,f'ff
-
.-"'F-'-Fd-
Credential <Computefonl href="/cloudapi/spec -'cc@h‘%fﬂ:c.': F2" name="Compute Fool 2% type="application/wnd.cmrck
<Linke> = Active links
Detached isks <Link href 1ZaFIER " type="appiication/vnd.tErk.c
“Link ;.-:{gr" vad. tmek .. sloud, envi
Device Tag <Link hraf m * type="application/wnd.mrk.alc
<Link "applicationsvnd.tmrk.cloud. sdx
<Link h rpe="applicaci

n/wnd . tmrk . cloud. cemplate

<Link JSesmputepaslas

type="applicationsvnd. tmek . cloud, compu

<Link spec/computepocls )

/fagefopu™ type="applicac

nfwnd . tmrk . eloud. computed

=<Link

href="/cloudapi/spec/computepoal s/ 2 unag

efatprage” type="spplicaticnsvnd.tmk.cloud. comg

In the call detail under "Request," the call method and call URL are repeated. Clicking the "Show Headers" button
displays the header fields sent with the call. Clicking the "Hide Headers" button will hide the header fields.

In the call detail under "Response," the HTTP response code is shown. Clicking the "Show Headers" button displays
the header fields returned with the response. Clicking the "Hide Headers" button will hide the header fields. Then
the response body is shown; indented to make the structure easier to read. The response body is color-coded:

Attribute values, other than a href attribute, are magenta.

e Elements are blue.

e Element values are black.
e Attributes are red.

[ ]

[ ]

followed they are magenta.

HTTP reference (href) attribute values are active links and underlined; if never followed they are cyan, if

If one clicks a link, the Cloud API Explorer enters the method, URL, and required parameters in the request pane,
opens the Add Request Header and Body dialog box if the method is PUT or POST, and executes the call.

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131

terremark.com

Version 2012-06-01
Page | 16



e
v terremark

a Verizon Company

5.3 Control Bar History Buttons

HMMIMrM Ciear history | Expandal | Colapseal | [ Fin parameter panel
.‘_.H' ..--"';’I
_ ==
Clear all responses - ~
Open all rezsponses - f/_/,-“’fl

Close all responses -

The control bar history buttons govern the display of the call history. Click the "Clear history" button to remove
every call from the History pane. Click the "Expand all" button to open the details of every call in the History pane.

Click the "Collapse all" button to close the details of every call in the History pane.

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131
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6 Using the Cloud API Explorer

The Cloud API Explorer supports three methods of use:

e Browser Mode: Follow the links in the responses to navigate from the home call to the desired result.
e Assisted Mode: Select the desired call, fill the desired parameters and body, if required, and execute.
e Direct URL Mode: Select the method, enter the completed URL, and execute.

The methods are not restrictive, the user may freely move between the different methods at any time. To
demonstrate each method of use, the examples will create an Internet service using the Live Specification.

6.1 Browse Mode

In browse mode, the user begins with clicking the "Home" button and follows the links to the desired result.
Section 6 Application Programming Interface Programmer’s Guide of the Enterprise Cloud Application
Programming Interface can easily be followed with the browse method. This section follows the steps of section
6.10.1 Create an Internet Service of the Enterprise Cloud Application Programming Interface to present the
example.

Note: With each link followed, the Cloud API Explorer fills the parameter panel from the link. Opening the
parameter panel will reveal the fileed-in parameter fields.

6.1.1 Step 1: Get Organizations
Get Organizations is the call issued by the "Home" button.

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01
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g terremark

* 1a. Using version 2012-03-01 ... ™ 1h. ... as Live Specification administrator ... — 1c. ... on the Live Specification data source

A H
Services = I [ Utiize direct URL mode
—

All Sarvices e

~ 2. Click “Home" button
Adminiziration Organization I- Exezutz | Modify Request | Clear Request Clear histary | Expandal | Colapseal | [ Pin parameter panel

Alert Lag

) 200 - GET /chudapispecforganization sf .at 42412012 837 Al
AlertHotification S| it £l ..Eg____.__ A3

—— 3. Get Organizations call executed
AlertRule Request -«

—— 4. Detail returned
AlertRuleTemplate GET htetpa:/ miadd00linswslb . tmrk-lab. corp/cloudapisspec/organizationss

Apikey Shiw Headers

~ 5. Response displayed
-~

Backup Internet Service Res ponse
Bandwidth 200 o

Catalog Show Headers -
e
Compute Pool . ) ) i
“0rganizations href="/

<Orgamnization heel

Contact

. f & i i application/ur
Credential Limk Emtt / k cud. er

Datachad Maks

Devica Tag

Environment

Fircwall Log

<Envirenmentc

Using version 2012-06-01 as the Live Specification administrator on the Live Specification data source.
Click the "Home" button.

The Get Organizations call executes.

The call details are returned in the History pane.

The response is displayed in the History pane.

o Uk wnNE

Select the desired environment.

6.1.2 Step 2: Get Environments
Click the link of the desired environment and the Get Environments call is executed with the parameters for the
desired environment.

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01
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Response

mm

200 CE

Show Headers 1. Click desired environment link

<Qfrganizations hrefe"/cloudapi/specforganizationss™ type=*applicacion/vnd._tmrck.cloud.organization;
<Deganization heef="/ocloudapl /epec/osganizacicns 1" name="Ofganizacicon 1" cype="applisatisnirnd,
<Links>

~Link heef="/cloudapi/apec/admin/erganizations/ L™ nage="0pganization 1™ types"applicacions/ve
<Llink hre foloudapt fapecdenvironmenta/organizaticha/1® type="applicacion/vnd. tmrk_ cloud.er
~Link href="/cloudapi/apec/devicetaga/organizatEi ._-,?r'; JA1" sypesTapplicationsvnd. tmrck . clowd. devi
=/Links>
tLocations>
<Lomation href=" cloudapi/spac/locacionay/1l" o
“Zatalog href="/cloudspis/=pec/admin/catal
<EInvironmant -
“Environment href="/cloudapi/spec/envircoments/1l" nems="Envirconment 1" type="applicatioc

<Envizcnmant href="/cloudapl/apec/environmenta, 2™ name="Envirchnmant " Type="applicatice
«</Enrironment s>

="Location 1" cype="application/vnd.tark.clc
Jorganization=/l /location=/1" type="applicatioc

1. Click the href link on the desired environment.

mam
= .‘-._-::] 200 - GET /eloudapi's pe clenvironme — At 22 10051 AM = = =
— R =
—— 1. Get Environments call executed
Request < S
— 3. Detail returned
GET https://mia%00dlgawveb.tork=lak. corp/cloudapi fapec/envizonment s/ 1
Show Headers i
4, Response displayed
Response
Z003 O
Show Headers
<Environmant href="/cloudapl/apec/environmentay/Ll" mamea="Environmantc 1" cype="application/vnd.cmrk,
=Links>
€Link href="/oloudapi /epec/locaciona/l" nazme="Locacicon 1" cype=Tapplicationfund. tmek. clowd, loc
=Link href="/cloudapi/spec/organizacions/1" name="Jrganization 1" cype="applicatiocn/vnd.tmck.c
<Link href="/cloudapi/epec/layour/environmentasl™ cype="applicationsind.ctmek,clowd. davicelayoy
2Llink href="/cloudaps/spec/physicaldevices/eavironment=s/ 1" sype="application/vnd.texk. cloud.pk
<Link href="/cloudapli/epes/radke/anviconmentas/l™ type="applicacionsvnd. tmek. cloud, taak, type=c
<link hrefs*/cloudapi/spec/networks/environmencs/1l" types"applications/vnd.omrk.cloud. network;
<Link href="seloudapl/apes/ netvoEkaurmasy/ eRvironnenta 1" cypa=applicatisn/vnd. vark, eloud, any
<Link href="/cloudapi/spec/rescurcesummary/computepocls/en mmenca/l® type="application/wnd.
<“Link href="/cloudapli/apes/ computaposlase cenmentas 1" type="applicationsvnd. smEk. cloud ., camgy
L linka>
<Taaks heef="/cloudspi/spec/easks anvicenments/1" type="agpplication/vnd. smek . cloud . caak! typesss
<Linka> -
2. The Get Environments call executes.
3. The call details are returned in the History pane.
4. The response is displayed in the History pane.
Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01
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[ () 200 - GET fcloudapkspec/environments - 8f 22012 10:51 AN

L3

2]

aweb, cmek-lab, corpfoloudapl/apecsenvironmentasl

5. Click in the History pane and use the right arrow to scroll to the right —

f. Select <Link=> with type attribute environmentMetworkSummany

loudapi/spec/environments /1" neame="Environment 1" type="applicationfvnd. k.cloud. environment® xmln=

depi/=pec/locations/l" name="Location 1" type="application/vnd.tmck.cloud.pcation™ rel="up" />
Hapi/spacforganizaciona/l™ name="Organigzacion 1™ cype="applicaciocn/und.tmrk.ploud.organizacion”™ ral="
dapi/=pac/layout/environments 1" type="application/vnd.tmck.cloud. devicelLayout® rel="down" />
Hapi/spec/physicaldavices/environmenca/1l” cype="application/vnd.cmrk.cloud phyyicallavice; type=colls
depi/=pac/tasks/environmenta/ /1" type="application/wvnd.tmrk.cloud.task; type=colisction™ rel="down'" />
Hapd/spac/neacworka/anvironmanca/1" type="applicacions/vnd. cerk. clovd. necwork; cypRFcollection” ral="dc
depd/=pec/netvocksummary/envizonments/L* type="application/vnd.tmck.cloud. environmentletworkSumnacy™
Hapi/gpac/ ragdouEceaummary/ computapocl gfanvironmanca 1™ type="application/vnd, cerk, clowd . sompucaPoolls
Hdapi/ =pac/computepools/anvirommentsf/1" type="application/vod. terk. clowd. computePool; type=collection®

Igp'_ fapeci/tasks/environmments/1" type="application/vod.texrk.cloud. task; cype=collection™>

5. Click in the History pane and use the right arrow to scroll to the right.
6. Select the <Link> with a type of environmentNetworkSummary.

6.1.3 Step 3: Get Network Summary
To simplify this example, neither a trusted network group nor backup Internet service is desired.

1. Click link with type attribute environmentiNetworkSummarny

loudapi/spec/environment= /1" game="Envirooment 1" type="application/wnd.tmrck.cloud.envizonment" =mlns=

"Location 1" cype="applicationd/vnod.tmrk.clouwd.location”" rel="up®™ />
hame="Organization 1" oype="application/und. cErk.cloud . srganizacion™ ral="
Hdapi/=pac/layout/enviconms " sype="applicationsvnd. tmck. cloud. devicelayout” real="down® />
Hapi/espec/physicaldeviceg/envizonmanca/l™ type="applicacicn/vnd, cmek.cloud, phyalcallevice; cype=colls
Hepi/=pec/tasks/enwvi rongenta/i® type=Tapplication/vnd. tomrk.cloud. ta=k; type=collection" rel="doem" />
Hapi/spas/nscweeka/anviranmenta/l™ cype="applicacionsvnd, tmek.cloud, necwoek; type=sollectisn™ pel="dc
dapd/spec/net¥or Ic5l.1.m:l.:'E.'.'.-' govizonments /1" cype="applicationsvod.terk.cloud. envdiroomentiiesworkSummary™
Hapi/epes/regousseausEaE Y/ sesputepaslafenvisonmeanta/l" evpa=Tapplicaricn/vnd. gk . sloud , computePaslie
dapd / spac/computepoclsfenvirommensa/1l® type="applicacion/wmd.tmrk. cloud. computefoel; type=collection®

depi/=pec/locationa/l™ name
Hapd/spasforsanizsarianall™

Fp'_,-' spec/cagksfenvironmanca/1™ type="applicacion/wnd.tmrk.cloud.cask; type=collection™:>

1. Click the href link on <Link> with a type of environmentNetworkSummary.
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[ () 200 - GET feloudapiispecnetworkSu Teavironmenls - al 22012 11:22 AN = E =

T 2. Get Metwork Summary call executed

il

Request —

— 3. Detail returned
GET httpa://miadd0igaveb. tomrk=lab . corpfcloudapi/=pec/networkfummary/enviconmentas L L=

Show Header
e 4, Response displayed
Response

Z00 CF

Show Headers
5. Select <Link> with type attribute publicip; type=collection

<EnvirommantocuorkSummary heaf="/eloudapd fapoc/necdorkausmary/anvirenmantca/ 1™ ©yps
<Links>

<Link href="/cloudapi/spac/environmencs,/1l" name="Invironment 1~ type="applicacicon/vend.zmek.clc
«Link href=%/cloudspi/=psc/networks/envirommenca /1" type="application/wnd.smrk.cloud. fetwork;
<Link href==/cloudapi/spec/necwcrkhosce/anviranmanca/l™ type="applicacicon/vnd, cmek, cloudth netwe
=Link href="/cloudspdi/spec/backupinternetsecvices/envizonments /1" cype="applicaticns/vnd. ©
<Link href==/sloudapi/gpas/publisipa/envirenmentasl™ eype=applicacion/nd. tmek.sloud, publisTy
<Link href=*/cloudapd /=

lapplicatlon/u

rnata/environmenta/1® type=applicacionswnd.tmrk. cloud. rnatConfigar
<“hink hzef="s/oloudapi spec/fisevallacle/a a8/17 rype="applicacionsvad. tmek.oloud, ficew
<Link href=*/cloudapd/spec/firewall logs/fen 2/1% type="applicacion/wnd.omrk.cloud. £irex
<Link href="/cloudapi/ spec/teustadnetvworkgzoups/envisenmentss/1l" type="applicacionSvand. smek. cls

</ Linka>

tActionsr
<lotion href="Socloudapl fapecd/publicipg/environments/l /actionfactivatepublicip” name="activatal .

o

The Get Network Summary call executes.

The call details are returned in the History pane.

The response is displayed in the History pane.

Select the <Link> with a type of publicIp; type=collection.

“oR W

6.1.4 Step 4: Get Public IPs
To simplify this example, neither a trusted network group nor backup Internet service is desired.

Response

200 O

o Henders 1. Click link with type attribute publiclp

<EnvirommantHatworkSumary hraf="/ecloudapd fapac/necworkaumaryfenrironments,/ 1" cype="applicationfu

“Links>
<Link hraf="/cloudapi/spac/anvironments/ 3 name="Enwirommant 1" type="application/vnd.cErk.clc
2Link href="/cloudspi/=pec/netvorks/enyirocnments /1" type="application/vnd.tmck. cloud. network:
<Link hraf=-/cloudapd/Spac/natwoE k!-.-;.d"f: s/anvirsnmanca/ 1™ type="applicationsvad.cErk, cloud . naTus
=Link href="/clpoudspi/=pac/ I:lm:f-:un-;irf:-c rnetservices/environments /LY cype="application/vnd.tmck_c
<Link hraf="/sloudapi/spas/publifiss/anvirenmenta/l™ type="spplicacion/vnd, emek, slaud, publicIp
2Link href=*/cloudapi/spec/onats/environmentasl® type="application/wnd.tmrk.cloud. rnatConfigur
<Link href="/cloudapi/epec/firewallaclafanviconmanca/l"” type="applicacions/vnd.ceck,cloud, fizew
2Link href=T/cloudapi/spec =/1" sype=application/vnd.terk.cloud. firex
<Link href="/sloudapi/spas/ TEL ripsnmentas 1" type="applicationsvnd. eeek, cle

< fLinka>

“Actionsr
<liction href="/cloudapd fapec/publicipa/environments,/l/actionfaccivasapublicip” name="accivacal ™

1. Click the href link on <Link> with a type of publicIp; type=collection.
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T
=] \.‘_r.} 200 - GET felowdapispecPublicipslenvirgamenlsH - al 22012 11:35 AW [ = =

T 2. Get Public IPs call executed
Request —

——— 3. Detail returned
GET https:  fmisd000igeawel . tmrk=lab . corp/cloudepi/=pec/Publiclps/environmentas 1l

Show Headers

4, Response displayed
Response

il

Z00 O

5. Select <Publiclp> with name attribute the public IP address to us

Show Headers

/

<PublicIpAddresass href="/clovdapl/apec/publicipa fanvironmanta/1" cype="applis A/und.tmrk . alond

=Linka>
<Link href="/cloudapl/spsc/anvironmancas/1l"” name="ZAvironment 1~ tapplicacion/vnd, tmek.clc
=fLinka>
<Publislp href="/eloudapi/sapec/publicipa/ /1" name="72.46.234.6 "’L: ype="applicaticn/vnd.tmek.cloud,
<IpIype>defaulsRnas=/Iplype> o

</Publiclpr

«<Fubliclp href="/cloundaps fapec/publicips/2" name=w®72 _4€.234_ 14" cype="appliication/vnd.tark.cload
“IpTYPerEnRat</IpTypear

«<fFublicIps

~Publiclp href="/scloudapi/epec/publicips/3" pame="72 . 46.734.55" sypesTapplication/vnd.e=ck . cloud
<IpIlype>none</IpTypa®

fPubliclp>

<Hamaining®3</lemainingt

The Get Public IPs call executes.

The call details are returned in the History pane.

The response is displayed in the History pane.

Select the <Publiclp> with the name of the IP address of the public IP address to be used by the desired

vk wN

Internet service.

6.1.5 Step 5: Get Public IPs by ID
Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

Response \ \

il

200 OK

P / 1. Click fink with name attribute the public IP address to use
Show Headers

/
<PublicIpAddresses href="/cloudapi/spde/publicipe/e
:
J

onmants/ /1" type="application/vnd, tmrk.clowd

<Links>
<Link hr-f="."t'.":.;:£n:>i"-‘4(:01‘.'-::'.".:‘jnr?—.’:!.-l.vl" nase="Envircnment 1" type=Tapplication/vad.tmrk.clc
</Links>

<Publiclp href="/cloudapi/spec "Ixu':\;l icips/1" name="72.46.234.8" sype="application/vnd.texk.cloud
<IpType>defaultinas</IpType> =

</Publicip>

<Publiclp href="/cloudapi/spec/publicips/2" name="72.46.234.14" type="application/wvnd.tmrk.clouc
<IpTypercnat</IipTyper

</Publicip>

<Publiclp hrefa"/cloudapi/spec/publicips/3" name="72.46.234.55"
<IpIype>nonae</IpIypa>

</Publicip>

<femaining>3</Remaining>

typea"aspplication/vnd. smek. cloud
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1. Click the href link on <Publiclp> with the name of the IP address of the public IP address to be used by the

desired Internet service.

= t‘l} 200 - GET sckoudapkspec/Publicine!1 -at@j‘._l’E[l"lZ 11:52 AW [#]
—

T 2. Get Public IPs by ID call executed

Request <« —
= 3. Detail returned

GET mreepa://miad000lgavel, emek-lab, corp/eloudapl fapas/PublicIss/1

Show Headers

Response f,-/

200 OF /

Show Headers __f"’fﬁ

_— 4. Response displayed

E—"’
“Publiclp hrefs"/cloudapi/spac/publicipa/1l" name="7T7_ 46.234.3" type="applicationsvnd.trmck.cloud.gu

<Linka>

“Link href=s"/cloudspi/spac/environments/1l" pames"Eaviconment 1" types"applications/vnd.tmck.cls

2Link hraf="/cloudapd/spac/rnaca/l™ name="7IZ_4&6.234_8" sype="application/vod.cmrk.cloud. rmac®
</ Linka>
<Actiong>

“heticn hrefs" cloudapisfaspecsinternetservices /publicips/l action/createintecnetasrvice™ napa="

< fhocionas
“Publiclplyvperdefaul tRnas</PublicipTypa>
<InternacSarvicas>
“Intecnetfecvice hrefs"/cloudspi/spec/internstessrvices, /1" name="Intecnet Fecvice 17 type="appl

<Links>
<Link href="/cloudapi/spac/publicipas/4™ nazpe="732.46.4.33" sypeaapplication/vnd.tark . claous
< fLinka*

{[1]

2. The Get Public IPs by ID call executes.
3. The call details are returned in the History pane.
4. The response is displayed in the History pane.
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B (&) 200 - GET ichudapi'spec/Publicips/1 - at 2/3/2012 11:52 AM

gaweb.zmrk-lab.corp/cloudapi/spec/Fubliclps/1

5. Click in the History pane and use the right arrow to scroll to the right —___

6. Select <Action> with name attribute createinternetService

péapl/apac/publicipa/l™ name="72,46,234.8" wype="applicacion/wnd.tmrk.cloud publicIp™ sming:i="hoip:/

i environmanct™ rel="ugp

Ldapi/spec/en amanta/l” name="Eavizonment 17 type=Tapplication/vnd.tmrk.clew
udapi/spec/rnata/l” name="72.4€.234.8" type="application/vnd.tmrk.cloud.rnat” relaldowmn" />

loudapsi/epec/internatsasvicas /publicipa/l/action/cresteintarnetsesvica” names"createlnternatService”

MlTRnas</PubliclipTyper

hrefsa®/cloudapi/spec/internetyarvices/1" names"Intezrnet Service L" typesTappilication/vnd.tmsk.cloud

feioudapi/spec/publicips /4™ nanes"72.46.4.33" types"application/vnd. smek.cloud.publicip” rela"up™ />

>

m

5. Click in the History pane and use the right arrow to scroll to the right.
6. Select the <Action> with the name attribute of createInternetService.

6.1.6 Step 6: Get Trusted Network Groups
To simplify this example, a trusted network group is not desired.

6.1.7 Step 7: Get Backup Internet Services
To simplify this example, a backup Internet service is not desired.
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6.1.8 Step 8: Action Internet Services Create

[ (4) 200 - GET ichudapi'spec/Pubiicips/! - at 2192012 11:52 AM =

>

m

Qaweb.zmrk-lab.corp/cloudapa/spec/Fublicips/1 3

v 1. Click link with name attribute createlnternetService

péapi/spac/publicipa/l™ name="72,46.234.38" Lypw:\application/vnd,:rxk,clc:dvpubZX::p“ xlng:i="hoep:/

MNdapi/apec/environmanta/l" names

dapi/s

Environment 1~ L3§a="appcha:Lcn/vnd.tmzk cloud.environment” ral="ug
ec/znaca/l” nawe="72.4€6.234.2" type="applitation/vnd.tmrk.cloud.znat" rel="down" />

Houdapi/epec/internetsesvices/publicipa/l/action/createinternetgasrvice”™ names"createlnternetfervice”

MlsRnav</PubliclipType>

hrefa”/cloudapi/spec/internetsssvices/1" names"Internet Service 17 types"application/vnd,tmek.cloud,

fcioudapi/spec/publicips/4™ names"72.46.4.33" sypeaspplication/vnd.tark.cloud.publiclp” rel=s"up" />

1. Click the href link on <Action> with a name of createInternetService.
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ADD REQUEST HEADER AND BODY x

Addihonarh%ers 1o include in the HTTP reguest 7] send oniy these headers

A

T 2. Add Request Header and Body dialog box opens
\' 3. Add or modify header fields

Data to be sent in the HTTP request body

<CreateinternetSenace name="»
<Protocol>HTTP</Protocol>
<Port></Port>
<Enabled>false</Enabled>
<Description><Description>
<Persistence>
<Type>None<Type>
<Timeout></Timeout>
«Persistence»
“RedireciUr=><RedirectUrl>
<TrusledNetworkGroup href="" name=" />
«<BackupinternetSernvice href=""name=""/>
<LoadBalancingMethod>RounagRobin</LoadBalancingMethod>
</CreatelnternetSenvice>

4. Outline of request body pre-filled

ix Cancel] [V Executevi

4

2. The Add Request Header and Body dialog box opens.
3. Add or modify header fields in the "Additional headers to include in the HTTP request" text box.
4. An outline of the request body is pre-filled in the "Data to be sent in the HTT request body" text box.
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ADD REQUEST HEADER AND BODY .

Additional headers 1o indlude in the HTTP reguest [ Sand an Iy these headers

-

[Cata to be sentin the HTTF reguast bady

=Crgateintemnet3anice name="Intemeal Senice 17 &
=Pratocel=HTTP=/Pratacol=
=Part=2020=FPort= e

5. Fill request body with desired data
~Enabled=true~<Enabled= ' 4 vy I

“Descriplion=Public Website=/Description=
=Parsislence=
=Type=Sourcelp<Typa>
=Timeout=3=Timeout-
=Persislence=
=RedireciUd=htip:Vofline.mysite. com'=/Redire =
=LeadBalancinghzthod-LeastResponseTime<LoadBalancingMethad=
=CreateinternetSendoe=

6. Click “Execute”

|Xcanmll Iv’ Exacute |

4

5. Fill the request body with the desired data in the "Data to be sent in the HTT request body" text box.
6. Click the "Execute" button.

mEE

() (J) 201 - POST ickudapispeciintemetServicasipublichs! 1 iaction/createinternetServics - at 21272012 12:41 PU E &
-\-\_\_\_\__\__

-

- 7. Aetion Internet Services Create call executed
Request -

—— 8. Detail returned =
POET htopa://miafdd0iqaver. cmrk-lab_corp/cloudapi/spec/InternecServices/publicIpa/1l/accion/createl

—— 9. Request body displayed
Show Headers i
“—
“Createlnternetiervice name="Internet Service 17r
<Frotocol *HITR/ Frotocol™>
LPeEErI02 0L/ PactE>
<Enabled*crues/Enablad>
“Deacriptionrfublic Webaite</Descriptionr
“Pergistence’
“Typerfourcelpt/Typer
<Tlimacut>3</Timeouc>
/Parsistencer
<RediresccUrlshotp://offline.maysite. com/</Radiracclzls
<LoadBalancingH=thodrLeastResponseline </ LoadEalancingd=thod>
</Createlnternaciarvioas

Response

201 Craacad

Show Headers

finrarnarsarice hrafs" ielondan: fgnacr/inTarnarsariticaadt™ name="TRrarnar Saririca 17 rorastaren]ioar

7. The Action Internet Services Create call executes.
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8. Call detail is returned and displayed in the History pane.
9. The request body is displayed for calls with a request body.

| 11
-J
Response
10, Scroll down
201 Created
Show Headers . 11. Response displaysd
.:_T___'_'___———'_ —
<Internetfervice href="/cloudapi/spec/internetservices /1% name=*Incernet Serviece 1% type="applicat
<Limkar
<Link href=*/cloudapi/spec/publicipa/4* name="Ti_d46_4.23" cypew applicationSvnd.tork.clood. pob
</Linkar 5
<Actiona™
<hetion hesef="/cloudapl/ dpec/intREnetaesvices /L™ name="adie™ cypesTapplication/vand. vmek. cloud
<Rhotion odeserviceal/internetservices/l /action/ereatencdeservice” names='g
TRETiEn SEFErvicaasl” name="ramove” d="dsizabled™ Fr Tl
<hction etservices/l faction,/cresteecumo * name=*createfcviionitc
hEeian araervicaa/ L A SEEBATE " pamesTsresteHttpMeni
<Rotion etzervicessl/a onforeatepingmond ' name="createPingMoni
TRETLSR etaerviceasl s Segeatedefaull it name="creatalDefay
<hption href="/oloudapifapecfinternetaervices/l faccion/oreataloophacknonitor” name="createlooy
“fhetionsr
<Frocoocl>HITR/ Protoool>
<Porerddc/Port>

<Znablad>true</Inabled>
“DescripticnrPublic Webksite</Descripticnr
<fubl iclp href="/oloudapl fapec/publicipa/d4" name==7: _48.4.33" cype="application/wnd. ek cloond.f
<Parsistencer
<Iype*Sourcelp</Iype>
tTimeout>i</Timeour>
< /arsigtenca>

10. Scroll down to see more of the response.
11. The response is displayed: the newly created Internet Service.

6.2 Assisted Mode

a Verizon Company

In assisted mode, the user selects the call from the Services pane and takes advantage of the prompts built into the

Request pane.
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Cloud API Explorer 9 terremark

1a. Using version 2012-03-01 ... 1b. ... as Live Specification administrator ... ™ 1c. .. on the Live Specification data source

i [ 2% Home
Services a +1 I Uilize direot URL mode

Al Services 3

Backiup INtemet Service Action Internet Services Create

S — 5. Enter the required parameter
Bandwidth /

Catalog * publicipld

Compute Pool

Coniact

b Execute | Modify ﬁm | Clear Request Clear history | Expendall | Collapseall | [ Pin parameter panel
)

Credential

. Click "Modify Request™
e ———— 6. Click "Modify Request
Device Tag

Enwironment

Firewall Log 2. Click the desired service

Firewall Rule 3. Click the desired call

High Avallability Router
Internet Sanvice

Action Internet "':‘é& Create

Far Envirenment Internet service on a public IP address in an b
envirenment. If successful, the call returns information

|_ regarding the Internet service that was created.

v Action Intemnet Services ("T The Action Internst Services Creste call creates an

~ 4, A tocltip appears when the cursor hovers over a call

Using version 2012-06-01 as the Live Specification administrator on the Live Specification data source.
Click the desired service; Internet Service in this example.

Click the desired call; Action Internet Services Create in this example.

A tooltip appears when the cursor hovers over a call.

Enter the required parameters; "1" for the publiclp identifier in this example.

vk wnN e

Note: In Assisted Mode, the Cloud API Explorer is unable to provide parameters. The user must know a valid
parameter for the environment in which the session is operating. However, clicking a link in a response (using
browse mode) will again pre-fill the parameters.

6. Click the "Modify Request" button.
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ADD REQUEST HEADER AND BODY X

Additionalheaders to includa in the HTTP request [[=end only these headers

7. Add Request Header and Body dialog box opens

+ 8. Add or modify header fields

Data 1o be sent in the HTTP request body

=CreatelntemetSenice name="">
=Pratpcol=HT TR =Frotecol=
ZE::;EE:;;TEE"IEHENEEP 9. Outline of request body pre-filled
=Descripion=<Description=
<Persistence=
=Type=MHone<iType=
=Timaout=<iTimeout=
<Parsistence=
=R adirgctUn==Radiracin=
=TrusledMatworkGroup href=" nama=""/=
<Backuplnternet3enice href== name=""I=
<LoadBalancnghethod=-RoundRatin-</LoadBalancingMethod=-
={CraateintemmelSenicg=

|x Gance|| |1"Sewe|
S

7. The Add Request Header and Body dialog box opens.
8. Add or modify header fields in the "Additional headers to include in the HTTP request" text box.
9. Anoutline of the request body is pre-filled in the "Data to be sent in the HTT request body" text box.
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ADD REQUEST HEADER AND BODY o

Addiional headers 1o includa in the HTTP request [[send only these haaders

&

Diata to be sent in the HTTP request body

<Createlnternetdenice name="Internet Senice 17 -
“Protocyl=HTTR=</Frotacal=
=Part=2020=Pan=
=Enabled=true</Enablad=
<Description=Fublic Website #Description=

=Parsistence= 1

=Typa=Sourcelp=Type=

=Timeout=3=<Timeout>

=Persistence=

“RedirectUn=hitp.iomineg rmysite comi=/Rediraciin=
<LaadBalancinghklathod=LeasiResponsaTime</LaoadBalancinglethod=
<|CreateinternetSenica=

10. Fill request body with desired data

11. Click “Save”™

| X Cancel | | \f_.‘sawe |
]

10. Fill the request body with the desired data in the "Data to be sent in the HTT request body" text box.
11. Click the "Save" button.

BIST _ cloudapis peciinienn cesipublcipss] cipkl)iacton/createiniem - (1] l_'uhmum-m

Action Internet Services Create

12. Click “Execute
* publicipld: 1 /

7

anmmatlﬂhaﬂm Clear histary | Expandal | Cobapse al | [ Pn parameter panel

EEE

12. Click the "Execute" button.
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= Q 201 - PDSTr-:hudaﬂsmwwrna&ww1mwmmummmm « 8t 22012 1:43 P A E -

T 13. Action Internet Services Create call executed
Request —

14. Detail returned
BOET httpa:/ /miafddillgaweb . tmrk=lab. corp/cloudeapis =pec/InternstService=/publiclpasl/action/creatal -
15, Reguest body displayed
Show Headers d____ﬂ—'-—__
<CreatalnternatcSarvice nau:lé_;:cnznm: Earvica 1™ =
<Protocol>HITE</Protocol>
<PoECFI0Z0%/PorTH
<Epabl ed*>true< /Enabled>
<DeasripcionsrPublic Wekailte</Deaszipcicons
<Fersistence>
«TyperSouEselp</TVDer
<Tizmeouc>3</Timeout>
</ Peralacencer
ZRedirectUel>hetp: /foffline mysite. comf </ Redirecelrl>
<LoadBalancingHechodr-LeasrRaspongelime</LoadBalancingMarhods>
=/Crepatelnternecievice>

Response

201 Created

Show Headers

=
L etnrarmasfarsics heaf=tiolooadani femesiintaroatsarsicasii® namam*Tocaroas Sarwics 1% somasfaeclicas

13. The Action Internet Services Create call executes.
14. Call detail is returned and displayed in the History pane.
15. The request body is displayed for calls with a request body.

Response 16. Scroll down

201 Cesatad

Show Headers ___— 17. Response displayad
i

'é._'_'_'_‘_'_

<Incernetdecvice href="scloudapi/apec/internstaeevicss/ 1" name="InTtaEnet Service L™ typs="applicat
=zLinks>
<Link href="/cloudapi/epes/publicipa /4™ na=e="7I.46.4,.33" cype="applicationsvnd,cmrk,cloud, puk
<¢Linka>
<AcTioRar

1il

<hetcion hrefe"/cloudspi/spec/internetservices/l® name=®edic® type=application/vnd. tork. clood.
<hccion heEef="/cloudapl/apec/nodegervices/internacearvicss/l/action/createncdeaarvios™ nama="g
<hetion hrefe"/cloudapi/specdinternetservices/1* name=“rempve” actionDisabledw®disabled" f>
<hopion heef="/clouvdapl fapec/intarnataesvicaas/L a fon/orgataecvmnonicor™ name="createEcvMonicel—

zhecion href="/cloudapi//spec/internetservices/l/acrion/createhrtpmonicor” name="createHtoponi
thcoion href="/cloudapl / apec/internetasrvices/Liaction/createpingmonicos” name="craaceFingHont
<hetion hrefe"/cloudspd fapec/internetserrices/ faction/createdefaul tmonitor® namew®createlefa:
<hscion heEsf="/cloudapl/apec/intarnetaesvicea/Liaction/oreatalocpbackmonicce" name="craacelasE
<fhctione>
<Prococol *HITR< /Protacals
<BPort»B0</Porc>
<Enabledrcrue</Enableds
Z0eacription®*fublic Websise</Descripoions
<PublicIp heef="/clovdapl/apec/publicipa 4™ name="72.46.4.353" vype="applicacion/vnd, tmrk.cloud, |
<Persistence>
«IyparSourcelp</Tyoer
=Timeouc»S</ Tinroat>

< SPaEsiatensar L

16. Scroll down to see more of the response.
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17. The response is displayed: the newly created Internet Service.

6.3 Direct URL Mode

In direct URL mode, the user selects the call method and enters the URL directly in the location text box.

Cloud API Explorer Vo terremark

' 1a. Using version 2012-03-01 ... 1h. ... as Live Specification administrator .. ™ 1c. ... on the Live Specification data source

Services /5% Home
2 ) feloudepkspec/intern et Servicespubicipespubicipi)facton/createntamat Service 1 F Utiize direct URL mode

Al Services ZI

: 3, Select the call method 2. Check Utilize direct URL mode
Backup Internet Service Cule MH‘QMM | Clear Request Clear history | Expand all | Colapseal | [ Pin parameter panel

Bandhwidth

™~ 4, Enter the correct URL for the call
Catalog

— 5. Click “Modify Reguest”
Contact
Credental
Detached Disks
Device Tag
Environment
Firewall Log
Firewall Rule
High Availability Router
Internet Service:
Action Internet Services Creats

Action Internet Services Create

For Envirenment

Using version 2012-06-01 as the Live Specification administrator on the Live Specification data source.
Check the "Utilize direct URL mode" checkbox to enable direct URL mode.
Select the desired call method; POST in this example.

P wnNPR

Enter the correct URL for the call; /cloudapi/spec/InternetServices/publiclps/1/ ...
action/createlnternetService in this example.

Note: If the URL requires one or more identifiers, it is up to the user to locate and enter appropriate values.

5. Click the "Modify Request" button.
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ADD REQUE ST HEADER AND BODY x
Adomw to Include In the HTTP request Send only these headers
r\s' Add Request Header and Body dialeg box opens 2
7. Add or modify header fields

Datato be sentin the HTTP request body

=CreatelnternatService name=">
<Protocol=HTTP</Profocol> N
<Port=</Port> E
<Enabled>false<Enableds 8. Outline of request body pre-filled
<Desciplion=</Descriplion~
<Persistence>
«Type>None</Type>
<Timeout><Timeout>
</Persistance>
<RedirectUrl=</RedirectUrl>
<TrustedNetworkGroup href="name=""/»
<BackupintemetSendice href=""name="/>
<LoadBalancingMethod=RoundRobin</LoadBalancingMathod>
</CreatelnternsiService>

i Cancel | | o Save |
[ | |
VA

6. The Add Request Header and Body dialog box opens.
7. Add or modify header fields in the "Additional headers to include in the HTTP request" text box.
8. Anoutline of the request body is pre-filled in the "Data to be sent in the HTT request body" text box.
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ADD REQUEST HEADER AND BODY

Additonal headers to inchude in the HTTP request [(send only these headers

&

Diata to be sentin the HTTP request body

=CrezlelntermetSanice nama="Internet Serice 1°= -
=Protocol=HTTR</Protacal=
| = =Pt =
EE:EDE:’EFUMEEHENM, 9. Fill request body with desired data
=Description=Public Website <fDescriplion=
=Parsistence=
=Type=Sourcelp=mype=
=Timeout=3=Timagul~
=fPersistence=
=RedireciUr=htip:fofline mysite. comi<Redirectiin=
=LgadBalancinghathod=-LeasiResponsaTime</LoadBalancngidathod=
=ICreateinternetSandica=

10. Click "Sawve"

y
| M cancel | | W Save |

4

9. Fill the request body with the desired data in the "Data to be sent in the HTT request body" text box.
10. Click the "Save" button.

POST |E| fcioudapispecintemetServicesipublcipsi/oction/createnternetService | ) ¥ utiize direct URL mode

. 11. Click “Execute
wmm|cmmquu Clear history | Expand all | Collspseall | [ Pin parameler panel

11. Click the "Execute" button.
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B & 201 - POST IcloudapispecinternetServisas/publicis/ faction/creatsiemetService - at 292012 2.21 PM E =

12. Action Internet Services Create call executed
Request —«<—

——— 13. Detall returmned A
FO5T hotps://mnia%0001lgaweb. tmck-lab. corp/cloudapdi s spec/InternecServices/publicipssl/accion/createl k-
__—— 14. Request body displayed

Show Headers i
—

“freseelnternetiesvics names"IRterpat Sepvice 1" -
<Frococol>HITR</ Protocols>
“Porer2 IO/ Porer
<Enablad>*crue<s/Snabled®>
=DescripticnrPublic Website</Descripticnr
<Farsistences
“TyparSourcalp</Typar
<Timacut>3</Timaocuc>
</Peraistencer
<Radiracclrlshtop: /foffling . myaica. coms </ Radiracclels>
=LoadBalancingethod>leastRespon=aTime<, loadBalancingethod>
</CraataIntarnacSarvicas

Response

201 Created

Show Headers

sIntarnatSaricica brof=Sdolondaond fopaoc/intoarnacaarxi oon il pomes"Tocarnot Sorscica 15 _tomo=Sornmlioos

12. The Action Internet Services Create call executes.
13. Call detail is returned and displayed in the History pane.
14. The request body is displayed for calls with a request body.

Response
15, Seroll down

201 Crested

Show Headers 1. Response displayed
_—'_'-'_ ‘2

———

ZIlnternetfervice href-"xcl:lﬁ;;; spec/internatsarvices/1" name="Internet Serviece 1% type="applicat

<Linka>

=Link href="/cloudspi/spec/publicips/4" naze="TI.46_.4.33" cype="applicetion/vnd.t=:ck.cloud. puk
< fLimkar =
cActiona™

<herion heef="seloudapl/apec/sinternetaervices /1™ name="gdic™ type="application/vnd.tmek,cloud,
<Rhotion href="/cloudapi/fapecsnodeservices/internetservices/lfaction/createnodeserrice™ name="g
<herien heef="scl pifagec/internetaecvices/l™ name="ramove" actionDisabled="disabled” 7r

El

<Roticn ="/soloudapi/fapec/internetservices/lfaction/oreateecvmonitor®™ name="createfcvionite
LRetien Jeloudapi/apec/intearpnetasrvices/L/acrion/creatahttpmonitor” names"createfttpHoni
<hotion £="/oloudapi fapec/intarnetaervices/]l faccionoreatapinmonitor” name="createPingdoni
“hetien Jeloudapi/apecsinternetservicesa/l/action/creatadefaultmonitor™ name="createDefay
4iicticn href="/cloudapi/spec/internetservices/l /accicn/creatalocpbacknonicor” name="craataloor

<fRckiane>

<Prococol>HIIP</ Protocols

~Fortrx80</Fort>

<Enahladrrroad/Inableds>
“hescription>*Public Website</Description>
“Mubliclp href="/cloudapi/spec/publicipa/ 4" name="7Z.46.4.33" type="applicacicns/vnd.cEek.cloud.
tParsistence>
<TyparSourcalp</Iypasr
=Timmout>E</ Timsous™>
fParaiaranmeg

15. Scroll down to see more of the response.
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16. The response is displayed: the newly created Internet Service.
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