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1 Introduction to the Application Programming Interface

1.1 WNAE'S INEW .ottt ettt e s bt e s bt e s at e e at e et e e bt e she e saeesate st e e bt e bt e beesmeesaeeenteenreens 9
1.2 CToY ] =] =Y =T [P 10
13 [ =Yg o I @ Fo TU e X o 4 =T U PR 12
1.4 [ =Yg o YN @ Fo TU e I A0 ot {0 o IR 13
15 Or8aNIZAtiON STIUCLUIE coiieeeeeeee ettt e ettt e e e e e s e sttt e e e e e s bbb eeeeeeeeesaaasereeaeesesennnsenaeees 14
1.6 I T A 0 [ U] = PP PPPPPPPPPPPPPPRY 15
1.7 ENVIFONMENT STIUCTUIE ..o e s a e e s e e e e s nraee e s 16
1.8 (0o Y00 o TU =l 2o o] I (¥ or U] o <RSP 17
1.9 RETIY OPEration STIUCTUIE ...uviiiii ittt e sttt e e e s s s sttt e e e e e e s s s s saabeaeeeeesssasnssseaaeeessnns 18
110 LAYOUL STIUCTUIE et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aeaeaaaaaaaaaaaaeeens 19
1.11  NetWOrK SUMMAIY SEIUCTUIE .. .oeiiicieeeeccieee e et e e ettt e e eete e e e ette e e esabaeeeeesaeeeeaassaeeeessaeesenssaeesannseeeeennseneesansens 20
1.12 Operating System Family STrUCTUIE.....ccuuiiiecieie ettt e e e e ae e e e e ata e e e e abe e e s eabee e e e nraeeeennnens 22
0 R B U Y= ] (ol AU =TT O TP PR OPPROP 22
114 ROIE SEIUCTUIE .ttt ettt ettt e at e e sttt e sab e e s bt e sttt e sabeeebbeesabeesabeeesabeesabeesnteesaneeesaseenns 23
115 BanAWIdTh STFUCTUIE ...oeeiiiieiiecene ettt sttt et e b e s s e st s bt b e reesreesmeesnneenneens 23
O I 0 =1 [0 =) U Lot < TR 24

Advance to 2 Features of the Application Programming Interface.

The Enterprise Cloud Application Programming Interface version 2012-06-01 is the latest extension of the new
Enterprise Cloud APl begun with version 2011-07-01. The new APl operates alongside the previous APl design,
offered in version 2.8, to permit time to migrate to the new API. Version 2.8 will retire November 2012.

The release for this version is 2.13.

1.1 What's New

1.1.1 Private Networks with Customer-Provided IP AdAreSSeS .....ooviiieeeerieeiiiiieeeeeee e 10
1.1.2 L VoY e I (oY [ = o o USRS 10
1.1.3 (DI A1 o IO =Te AN ol Y =Tt 1| =TT 10

Advance to 1.2 Getting Started.

New in 2012-06-01 are three new features. For a complete list of affected procedures and calls, see 8 List of
Additions and Changes.
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1.1.1  Private Networks with Customer-Provided IP Addresses

Some customers wish to include their private subnets in the Enterprise Cloud within the Internet Protocol address
space of their internal corporate network. The customer-provided private subnet feature permits such IP address
schemes in the Enterprise Cloud.

Note: Customer-provided IP addresses are available only upon approval of Terremark. If customer-provided IP
addresses for private networks are essential to operations, submit the request to an Account Manager.

Return to 1.1 What's New.
Return to 1 Introduction to the Application Programming Interface.

1.1.2 Password Expiration

Organizations may set a password expiration policy. The policy forces a new password when the password age

exceeds the number of days defined by the organization. Users may be notified a configurable number of days

prior to expiration of their password. When first setting a password expiration policy, a time period may be set,
during which passwords will not expire, to prevent all users' passwords from expiring upon implementation.

Return to 1.1 What's New.
Return to 1 Introduction to the Application Programming Interface.

1.1.3 Distributed Architecture

As the Enterprise Cloud grows and expands, Terremark seeks to continue our excellent service delivery when users
administer their Enterprise Cloud infrastructure. By distributing the workload, the Infinicenter Console and the
Application Programming Interface maintains performance with that continued growth and expansion.
Administrative information, essentially the calls beginning with /admin/, is served from the central site. Operational
information is served from the site in which the entities are located. The implementation is seamless; no change to
existing applications is required. However, the APl adds two header fields, which can improve the efficiency of
those applications if used.

Return to 1.1 What's New.

Return to 1 Introduction to the Application Programming Interface.

1.2 Getting Started

1.2.1 Become Familiar With K&Y CONCEPLS ....viiiieeiieiiiiiieiee ettt e e et e e e e e e e nrre e e e e e e s e e nnbreeeeeeseennnnes 11
1.2.2 BEEIN @ NEW AP SESSION ..cuttttiiiitiiiitirititertttrtrtrerererererere ...ttt 11
1.2.3 ENTEI The APttt sttt et b e b s b st st e b e bt e be e reesaee et e e nreen 11
1.24 Safely Develop with the Live Specification .........ccoiiiieiiciiie e e 11
1.2.5 Explore the APl with the Cloud APl EXPIOTEr .......uuiiiiii et e e e e e e e e e e 12
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Advance to 1.3 Enterprise Cloud Entities.

For organizations just starting with the Enterprise Cloud Application Programming Interface, this section will get
you started.

Return to 1 Introduction to the Application Programming Interface.

1.2.1  Become Familiar with Key Concepts

The reader is encouraged to carefully review the introductory sections, sections 1 through 5, before delving into
the references. Many important requirements and restrictions are described only in these sections. A thorough
understanding of these topics will avert many potential implementation issues.

After reviewing the introductory sections, a brief review of the use cases in section 6 Application Programming
Interface Programmer’s Guide may be helpful in associating API calls to the Infinicenter Console operations. The
structure of the Programmer's Guide follows the layout of the Infinicenter Console.

Return to 1.2 Getting Started.
Return to 1 Introduction to the Application Programming Interface.

1.2.2 Begina New API Session
After reading section 3 Security Model, the reader will appreciate the importance of beginning each session with
the preparatory calls of Get Time and Get Versions as described in 6.2 Preparation.

Return to 1.2 Getting Started.
Return to 1 Introduction to the Application Programming Interface.

1.2.3 Enterthe API

As discussed in 4 Call Concepts, the Enterprise Cloud Application Programming Interface uses Links and Actions,
each with an opaque hypertext reference or href, to guide the user through the API. The Get Organizations call is
the entry point for the API. The call returns links and references, directly or indirectly, to all other branches of the
APl as described in 6.2 Preparation.

Return to 1.2 Getting Started.
Return to 1 Introduction to the Application Programming Interface.

1.2.4 Safely Develop with the Live Specification

As a convenience to Application Programming Interface users, Terremark offers the Live Specification to assist in
creating applications with the API. The complete implementation of the API, every call, is available. While the data
is static, the responses are accurately constructed. In many cases, such as for edits and creates, responses are
tailored to important input values. See 5.3 Live Specification for further information.
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Return to 1.2 Getting Started.
Return to 1 Introduction to the Application Programming Interface.

1.2.5 Explore the APl with the Cloud API Explorer

The Cloud API Explorer is a companion to the Application Programming Interface. The APl Explorer enables easy
interaction with the API from a browser. The Cloud API Explorer should be used in conjunction with this document
and the Enterprise Cloud Application Programming Interface Cloud API Explorer for the version you are using. The
Cloud API Explorer documentation is available on the Terremark Enterprise Cloud Knowledgebase at:

http://support.theenterprisecloud.com/kb/default.asp?id=1035&Lang=1&SID=

Return to 1.2 Getting Started.

Return to 1 Introduction to the Application Programming Interface.

1.3 Enterprise Cloud Entities

The Terremark Enterprise Cloud API provides a programmatic interface to the Enterprise Cloud infrastructure that
can be used by any Terremark Enterprise Cloud customer. The Enterprise Cloud infrastructure is based on discrete
entities and the relationships between them. The block diagrams in the sections that follow present the entities
and the relationships between them.

The names of the entities in the list below are links to the section for that entity in 7 Application Programming
Interface Reference Guide.

Alert Layout

API Key Location
Audit Log Monitor
Backup Internet Service Network

Bandwidth
Business Operation
Catalog

Compute Pool
Contact

Detached Disk
Environment
Firewall Log
Firewall Rule

Network Host

Network Summary

Node Service

Operating System Family / Operating System
Organization / Administrative Organization
Physical Device

Public IP

Resource

Retry Operation

Group RNAT
Internet Service Role
IP Address Row
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Template

Trusted Network Group
User

Virtual Machine

Network host is a term that aggregates virtual machines and physical devices.

Return to 1 Introduction to the Application Programming Interface.

1.4 Enterprise Cloud Structure
The Enterprise Cloud Structure begins with the organization, the subscriber of the Enterprise Cloud resources.
Organizations and its resources are not shared with any other subscriber. An organization has operational entities
and administrative entities. Operational entities are the logical and physical aspects of creating, operating,
deleting, and administering servers and their supporting infrastructure. Administrative entities relate to

administration and control of the organization regarding users, access and permissions, usage, keys, and user-

provided virtual machines.

In the diagrams below, the block color indicates the nature of the link on the block:

]
[ ]

Links to a structure diagram for that entity.

Links to the section in the Reference Guide for that entity.

No link; not a separate entity but is descriptive

In the diagrams below, the arrow type indicates the nature of the relationship:

—
_._.*
-—-->

Q

Shows an ownership relationship between entities.
Shows a contribution from one entity to another.
Shows a logical relationship from one entity to another
Continuation connector for when arrows cannot reach.

Return to 1 Introduction to the Application Programming Interface.
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1.5 Organization Structure

Operational Administrative

Organization

Tag Location User Role Bandwidth

Alert SSH Key Support Ticket

Environment Catalog

I
I
I
v I
I
I
I

An organization may subscribe to one or more environments, which are discussed in 1.7 Environment Structure.
While environments cannot span locations, an organization may have more than one environment in a location.
The organization defines tags, which are explained further in 1.6 Tag Structure.

In addition to hosting the environments, data center locations host the catalog, which is described in 1.16 Catalog
Structure.

An organization has users permitted to administer the computing resources, create new servers, monitor
performance, view the resources, run reports, and so on. The organization creates users, which are described in
1.13 User Structure. Roles, which are described in 1.14 Role Structure, grant users access and permission to
business operations.

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 14



e
v terremark

a Verizon Company

Bandwidth, which is described in 1.15 Bandwidth Structure, may be retrieved for review from the administrative
organization. Bandwidth usage is by period. The previous twelve periods are retained.

An alert signifies an event in the operational environment. Examples of events include a change in burst status or
resource utilization exceeding a threshold.

Secure shell (SSH) permits secure access to the virtual machine and requires a key for access, typically for machines
running a variant of Linux or UNIX operating systems. The administrative organization manages the secure shell
keys.

Support tickets are requests for assistance from technical support and, after submission to the help desk system,
are imported into the organization. The list maintains both open and closed support tickets. The support ticketing
and help desk systems are not integrated in the Amsterdam and Brazil data centers. An organization with an
environment in Amsterdam or Brazil will not have access to support tickets in the API for any environments.

Return to 1 Introduction to the Application Programming Interface.

1.6 Tag Structure

Tag

— >

Virtual Machine Physical Device

Tags are descriptors defined by the organization. Tags may be applied to any network host: virtual machines and
physical devices. Tags are useful to help the organization identify the purposes to which servers and devices may
be deployed, services available, or any other function that the organization may wish to label.

Return to 1 Introduction to the Application Programming Interface.
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1.7 Environment Structure

Environment

Compute Pool Physical Device
7
7
7/
\ 4 »
Layout fletuoi Task
Summary

Network summary, which is described in 1.11 Network Summary Structure, is defined at the environment level.
Compute pools, which are described in 1.8 Compute Pool Structure, are a specific block of resources that can be
devoted to virtual machines. Physical devices are routers, servers, and storage arrays provided by the organization
and installed within the location hosting the environment. Layouts, which are described in 1.10 Layout Structure,
are two-way, logical containers for virtual machines and physical devices. Layouts assist the organization in
logically and visually organizing resources. Both environments and compute pools contain layouts. Changes to
physical devices create tasks.

The environment records tasks, which are events occurring within an environment. Tasks include such things as
creating a server, importing a virtual machine, changing a configuration, creating an Internet service, and so on.
Tasks are a history of changes to the environment. Tasks contain the type of task, the entity against which the task
was performed, the status, errors, who initiated the task, and the start and end times.

Return to 1 Introduction to the Application Programming Interface.
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1.8 Compute Pool Structure

Compute Pool

Retry Operation Template
4
v
Layout Virtual Machine Detached Disk Resource Operatmg_
System Family

Customization Other
Options Configuration

Virtual machines are created from resources subscribed in advance by the organization. Compute pools represent
a specific capacity of computing resources: processor, memory, and storage. Virtual machines may be created
beyond the capacity of a compute pool and bursting enables temporarily increasing processor and memory past
subscribed resources. However with too many active and running virtual machines, physical limitations will cause
performance to degrade. When the resources of a compute pool become constrained, the organization may
subscribe to another compute pool within that environment. Compute pools may also be used by an organization
to isolate specific servers. The organization might also wish to take advantage of a compute pool with higher limits
on virtual machines. Compute pools can assist the organization with all of these situations. Resources permits
tracking the allocation of physical resources in the compute pools as well as enable and disable bursting, which is
the temporary allocation of processor and memory beyond subscribed limits.

A compute pool has a list of available templates. Templates are virtual machine images configured with specific
customization options and loaded with a guest operating system. Templates improve efficiency of virtual machine
creation. Templates are available for ready instantiation in the organization’s compute pool. Virtual machines may
be customized from the template or catalog item from which they were created. Once created, virtual machines
have additional configuration choices. Virtual machines must have a guest operating system. A compute pool has a
specific list of available operating system families, which is described in 1.12 Operating System Family Structure,
and for each family specific versions supported within that compute pool. Layouts, which are described in 1.10
Layout Structure, are two-way, logical aggregations of virtual machines and physical devices to aid the organization
in surveying those resources. Both environments and compute pools contain layouts. Changes to virtual machines
and to bursting create tasks. A non-system disk on a virtual machine may be detached from or attached to a virtual
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machine, and may be managed within the compute pool with which they are associated. Retry Operation, which is
discussed in 1.9 Retry Operation Structure, permits some outstanding failed operation to be retried.

Return to 1 Introduction to the Application Programming Interface.

1.9 Retry Operation Structure

Retry Operation

[
Virtual Machine ||| Detached Disk

\.
\.

.7
R
e

|

|

-
"

Some Enterprise Cloud operations require substantial time to complete and, should they fail, may be retried. Retry
Operation is an outstanding failed operation for which retries are possible. The Enterprise Cloud permits retry
operations against detached disks and virtual machines for attach disk and detach disk operations. Retry
operations and changes to virtual machines and detached disks create tasks.

Return to 1 Introduction to the Application Programming Interface.
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1.10 Layout Structure

Layout

Group

— >

Virtual Machine Physical Device

As organizations grow their commitment to the cloud, the number of servers may make the logical structure of
their environment difficult to remember. Layout allows organizations to organize their devices (both physical and
virtual) into rows and groups so the environment can be surveyed easily from visual and logical perspectives. Rows
and groups help to logically view similar servers together. Each environment has one or more rows. Each row has
one or more groups. Rows and groups have no physical representation; the organization defines what each row
and group represents.

Physical devices are servers, routers, high-availability routers, and storage provided by the customer. They are
installed in a physical location and housed by Terremark. Physical devices are assigned to an environment, row,
and group in the same manner as virtual machines.

The layout is effectively defined at the environment. The layout from the environment view presents all rows,
groups, virtual machines, and physical devices in the environment. The layout from the compute pool view is a
subset of the environment view and, while presenting all the rows and groups, presents only virtual machines
allocated from the compute pool. Physical devices are not allocated from compute pools and therefore appear
only on the environment view.

Return to 1 Introduction to the Application Programming Interface.
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1.12 Network Summary Structure

Network
Summary
Y \ 4 A 4 A 4 Y
Network sed Public IP Firewall Rule Firewall Log
Network Group
..... —— — \ .
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R4 \ 4 >
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7 Defined Internet Service ¥ Backupigtempet RNAT
> c/ £ Service
\ I
\ Monitor . ‘\‘ I
\/ '~ \
: \.\ \ |
——————— + Node Service S N, |
Bound " \ |
C~. N . -
~. ~. - ~ . \‘ | /.
_ _ T~ N\ 1/
Virtual Machine Bl
IP Address <+ Network Host Task

Physical Device

The network detail is the largest, most complex entity in the Enterprise Cloud. Networks, public IPs, firewall rules,
Internet services, and node services comprise the primary entities with the remaining entities providing supporting
relationships and services. In the network, the organization subscribes to and defines two types of networks:

e Demilitarized zone (DMZ) network on which servers are behind the firewall but permit access from the
public Internet.

e Internal (INT) network on which access is enabled to the servers for such reasons as administration and
backup but is isolated from the public Internet.

Trusted network group defines a group of hosts, networks, or a combination of hosts and networks on the public
Internet that are permitted access to the Internet service or services to which it is bound on the demilitarized zone
network. For example, the public subnet used by the San Diego office of the organization is defined as a Trusted
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Network Group and is bound to an Internet service providing FTP. The only access to FTP will be to addresses
originating from the San Diego office. Changes to trusted network groups create tasks.

Organizations subscribe for Public IPs, which are public IP addresses on which to expose Internet services to the
public Internet.

Firewall rules create access through the firewall for specific protocols to identified servers. The default on the
firewall is to deny all traffic. Firewall rules are also referred to as access control lists (ACL). Two types of firewall
rules are defined: Internet services and custom. Firewall rules for all Internet services are created automatically
when an IP address on a node service is bound to the Internet service. The API may create additional custom
firewall rules to deny or to permit. Rules that deny further constrain traffic from the public Internet to a host or
network. Rules that permit allow internal traffic from a network or host to another host or network. Changes to
firewall rules create tasks.

Firewall logs may be sent to any server on the organization's network, on either DMZ or INT, or to an external IP
address. The organization may then easily monitor firewall alerts from their network. Changes to firewall logs
create tasks.

Internet services bind a public IP address to a specific service, or protocol, thus exposing that service to the
Internet. Additional configurations appropriate to the service, such as session timeout, are defined on the Internet
service. Changes to Internet services create tasks.

A backup Internet service allows pre-configuring a binding between an Internet service, with its node services, and
an “empty” public IP. That backup Internet service is then assigned to an Internet service. Should that Internet
service fail or be taken out of service, the load balancer automatically redirects traffic to the backup Internet
service. When the Internet service is restored, the load balancer resumes traffic to the Internet service and the
backup Internet service returns to quiescence. Changes to backup Internet services create tasks.

RNAT is Reverse Network Address Translation. RNAT establishes an association between a public IP address and
either a private IP network or a private IP address. This enables outbound traffic to the public Internet, through the
associated public IP address, from that network or device. Networks are always associated with a public IP. When a
network is created, it is automatically associated to the default RNAT. The first public IP address defined in an
environment is the default RNAT,; traffic not otherwise associated to a public IP, will use the default RNAT. An
RNAT may be defined from any network or device in the environment to any public IP in the environment. This
enables substantial flexibility in managing traffic and bandwidth through the public IP addresses. Changes to RNATs
create tasks.

Monitors provide the means for an Internet service to understand which node services remain available to respond
to requests. Monitors are defined on an Internet service and bound to all the node services responding to that
service. Changes to monitors create tasks.
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Node services bind an Internet service to specific IP addresses. Changes to node services create tasks. The IP
address resides on a specific Network Host, either a virtual machine or a physical server. The virtual machine or
physical server runs the application that responds to that Internet service.

Return to 1 Introduction to the Application Programming Interface.

1.12 Operating System Family Structure

Operating
System Family

4

Operating
System

Operating systems are grouped in families with variations within the family. Families are defined by the compute
pool because of possible dependencies within the compute pool that limit selections. For each family, specific
operating system variants are supported within that compute pool. For example, the Red Hat Enterprise Linux
family might have Red Hat Enterprise Linux 32-bit and Red Hat Enterprise Linux 64-bit operating systems. A
Windows family might have Windows Server 2003 and Windows Server 2008 operating systems.

Each operating system in a compute pool has constraints on resources supported by that operating system for
processors, memory, disk counts, disk size, and networking.

Return to 1 Introduction to the Application Programming Interface.

1.13 User Structure

User

Contact API| Key Role Audit Log

The organization creates users and grants access and permissions through the interactive interface or the API.
Users may also be created from contacts. Application Programming Interface users have key pairs assigned for
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using CloudApi authentication as described in 3.2 CloudApi Authentication. Users are assigned roles by which those
access and permissions to business operations are governed. Changes to users are recorded in the Audit Log.

Return to 1 Introduction to the Application Programming Interface.

1.14 Role Structure

Role
User Business
Operation

Roles govern the access and permissions to business operations by users at the organization level and at the
environment level. Business operations are tasks within the Enterprise Cloud. Users may have only one or no
organizational role and may have one or no environmental role for each environment in the organization. Roles
may differ between environments. System roles are defined by the Enterprise Cloud and may not be modified. The
organization may also create custom roles specific to their organizational needs. Roles are assigned to users.

Return to 1 Introduction to the Application Programming Interface.

1.15 Bandwidth Structure

Bandwidth

A 4

Bandwidth
Period

A 4

Get Bandwidth
Usage
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Bandwidth is a limited resource and organizations will monitor usage. Bandwidth entity provides information
about inbound and outbound traffic going through the organization's public IP addresses. It provides the
information for monthly periods in 95 percentile and total traffic formats.

Return to 1 Introduction to the Application Programming Interface.

1.16 Catalog Structure

Catalog
:" VM Upload \‘:
. OVE I
i VMDK i

Catalog allows organizations to migrate their workloads from external environments into Enterprise Cloud. Catalog
also enables use of custom virtual machines as an alternative to Terremark-provided templates. Catalog provides a
means to upload a complete virtual machine to their location.

Perhaps the organization has a server currently defined in their internal environment they wish to migrate to
Enterprise Cloud or perhaps they wish to build the complete service in a closed environment before deploying.
When the virtual machine is ready, the organization uploads the virtual machine files to a catalog item within their
catalog. They may then import that catalog item into their environment repeatedly from their catalog. When a
catalog item is no longer needed, the organization may remove the catalog item to free storage space for new
catalog items.

An entry in the catalog consists of an OVF file and one or more VMDK files. An Open Virtualization Format (OVF)
file describes the virtual machine: required virtual disks and required virtual hardware configuration, including
CPU, memory, networking, and storage. The Virtual Machine DisK (VMDK) is a file that encodes a single virtual disk
from a single virtual machine. The OVF file and all the described VMDK files form the virtual machine and the VM
Upload catalog item. As discussed in 1.8 Compute Pool Structure, a VMDK may be detached from or attached to a
virtual machine. This is not permitted from a catalog entry; the catalog entry must first be instantiated as a virtual
machine before managing an attached VMDK.

Return to 1 Introduction to the Application Programming Interface.
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2 Features of the Application Programming Interface
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Advance to 3 Security Model.

The Application Programming Interface implements these design features.

2.1 Unified API

The API unifies the application programming interface between Terremark cloud products: Enterprise Cloud and
vCloud Express. Everyone uses the same specification to access their environment. Most actions from the
respective user interfaces, from both the Environment tab and the My Account tab, are available through the API.
The distinction between base and extension calls disappears. All calls and all versions use the same base URL, the
same URN, and are in the same namespace. In addition, physical devices are supported. All messages use properly
formed XML. See 10 Schema for the schema.

Return to 2 Features of the Application Programming Interface.

2.2 Authentication

The API uses a stateless authentication implementation; every request passes authentication in the header.
Support for basic username and password authentication is mainly for backward compatibility and easy addition of
new customers. The more secure message-digest authentication is strongly encouraged.

Each call carries a UTC timestamp. Requests delayed for an extended period after the timestamp or submitted too
far in advance of the timestamp receive an error. To enable time synchronization, the API permits an anonymous
call to retrieve the server time. Determine the difference between local time and server time and apply the
difference to each call in a session.

The APl supports HMAC-SHA1, HMAC-SHA256 and HMAC-SHA512 hash algorithms for the message digest. In
recent years weakness in HMAC-SHA1 has been reported and use of HMAC-SHA256 or HMAC-SHA512 is
encouraged.

The APl also supports a message-digest of the contents of request bodies. The content-hash is required for the
message-digest authentication and optional for basic authentication.

Return to 2 Features of the Application Programming Interface.
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2.3 Versioning

The URI for the APl remains constant across versions. The version is passed in the header of every request. Any
active version may be used. Deprecated versions are accepted for a limited time to provide time to migrate
applications to an active version before retirement of deprecated versions. Use of an invalid version, including
retired versions, will result in an error. To verify support for the desired version, the APl permits an anonymous call
to retrieve the active versions.

Return to 2 Features of the Application Programming Interface.

2.4 Errors

Error responses return additional detail regarding the nature of the error beyond the HTTP error returned in the
header. Every method call that results in an error will not return the default HTTP error status code but will return
the appropriate HTTP status code. Error responses include a HTML body with a textual error message (message),
the HTTP error code (majorErrorCode), and a custom error code (minorErrorCode). Example responses, without
the HTTP header:

<Error message="Catalog item with that name already exists." majorErrorCode="409"
minorErrorCode="CatalogItemAlreadyExists"/>

<Error message="Machine is already powered on." majorErrorCode="400"
minorErrorCode="VmAlreadyPoweredOn"/>

Error messages are listed in 9 Error Codes.

Return to 2 Features of the Application Programming Interface.

2.5 APl Users

The APl permits Enterprise Cloud console users' access to the API. However, the APl has a more robust and more
secure authentication mechanism in which users of the API, declared as APl users, are authenticated in a manner
different from the Enterprise Cloud console. API users are created specifically and exclusively as users of the API.
This simplifies the creation and maintenance of APl users and simplifies the use of a separate authentication model
using private keys. The keys are generated and administered through the Enterprise Cloud console. An API user
may have multiple, active keys assigned. Keys may be deactivated or deleted to maintain security with personnel
change. This permits great flexibility to the organization.

An APl user is a “user” in that they:

e Have specific access rights,
e Their actions are audited, and
e Access can be disabled or removed.

An APl user is not, however, a “user account” in that they:

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 26



e
v terremark

a Verizon Company

e Do not participate in the registration process nor receive invitations,
e Do not have email addresses,

e Do not have a password,

e Do not have access to the user interface, and

e Do not have VPN access.

Return to 2 Features of the Application Programming Interface.
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3 Security Model
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Advance to 4 Call Concepts.

The API provides access to the configuration of the operating environment for the organization. The APl must limit
access to only verified applications. Every request except Get Time, Get Versions, and Action Change Password
must be authenticated and must include the time of transmission and the version of the content. Get Time and
Get Versions enable the user to synchronize time and determine active versions in support of, and prior to,
authentication. Action Change Password permits a user with an expired password to change the password.

3.1 Basic Authentication

The APl accepts HTTP Basic authentication, a username and password in the header encoded using Base64. The
encoding ensures proper transmission through the network and provides no security; the username and password
are, essentially, transmitted in plain text. The risk is miniscule as the APl is transported via TLS/SSL; a listener
gaining access to the data stream is extremely unlikely. Basic authentication is provided primarily for backwards
compatibility.

Return to 3 Security Model.

3.2 CloudApi Authentication

The API offers more robust authentication using a Hash-based Message Authentication Code (HMAC) in the
message header. HMAC combines a cryptographic hash function with a private key, shared between only the
sender and receiver. A cryptographic hash function takes a block of text and returns a fixed-length bit string. The
cryptographic hash function is designed such that:

e |tis easy to compute,

e Itisinfeasible to create a message to match a given hash,

e Itisinfeasible to alter a message to match the hash, and

e Itisinfeasible to find two messages that give the same hash.

A HMAC assures integrity and authentication; the text has not been altered in transit and only those knowing the
secret key could produce the text.

Not every request in the APl has a body. The API uses the URL and HTTP header to form the text for the hash as
described in 5.6 Authentication. For messages with a request body, the API can ensure the integrity of the message
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body. A message digest is created over the body of the request and the message digest placed in the header as
described in 5.18 Content Digest. The content digest header field is included in the HMAC, thus assuring the
integrity of the message body.

Return to 3 Security Model.

3.3 Keys

Each API user associates with one or more access keys to use as an identifier in the header. The access key is an
opaque identifier; by itself it is a meaningless string of 32 characters. The private key is a random 64 byte string
that is Base64 encoded to an 88 byte string. One access key and one private key are permanently associated at the
time of creation. Only users with an administrator role may generate and manage keys. The administrator may
create as many key pairs as desired. Key pairs may be deactivated at will should the administrator deem it
necessary.

The access key and private key are generated together during a secure HTTPS online session with the Enterprise
Cloud console. Only the access key is presented on the screen but when the Details button is pressed for an access
key, the access key-private key pair will be presented. The private key may then be copied to the clipboard. It is the
responsibility of the user to transfer the contents of the clipboard to a secure, yet usable, location. The key pair
may be copied as many times as necessary should a key be lost but not compromised.

Return to 3 Security Model.

3.4 Temporal Security

The API security model requires the time in the HTTP header for CloudApi authentication. Any message delayed for
an extended period after the time stamp, or submitted too far in advance of the timestamp, in the message header
relative to the current server time is rejected with a 403 FORBIDDEN response. This reduces the window of
opportunity for replay attacks. Users of the APl should request current server time using the Get Time call,
calculate the time difference between clocks, and adjust the time stamp in all messages in the session accordingly.

Temporal security is not applied to Basic authentication.

Return to 3 Security Model.
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4 Call Concepts
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Advance to 5 Call Constructs.

The Enterprise Cloud API uses a representational state transfer architecture using conventional XML messages. This
permits using a browser to read the messages. Two essential call types are supported: links and actions. Links
enable inquiry on an entity or a collection of entities. Actions create, remove, or modify an entity. Actions also
enable or disable some features. Entities include such objects as: organizations, environments, virtual machines,
tasks, and users.

4.1 Call Naming Convention

The naming convention for calls used in this document follow basic rules, which may help find the call needed. The
first word of the call indicates whether the call retrieves information about an object, Get, or performs an action an
object, Action. The next part indicates the object retrieved or acted upon. Generally, the object is an entity listed in
1.3 Enterprise Cloud Entities, such as Organizations or Trusted Network Groups, always plural. Occasionally the
object may be a feature, such as Bandwidth. For calls that retrieve information, the rest of the call indicates
increasing specificity of what might be retrieved. For example, the call Get Internet Services by ID retrieves the
entity Internet service, specifically by 1D. Or the call Get Compute Pools Usage Memory Detail retrieves for the
entity Compute Pools specifically the Usage, more specifically for Memory, and most specifically the Detail in the call.

Type Entity Specifics
Get Internet Services By ID
Get Compute Pools Usage Memory Detail

For calls that act on an object, the action appears after the name of the object, such as Remove in Action Monitors
Remove. The rest of the call indicates increased specificity of the action, such as Burst of Memory in Action Resources

Enable Burst Memory.

Type Entity Action Specifics
Action Monitors Remove
Action Resources Enable Burst Memory
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Return to 4 Call Concepts.

4.2 Request Methods

The HTTP request method for a Link is always GET. The HTTP request method for an Action varies by the action
requested. The HTTP request method for an Action of edit is always PUT. The HTTP request method for an Action
of remove is always DELETE. The HTTP request method for any other Action is always POST.

Return to 4 Call Concepts.

4.3 Links

Link elements have three attributes. They always contain a hypertext reference, href, to the entity, expressed as a
relative URL. The href is an opaque reference and should never be parsed. They contain a type definition, type,
expressed as an HTTP Content-Type. See 5.13 Content Type for more information regarding the APl Content-Type.
They always include a relationship identifier, rel, to indicate the relationship from the entity in the response to the
entity in the link. Possible values are: down, the entity in the response owns the entity in the link; up, the entity in
the link owns the entity in the response; and alternate, the entity in the link is an alternate view of the entity in
the response. Paging also offers four other values: first, previous, next, and last.

rel Interpretation

up The entity in the link owns the entity in the response.

down The entity in the response owns the entity in the link.

alternate The entity in the link is an alternate view of the entity in the response.
first The link is a path to the first page in the pages of responses.

previous The link is a path to the previous page in the pages of responses.

next The link is a path to the next page in the pages of responses.

last The link is a path to the last page in the pages of responses.

Return to 4 Call Concepts.

4.4 Actions

Action elements have four attributes. They always contain a hypertext reference, href, to the action, expressed as
a relative URL. The href is an opaque reference and should never be parsed. They always contain a descriptive
name, name, which describes the nature of the action. They may contain a type definition, type, expressed as an
HTTP Content-Type. See 5.13 Content Type for more information regarding the APl Content-Type. They may have
an actionDisabled attribute, which may have one of two values: noAccess or disabled.

The type attribute appears only on actions that require a request body. The request body must be an entity of the
type described in type.
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The actionDisabled attribute will have a value of noAccess when a user does not have permission to perform the
action. For example, for a user with read-only access, all actions have actionDisabled="noAccess" set. The attribute
will have a value of disabled when the action is contrary to business rules. For example, the action virtual machine
with name="power:power0ff" has actionDisabled="disabled" when the virtual machine is currently powered off; a
virtual machine, which is currently off, may not be powered off; it may only be powered on. If both conditions
apply, actions have actionDisabled="noAccess" set. If neither condition applies, the attribute will not appear.

Note: Any action may have the actionDisabled attribute if the business rules apply.

In 7 Application Programming Interface Reference Guide the attribute type appears on all actions with a request
body. The attribute actionDisabled appears only when the example has an action disabled for business rules.

The form of name is context-sensitive. When an action is within the entity on which it acts, the action is a single
word because the entity on which it acts is apparent from the context. Hence, the name of actions under user would
be simply edit or remove; the actions are in the context of User and therefore it is this User that will be edited or
removed. When the action is in the context of one entity but acting on another entity, the first word of name
describes the act and the rest of name is the entity on which acted. For example, in the admin/organization context,
an action for the SSH Keys contains the name of createSshkey; the first word, create, is the action and the rest of
the name, SshKey, describes the entity on which the action is performed.

Actions of create and edit will generally return the entity on which action was performed in the body of the
response. Some Actions, which initiate asynchronous tasks, will return the task in the body of the response. The
task subsequently may be queried to determine the outcome of the asynchronous task.

Return to 4 Call Concepts.

4.5 Success Status Codes

HTTP status codes are specific to the activity. Links return a 200 OK status when the desired entity is returned.
Actions return a 201 CREATED status in response to a successful create or edit and the header has a hypertext
reference to the entity in the Location header field. Actions return a 202 ACCEPTED status in response to actions
performed asynchronously and the header has no Location header field. Actions return a 204 NO CONTENT status
in response to actions which require no response body. Actions return a 210 NO OPERATION in response to edits in
which no changes have been made.

Return to 4 Call Concepts.

4.6 Data Interchange Format

4.6.1 D281/ TR RRRRRNt 33
4.6.2 Y O ] ST 33
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The Enterprise Cloud Application Programming Interface transfers messages in either of two data interchange
formats: Extensible Markup Language (XML) or JavaScript Object Notation (JSON). Sections 5.9 Accept and 5.13
Content Type discuss the header field values to select the desired data interchange format for APl messages.

4.6.2 XML

When using XML data interchange formats, messages must be well-formed XML as defined in Extensible Markup
Language (XML) 1.1 (Second Edition). XML messages must comply with the schema defined in 10 Schema. All
messages in this document utilize the XML data interchange format.

Return to 4.6 Data Interchange Format.
Return to 4 Call Concepts.

4.6.2 JSON

When using JSON data interchange format, messages must be well-formed JSON as defined in RFC 4627, JSON.
JSON messages must be constructed in a manner that conforms to the data structures as defined in the XML
schema definition presented in 10 Schema.

In JSON, data is presented in name-value pairs. The name of the pair is defined as a string and therefore must be
guoted. Failure to quote the name results in a deserialization error.

In JSON, arrays of name-value pairs are surrounded by brackets. When the array has multiple elements, the need
for brackets is obvious. When the array has a single element, however, the need for brackets is less obvious but
failure to include the brackets results in a deserialization error. This is particularly acute when XML to JSON
converters are used as the converter has no knowledge of the data structure presented in 10 Schema. An example
is instructive.

The data element Disks, used in virtual machine messages, is defined in the schema as an array of Disk:

<xs:complexType name="DisksType">
<Xs:sequence>

<xs:element minOccurs="0" maxOccurs="unbounded" name="Disk" nillable="true"
type="VirtualDiskType"/>

</Xs:sequence>
</xs:complexType>

<xs:element name="Disks" nillable="true" type="DisksType"/>

An XML message for this might be:

<disks>
<disk>
<size>

<Unit>GB</Unit>
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<Value>5</Value>
</size>
</disk>

<disks>

A converter, with no knowledge of the data structure, renders this as:

{
"disks": {
"disk": {
"size": {
"Unit": "GB",
"Value": "5"
}
}
}
}

However, the correct JSON for this structure would be:

{
"disks": [
{

"size": {
"Unit": "GB",
"Value": "5"

}

]
}
}

Note the open bracket in the value of disks and the closing bracket two lines after "value".
Return to 4.6 Data Interchange Format.

Return to 4 Call Concepts.
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5 Call Constructs
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Advance to 6 Application Programming Interface Programmer’s Guide.

The Application Programming Interface presents common call constructs for every call.

5.1 Terremark URL

The Terremark Enterprise Cloud architecture uses a URI/URL to identify an Enterprise Cloud provider and the
entities owned by that provider. This URL is unique to each provider or entity within the provider. Any hypertext
reference (href) in a response is always relative to this base URL. The base Terremark URL is:
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https://services.enterprisecloud.terremark.com

Return to 5 Call Constructs.

5.2 Terremark Resources
To obtain the desired resource, you append the resource identifier, typically obtained from the href attribute, to
the base URL. For example, to request the time, you just append /cloudapi/ecloud/time/ to the base URL.

https://services.enterprisecloud.terremark.com/cloudapi/ecloud/time/

The call is always written in “lower camel case” style or medial capitals initial lowercase in this document. If the call
operates on one entity, an identifier may be required to specify the particular entity. The identifier is then added
after the resource.

https://services.enterprisecloud.terremark.com/cloudapi/ecloud/organizations/1

Entity resources are named in the plural with the identifier pointing to a specific entity. Catalog and List are, by
definition, a collection and are singular. Calls may operate on a hierarchical structure of entities, each of which will
follow the same rules as above. To obtain the catalog for location 1 of organization 1, one would call:

https://services.enterprisecloud.terremark.com/cloudapi/ecloud/admin/catalog/ ..
organizations/1/locations/1

Note: The href attribute for any call begins with /cloudapi/ecloud for access to an organization's live data. The
href attribute begins with /cloudapi/spec for access to the Live Specification as discussed in 5.3 Live Specification.

Return to 5 Call Constructs.

5.3 Live Specification

5.3.1 Y ol ol YL RN 36
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Advance to 5.4 Conventions.

As a convenience to Application Programming Interface users, Terremark provides a tool to assist in creating
applications with the API: the Live Specification. The complete implementation of the APl is available on the Live
Specification; every call is available. The data is static but responses are accurately constructed. In many cases,
such as for edits and creates, responses are tailored to important input values.

Return to 5 Call Constructs.

5.3.1  Access
The Live Specification is available through HTTP or HTTPS. For the Live Specification, the Terremark URI is:

https://services.enterprisecloud.terremark.com
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The href attribute for each call in this document begins with /cloudapi/ecloud for access to an organization's live
data. For example, the Action Layout Groups Create call for Environment 1 in this document has a URI of:

https://services.enterprisecloud.terremark.com/cloudapi/ecloud/layoutGroups/environments/1/ ..
action/createlayoutGroup

However, for access to the Live Specification the href attribute begins with /cloudapi/spec. Therefore, for the Live
Specification the URI must be:

https://services.enterprisecloud.terremark.com/cloudapi/ecloud/layoutGroups/environments/1/ ..
action/createlayoutGroup

Return to 5.3 Live Specification.
Return to 5 Call Constructs.

5.3.2 Authentication

The APl supports two methods of authentication. The primary authentication method for the APl is a more secure
and more robust authentication method called CloudApi authentication. The API also supports Basic
authentication: the familiar username and password. Four types of users are supported:

e Full Access — Every function is available

e Readonly Access — Only retrieval operations are available.

e No Access — The user is defined but is not permitted access.
e Not Found — The user is not defined in the Live Specification.

The CloudApi authentication method uses an access key, a private key, and cryptologic function to authenticate
the user.

For CloudApi authentication with the Live Specification, the following access key and private key are effective:

e Full access is available to:

access key: 33333333333333333333333333333333

private key: 3333333333333333333333333333333333333333333333333333333333333333
e Readonly access is available to

access key: 11111111111111111111111111111111

private key: 1111111111111111111111111111111111111111111111111111111111111111
e No access is available to

access key: 22222222222222222222222222222222

private key: 2222222222222222222222222222222222222222222222222222222222222222
o Not found access is available to any other access key and private key.

For Basic authentication, the following username and password are effective:

e Full access is available to any username, except as noted below, with the password T3rr3m@rk.
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e Readonly access is available to the username readonly@terremark.com and the password T3rr3m@rk.

e No access is available to the username noaccess@terremark.com and the password T3rr3m@rk.

e Not found access is available to the username notfound@terremark.com and the password T3rr3m@rk or to
any username that does not have the password T3rr3m@rk.

Return to 5.3 Live Specification.
Return to 5 Call Constructs.

5.3.3 Signature Generator

The API requires authentication in every call included as part of the HTTP header. To assist in creating the headers
correctly, Terremark has created an online tool that will take a few inputs regarding the call and generate the
appropriate headers.

The Signature Generator is available at:

https://services.enterprisecloud.terremark.com/cloudapi/spec/SignatureGenerator.aspx

Note: The Signature Generator strips whitespace characters (spaces, newline characters, tabs) trailing the final
character of the request body. Because the body is XML, the final character is always a greater than symbol:>.
Please ensure that any whitespace characters are removed at the end of the request body.

For CloudApi authentication, follow these steps:
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Signature Generator = DS 1. Select the APl Version (pre-filled with current version)
e 2. Select the HTTP verb.
API Version: zonvu7-01‘5_".f_f_/_,.-f"""_— 3. Enterthe URI
e “fi izations/” is the entry point
Hitp Verb: GET —— /l—_//___ flivespec/organizations/” is the entry poin!
URL /3ivespec/organizations/ s S 4. Query string (parameters) if reqgired
’—FF_F-’_-_--_P-_
Query String: = ___— 5. Content-Type, usually applicatign/xml
/‘-—-""‘_" __—— 6. Requestbody if required
= =
Content Type: &« ff'_‘-—
Request Body: it

o 7. Authentication type: Basic or ClpudApi

Authentication Type:  CloudAPI ~ (—/“”‘fﬁl’—-

___— 8. Access key (32 bytes)

'-’"-_’,
CloudApi Credentials: e __— 9. Secret key (64 bytes)
--—’—'Pp -—‘—’f
Access Key: accessKey < ,__,-_f-""
Secret Key: secrete é’/
v Y <———~—’_~_——_, 10. Signature type: SHAL or SHA256 or SHA512
Signature Type: Sha256 ~
(G 1o Head 11. Click “Generate Headers"”
11. Copy headers and paste into message header
Headers: _,___.—-,"’_‘f
S ——

For Basic authentication, the credentials appear as:

7. Authentication type: Basic or CloudApi

Authentication Type:  BASIC  ~ &

e 8. Username

Basic Credentials: ,,_-——'—”"f_f ___— 9. Password
User: user — ,__f///

--',-_"-’_’.
Password: password «

Return to 5.3 Live Specification.

Return to 5 Call Constructs.

5.4 Conventions

In this document, to assist in discerning requirements of calls and to segregate from descriptions, the following
conventions apply:
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e Expository text is in 11 point Calibri, as in this paragraph

e Code and call textisin 9 point Consolas

e (Call names in bold are links: Get Organizations

e Document heading references in italics are links: 5 Call Constructs

e Replaceable parameters in a call are enclosed in braces: {}

e Replaceable parameters will have a description of the parameter within the braces: {catalog name}

e (Calls too long for a line will be broken with, but shall not include, an ellipsis: ...

e Lliteral text to be entered will be enclosed in double quotes: " "

e Literal text and replaceable parameters may be mixed in double quotes: "{network address}/{network
prefix length}"

e Avrequired literal space character may, to prevent ambiguity, be represented with a space symbol: =

e Any other whitespace outside quotes is for readability

e Repetitions of XML elements, which are large blocks of text, are represented by a vertical ellipsis: :

e The newline character, the LF character of hexadecimal OxOA or decimal 10, is represented by: \n

e Choices are separated by the vertical bar: |

e Choices are separated from the vertical bar by spaces for readability

e Optional features are enclosed in brackets: [ ]

Return to 5 Call Constructs.

5.5 Header

Get Time, Get Versions, and Action Change Password have no required header fields.

All other API requests must contain a header. Header fields required in every such request are:

Header Field Description

Authorization The authorization token as described in 5.6 Authentication.

Date The date and time of message transmission as described in 5.7 Date.
x-tmrk-authorization | The authorization token as described in 5.6 Authentication.

x-tmrk-date The date and time of message transmission as described in 5.7 Date.
x-tmrk-version The APl version to be used to evaluate the call as described in 5.8 Version.

The following header fields are conditional:

Header Field Description
Accept An indicator in the call header as described in 5.9 Accept.
Content-Length Length of the body in bytes as described in 5.10 Content Length.
Content-Location The URL location of the entity as described in 5.11 Content Location.
Content-Range Used in file upload calls as described in 5.12 Content Range.
Content-Type The application type of the call as described 5.13 Content Type.
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Header Field Description

Location Presented in most 201 Created responses headers as described in 5.14 Location.
X-Guest-Password Used to interact with VM operating system as described in 5.15 Password.
X-Guest-User Used to interact with VM operating system as described in 5.16 User.
x-responding-host Used to offer the location of the entity as described in 5.17 Responding Host.
x-tmrk-contenthash Advanced hash scheme digest of body as described in 5.18 Content Digest.
x-tmrk-token A session token for some calls as described in 5.19 Token.

The following header fields are in the response header only:

Header Field Description
x-tmrk-currentuser The href to the user that executed the call as described in 5.20 Current User.
x-tmrk-deprecated An indicator in the response header as described in 5.21 Deprecated.

Return to 5 Call Constructs.

5.6 Authentication
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Advance to 5.7 Date.

Every request made to the APl must be authenticated, except as noted in 3 Security Model. Two modes of
authentication are supported: Basic and CloudApi. Both modes use either the standard Authorization header field
or a custom x-tmrk-authorization header field. Some libraries have fixed usage for the Authorization header field;
usage unalterable by the programmer. If both header fields are included in the request, then x-tmrk-authorization
takes precedence. When this document refers to the Authorization header field, either header field may be
referenced. The following sections describe how to construct the headers needed for each authentication mode.

In constructing the Authorization header field, two transformations of the information may occur. One of the
transformations converts the text to an 8-bit representation using UTF-8 as described in RFC 3629, UTF-8, a
Transformation Format of ISO 10646. One of the transformations converts the text to Base64 representation as
described in section 6.8 of RFC 2045, Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet
Message Bodies.

Return to 5 Call Constructs.
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5.6.1 Basic Authentication
The Basic Authorization header field consists of the scheme name, Basic, and the Base64 text encoded value of
username and password separated by a colon without any whitespace: {username}:{password}.

Note: The use of Basic authentication may be constrained by an organization. If one attempts basic authentication
when not permitted by the organization, authentication fails. See 7.31.6 Action Administrative Organizations Edit
Authentication Levels for information on setting Basic authentication acceptability.

The format of the header field is:

Authorization: Basic {Base64 encoded username:password}

For example, the username of username and password of password will appear as:

Authorization: Basic dXNlcm5hbWU6cGFzc3dvcmQ=

Return to 5.6 Authentication.
Return to 5 Call Constructs.

5.6.2 CloudApi Authentication
The CloudApi Authorization header field consists of the scheme name, CloudApi, Access Key value, Signature Type,
and the Signature itself.

Note: The acceptable hash algorithms, the Signature Type, may be constrained by an organization. If one uses a
hash algorithm not permitted by the organization, authentication fails. See 7.31.6 Action Administrative
Organizations Edit Authentication Levels for information on setting acceptable hash algorithms.

The Date header field is required for CloudApi authentication. The x-tmrk-contenthash header field is optional for
messages with a request body as described in 5.18 Content Digest.
Authorization: CloudApi AccessKey="{accessKey}" SignatureType="{signatureType}"
Signature="{signature}"

Date: {currentUtcDateTime}

o {accessKey} is the user’s APl Key ID, the public identifier to their Secret Key.

e {signatureType} is the hash algorithm used to generate the signature. Valid values are HmacSha1,
HmacSha256, or HmacSha512.

e {signature} is the content signature as described in 5.6.3 CloudApi Signature Generation.

e {currentUtcDateTime} must be within a certain, configurable range of current server time. Currently a
request must be within 5 minutes. This guards against certain security attacks, including replay attacks.
When this check fails, the server returns response code 403 FORBIDDEN.

Return to 5.6 Authentication.

Return to 5 Call Constructs.
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5.6.3 CloudApi Signature Generation

The signature is based upon a Hash-based Message Authentication Code (HMAC) constructed from the request and
computed using the HMAC-SHA1, HMAC-SHA256 or HMAC-SHA512 algorithm (as declared by signatureType), and
then encoded using Base64 encoding. It can be mathematically represented as:

Signature = Base64([ HMAC-SHA1 | HMAC-SHA256 | HMAC-SHA512 ]J(UTF-8(StringToSign)))

StringToSign = {VERB} "\n"
{Content-Length} "\n"
{Content-Type} "\n"
{Date} "\n"
{CanonicalizedHeaders}
{CanonicalizedResource}

5.6.3.1 Constructing the String to Sign
Construct the StringToSign of the signature string as follows:

e The VERB of the string is the HTTP request method, such as GET, POST, DELETE, or PUT, and must be
uppercase.

e The values of all standard HTTP header fields must be included in the string in the order shown in the
signature format, without the header field names. These header fields may be empty if they are not
specified as part of the request; in which case only the new line character is required.

e All newline characters ("\n" above, the single LF character, hexadecimal OxOA or decimal 10) shown are
required within the signature string.

o Note that it is acceptable to specify both x-tmrk-authorization and Authorization; in this case, the service
uses the value of x-tmrk-authorization.

5.6.3.2 Constructing the Canonicalized Headers String
Construct the CanonicalizedHeaders of the signature string as follows:

e Retrieve all header fields for the resource that begin with x-tmrk- excluding the x-tmrk-authorization
header field, if present.

e Convert each HTTP header field name to lowercase.

e Sort the header fields lexicographically by header field name, in ascending order. Note that each header
may appear only once in the string.

e Unfold the string by replacing any breaking whitespace with a single space.

e Trim any whitespace around the colon in the header field.

e Finally, append a newline character to each canonicalized header field in the resulting list.

e Concatenating all headers in this list into a single string as the CanonicalizedHeaders string.

5.6.3.3 Constructing the Canonicalized Resource String
Construct the CanonicalizedResource of the signature string as follows:
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e Use the decoded URL for the resource, converted to all lower-case, as the source for the
CanonicalizedResource.

e Append the resource's URI path, that portion of the call after the Terremark URI and before any query
parameters (query parameters of a URI is that part of the URI after the question mark, "?"), followed by a
newline character.

e Retrieve all query parameters (query parameters are separated by the ampersand character, "&") on the
resource URL.

e Convert all parameter names to lowercase.

e Sort the query parameters lexicographically by parameter name, in ascending order.

e Append each query parameter name and value to the string, in order, in the following format, making sure
to include the colon (:) between the name and the value, followed by a newline character after each name-

value pair:

parameter-name:parameter-value\n

Return to 5.6 Authentication.
Return to 5 Call Constructs.

5.6.4 Examples
The following examples demonstrate the construction of the header.

5.6.4.1  GET Request with no query string

GET https://services.enterprisecloud.terremark.com/cloudapi/ecloud/organizations/1
Authorization: CloudApi AccessKey="accessKey" SignatureType="HmacSha256" Signature="{signature}"
x-tmrk-version: 2011-03-11

Date: Tue, 03 May 2011 11:00:00 GMT

Definitions:
{signature} = Base64(HMAC-SHA256(UTF8(StringToSign)))
StringToSign = GET\n
\n
\n
Tue, 03 May 2011 11:00:00 GMT\n

CanonicalizedHeaders
CanonicalizedResource

CanonicalizedHeaders = x-tmrk-version:2011-03-11\n

CanonicalizedResource = /cloudapi/ecloud/organizations/1\n

5.6.4.2 GET Request with query string and custom authorization header

GET https://services.enterprisecloud.terremark.com/cloudapi/ecloud/ ..
environments/1/tasks?sortBy=userName

x-tmrk-authorization: CloudApi AccessKey="accessKey" SignatureType="HmacShal" Signature="{signature}"

x-tmrk-version: 2011-03-11
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Date: Tue, 03 May 2011 11:00:00 GMT

Definitions:
{signature} = Base64(HMAC-SHA1(UTF8(StringToSign)))

StringToSign = GET\n
\n
\n
Tue, 03 May 2011 11:00:00 GMT\n
CanonicalizedHeaders
CanonicalizedResource

CanonicalizedHeaders = x-tmrk-version:2011-03-11\n

CanonicalizedResource = /cloudapi/ecloud/environments/1/tasks\nsortby:userName\n

5.6.4.3 POST Request

POST https://services.enterprisecloud.terremark.com/cloudapi/ecloud/ ..
environments/1/createVirtualMachine

Content-Length: 1000

Content-Type: application/vnd.tmrk.cloudapi.createVirtualMachine

Authorization: CloudApi AccessKey="accessKey" SignatureType="HmacShal" Signature="{signature}"
x-tmrk-contenthash: Sha256 wghlru9lvayY2BJw4LVyMHf1sJGYFylg7Hw3pGDBets=

x-tmrk-version: 2011-03-11

Date: Tue, 03 May 2011 11:00:00 GMT

Definitions:
Signature = Base64(HMAC-SHA1 (UTF8(StringToSign)))

StringToSign = POST\n
1000\n
application/vnd.tmrk.cloudapi.createVirtualMachine\n
Tue, 03 May 2011 11:00:00 GMT\n
CanonicalizedHeaders
CanonicalizedResource

CanonicalizedHeaders = x-tmrk-contenthash:Sha256
wghlru9lvayY2BIw4LVyMHf1sJGYFylg7Hw3pGDBets=\nx-tmrk-version:2011-03-11\n

CanonicalizedResource = /cloudapi/ecloud/environments/1/createVirtualMachine\n

Return to 5.6 Authentication.

Return to 5 Call Constructs.

5.7 Date

Requests, which are delayed for an extended period after transmission, are rejected in CloudApi authentication.
The APl inspects the standard Date header field or a custom x-tmrk-date header field. Some libraries have fixed
usage for the Date header field; usage unalterable by the programmer. If the library values the Date, it will be used
as the Canonicalized Headers String is built and the x-tmrk-date included in the Canonicalized Headers String as

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 45



e
v terremark

a Verizon Company

described in 5.6.3.2 Constructing the Canonicalized Headers String. If both header fields are included in the
request, then x-tmrk-date takes precedence in evaluating the timestamp for security.

Note: The permitted delay is configured at the server. At the time of this document, the delay limit is five minutes.

Dates and times in the HTTP header are expressed as defined in RFC 822, Standard for the Format of ARPA Internet
Text Message, and updated by RFC 1123, Requirements for Internet Hosts -- Application and Support extended date
and time format. All times are in GMT time, not local time.

n n
S

<3 character day> ", <two digit day> "*" <3 character month> "*" <four digit year>
hour> ":" <two digit minute> <two digit second> “GMT”

ngn
S

<two digit

An example of properly formatted time is:

Date: Thu, @05 May 2011 22:22:35 GMT

The date-time stamp of a request may not differ too far from the current time on the server. Use the Get Time call
to retrieve the current time of the server and synchronize the time.

Note: The Date header field is not required for Basic authentication.

Return to 5 Call Constructs.

5.8 Version

The version of the APl is different from, and in a different format than, the software release with which it may be
associated. Instead of the common {major release number}.{minor release number} used in the software release,
the version number of the API is the date on which the version is released for use. The format of the version
header field, x-tmrk-version, conforms to the ISO8601 extended date format:

n_on n_on

<four digit year> <two digit month> <two digit day>

An example of the format of the returned versions is:
2011-07-01

Use the call Get Versions to retrieve active versions.

Return to 5 Call Constructs.

5.9 Accept
The Accept header field may be set in the call header to declare the data interchange format for the response.
Permitted values are application/xml and application/json.

If the Accept header field is not used, the data interchange format of the response depends upon whether the
request has a body. If the request has no body, the data interchange format of response is always XML. If the
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request has a body, the data interchange format of the response is always the same data interchange format as
the request body.

Return to 5 Call Constructs.

5.10 Content Length

Every call that may have a body, those calls with a method of PUT or POST, has a Content-Length header field,
which is the length of the body in bytes. For any PUT or POST for which no body is required, the Content-Length
header field must be set to zero, for example Content-Length: 0.

Return to 5 Call Constructs.

5.11 Content Location

Information regarding operational entities is stored at the site in which the entity resides. Each site has an API
service that responds to calls for entities at that site. Calls may be issued to any site. If the entity is not located at
that site, the API service will serve as a proxy and forward the request to and the response from the appropriate
site as necessary. When a call requests information regarding an entity at a site different from that to which the
call was issued, the Content-Location header field will be valued in the response with the complete URL to the
entity, including the hostname of the host with the content. The URL may be used to avoid proxy retrievals of that
entity in the future.

Note: The Content-Location header field is only present in the response to a call with a GET method.

Note: The Content-Location header field is not used with Enterprise Cloud Private Access or with white-label
resellers.

Return to 5 Call Constructs.

5.12 Content Range
The Content-Range header field is required in calls that upload files to the Enterprise Cloud, either a virtual machine
with Action Virtual Machines Guest File or a catalog with Action Catalog File. It is set in the call header to declare
the range of bytes in the chunk uploaded in the request body. The offsets are zero-based and indicate the first and
last byte in the chunk out of the total bytes in the file. The header field value is defined as:

bytes {starting offset}-{ending offset}/{total file size}

For example:

bytes 0-9999/1680968746

Return to 5 Call Constructs.
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5.13 Content Type
5.13.1  SUbtype fOr SENT IMIESSAZES ....uvveieeiiiiieeeiiieeecciiee ettt e e e ete e e e st te e e e s bte e e e e abaeeeeaseeeeesbaeeeeasseeeeennseneeennsens 48

5.13.2  SUbtyPe fOr RETUIN IMIESSAEES. . ceieiuiiieeeitiieeeeiiiee e ettt e e eettee e e ette e e e s atee e e s bbaeeeeasaeeeesbaeesansseeeeennsenesennsens 48

Advance to 5.7 Date.

Every call with a body has a content-Type header field, which is an Internet Media Type. It is defined as:

<type> "/" <subtype> [";" <parameter> ]

The type used for Enterprise Cloud APl is always application. The subtype varies by context.
Return to 5 Call Constructs.

5.13.1 Subtype for Sent Messages
For all calls sent, with the exceptions described below, the subtype is xml or, if preferred, json. The Content-Type
is, therefore, application/xml or application/json

For the calls Action Virtual Machines Guest File and Action Catalog File the subtype is octet-stream. The Content-
Type is, therefore, application/octet-stream.

Return to 5.13 Content Type.
Return to 5 Call Constructs.

5.13.2 Subtype for Return Messages
For return messages, the subtype is a URN, which is the Terremark base URN appended by the relative URN of the
call. The Terremark base URN is:

vnd.tmrk.cloud

As an example, the relative URN for the Create User call is:

admin.inviteUser

The complete subtype for the Create User call is:

vnd.tmrk.cloud.admin.inviteUser

The complete Content-Type for the Create User response is:

application/vnd.tmrk.cloud.admin.inviteUser

The optional parameter is defined as:

<name> <value>

The APl uses the optional parameter to denote a Content-Type that is a collection of entities. The optional
parameter, when used, is separated from the subtype by a semicolon and will be:
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type=collection

For example the Content-Type of Get Catalog Log is:

application/vnd.tmrk.cloud.admin.cataloglLogEntry; type=collection

Return to 5.13 Content Type.

Return to 5 Call Constructs.

5.14 Location

The Location header field is set in the response header of most responses with an HTTP response code of 201
Created. Exceptions include entities in which an object is not created in the environment or administrative entities;
for example, when creating monitors or assigning an address to the firewall logs. The value of the Location header
fields will be the same as the href of the entity created, that is, the href on the root element of the response.

Return to 5 Call Constructs.

5.15 Password

The APl supports some direct interactions with the guest operating system on the virtual machine as described in
the calls beginning with Action Virtual Machine Guest .... To permit interactions with the operating system, guest
credentials must be supplied. The password header field, X-Guest-Password, is used to provide the password to the
operating system of the guest user.

Return to 5 Call Constructs.

5.16 User

The APl supports some direct interactions with the guest operating system of the virtual machine as described in
the calls beginning with Action Virtual Machine Guest .... To permit interactions with the operating system, guest
credentials must be supplied. The user header field, X-Guest-User, is used to provide the username to the
operating system of the guest user.

Return to 5 Call Constructs.

5.17 Responding Host

Information regarding operational entities is stored at the site in which the entity resides. Each site has an API
service that responds to calls for entities at that site. Calls may be issued to any site. If the entity is not located at
that site, the APl service will serve as a proxy and forward the request to and the response from the appropriate
site as necessary. When a call requests information regarding, or performs an action against, an entity at a site
different from that to which the call was issued, the x-responding-host header field will be valued in the response
with the hostname of the host with the content. The hostname may be used to avoid proxy calls for that entity in
the future.
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Note: The x-responding-host header field is not used with Enterprise Cloud Private Access or with white-label
resellers.

Return to 5 Call Constructs.

5.18 Content Digest

The content digest header field, x-tmrk-contenthash, is optional with CloudApi and Basic authentication. It is
usable only with requests containing a body. The API service does not use the content digest header field on
responses. When used, it contains a digest of the request body. The content digest header field is included in the
HMAC calculation to ensure the integrity of the request body. Users requiring greater security may use one of the
supported hash schemes to create a message digest of the request body. The server will use the same hash
scheme to verify that the request body is unaltered. Supported hash schemes are SHA-1, SHA-256, and SHA-512.

The digest is placed in the x-tmrk-contenthash header field immediately following a string identifying the scheme
used. Valid values for the scheme are Shai, Sha256, or Sha512.
x-tmrk-contenthash: {scheme} {hash-digest}

For example:

x-tmrk-contenthash: Sha256 zyUzT32tGwOHmmHK48LIKa74y2mykeBUaLF+mOcLKcU=

Return to 5 Call Constructs.

5.19 Token

Some calls, such as uploading catalog entries, have a need to establish a session. Each authenticated call returns a
session token, x-tmrk-token, in the header. This token should be returned in subsequent call headers.

The session token expires after an extended delay. The next authenticated call returns a fresh token. The new
token must be used for subsequent calls.

Note: The permitted session expiration delay is configured at the server. At the time of this document, the
expiration delay limit is ten minutes.

Return to 5 Call Constructs.

5.20 Current User
The current user header field, x-tmrk-currentuser, is used only in APl service responses. The API request does not
use this header field. This header field is set to the href of the user that executed the call that returned the

response.

Some calls may only be executed against one's own account, such as changing user credentials. Other calls may
never be executed against one's own account, such as deleting a user. However, it is not always clear from the
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authorization credentials used in the APl who the user is in the system. By returning the href to the user executing
each call, such calls may be executed appropriately.

Return to 5 Call Constructs.

5.21 Deprecated

The deprecated header field, x-tmrk-deprecated, is conditional and used only in API service responses. The API
request does not use this header field. When requests are made in versions that have become deprecated, the
response header will contain this header field.

Versions of the API are not supported indefinitely. Policy at the time of this document is to support the current
version and two prior versions of the API. In advance of the release of new versions of the API, the version to be
displaced will be marked as deprecated. Responses to all requests created in a deprecated version have the
x-tmrk-deprecated header field set to true. Responses to versions not deprecated generally will not have this
header field.

x-tmrk-deprecated: {true | false}

For example:

x-tmrk-deprecated: true

The <Deprecated> element as described in 7.1.2 Get Versions is also set to true on deprecated versions.

Return to 5 Call Constructs.

5.22 Dates and Times in Calls
Dates and times in URL query parts, request bodies, and responses are expressed in 1SO8601 extended date and
time format. All times are expressed in UTC time or Zulu time, not local time.

n_on n_on n,n

<four digit year> <two digit month>
minute> ":" <two digit second> "Z"

<two digit day> "T" <two digit hour> <two digit

An example of properly formatted time is:

2011-05-12T14:49:10Z

Return to 5 Call Constructs.
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6 Application Programming Interface Programmer’s Guide

6.1 CoMMON HiZh LEVEI USE CASES...cccuiiiieeiiieieeiiieeeeiiteeeesttteeeestteeesstaeeeesaseeessastaeesassaeesastaeesasseeeeensseneesnnsens 54
6.2 L E=T oL = 14 Lo [P PPPPPPPPPPPPPRS 60
6.3 RESOUICES. ..ttt e e st e e s s s e et e e e e s s s et e e e e e s s r e e e e e e e s as 61
6.4 [ 1Yo 11 | SO PP PP PP PP PPPPPPPPPPPPPPPPPPPRS 78
6.5 DeVices: VIirtual IMAChINES .......cooiuiiiiiieete ettt ettt et e sab e st e s see e sbe e e sabeesabeesbeeesareesnnneenns 100
6.6 DEVICES: PNYSICAl DEVICES. ... .uviiiieiiieeieiieee ettt e e e e te e e et e e e et te e e s abaeeesabbaeesaataeesansbaeesanseeesasteeesannsens 145
6.7 NETWOIK SUMIMAIY ..eiiiiiiiecccieee ettt e ettt e e et ee e e e stee e e e e taeeeeaasaeeeeaastaeeeasssaeaeansbaseeassaseeanssaeesasseeesasteneeannsens 155
6.8 L0 o] ol PP 163
6.9 LN TP PP PP PP PP PP PP PPPPPPPPPPPPPPPPPPPRt 164
Lo O [ =T =Y Y= Y ol U PTOPPPTPI 167
B.11  NOTE SEIVICES ..ottt ettt ettt ettt et e s b e s ae e s et st e bt e bt e bt e s bt e saeesae e et e e beesbeesaeesabeeabeebeenbeesbeesneeenseenseens 184
B.12  SECUIITY SOIVICES ..t s s s ssssssnnnnnnnsnnnnnn 188
6.13  TruSTEA NETWOIK GIrOUPS ....vviieieiiieeeeitieeeeeiieeeeectteeeeetteeeeetaaeeeessaeeeeassaseesassseeeeasssseesnsssneesansseeesasssneessnsnneenn 195
o Y 1 1o V= { OO UPPP U PPTPPPPPPRRR 198
B.15  IMANAEE USEIS ... e ann 209
Lo I Y, T a T =T o =TSR 228
B.17  BANAWITLN ...ttt sttt e b e s bt e sa e et e e bt be e b e e sae e et e eteeaeen 235
B.18  SSH KBYS. ..ttt ettt ettt e h e s h e sttt et b e e b e e she e sat e e a et e be e bt e eheeeateeabe e beeabe e bt e saeeeateereeteens 236
Lo YV 0= - | Lo - R ST 239
B.20  SUP P OIT e nann 244

Advance to 7 Application Programming Interface Reference Guide.

This Programmer’s Guide is a reference to performing tasks using the Enterprise Cloud Application Programming
Interface. The API offers more than one way to retrieve most entities. This affords several paths through the API to
accomplish most tasks. Each procedure in this section uses one suggested path to accomplish the task. The skilled
reader will recognize other paths.

The reader will note that the procedures always use the name or type to select an entity; then use the href as a
reference or as the URL for the call. While the href content is described in 7 Application Programming Interface
Reference Guide, the content is subject to change at any time and should be considered opaque.
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Note: For any step in the procedures below in which a <Link> is selected, the selection is based on the type
attribute. For convenience, the Terremark base URN, vnd.tmrk.cloud, is not included as it is common to all type
definitions.

Note: For any step in the procedures below in which an <Action> is selected, check whether the attribute
actionDisabled is set to noAccess or disabled. If set, stop the procedure because the action will fail. The attribute
will be set to noAccess if the user does not have permission to perform the action. The attribute will be set to
disabled if business rules prohibit the action, such as enabling a feature already enabled.

The procedures are presented as a numbered ordered list where each step represents a single API call. As a result
of that call an action is, or multiple actions are, taken. Some calls require complex actions. The conventions below
describe how each step is presented.

A bulleted list indicates multiple steps for a single action, the action highlighted in the example below.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 3.

A bulleted list also indicates multiple choices from which only a single action may be taken, the action highlighted
in the example below.

1. Get Tags: Retrieve the tags for the organization.

e To use an existing tag, select the<DeviceTag> with the desired name. Use the value of the name
attribute in the <Tag> of the body to create the appropriate body in step 5.

e To create a new tag in the organization, use a new value in the <Tag> of the body to create the
appropriate body in step 5.

A lettered ordered list indicates multiple actions, the actions highlighted in the example below, for a single call.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

a. Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual
machine in step 7.

b. Select the <Link> with the type of deviceLayout. Use the href to retrieve the layout of the
environment in step 8.

A procedure may combine both with multiple actions, the actions highlighted in the example below, one or more
of which require multiple steps.
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1. Get Organizations: Retrieve information regarding the organization.
Under <Organization> for the desired organization:

a. Select the <Environment> for the desired environment. Use the href to retrieve that
environment in step 2.

b. e Under the <Location> in which the desired environment is located,
e Select the <Catalog> for that location. Use the href to retrieve the catalog for the
desired environment in step 4.

c. Select the <Link> with the type of deviceTag. Use the href to retrieve the tags of the
organization in step 8.

6.2 Common High Level Use Cases

6.1.1 Create a Web Server and EXpose [t PUDIICIY........oooiiiii ittt e 54
6.1.2 Create an Application Server or Database Server with Access Restricted to Specific Web Servers ....55
6.1.3 Create a Linux Virtual Machine That Can Only Be Accessed Using an SSHKey ......ccccceeecveeeecieeeeennee, 55
6.1.4 Open a DMZ network to an INT NetWOork Or VICE VEISA .....uuiiecvieiiiiiiee e ceiiee e eitee e sieee e see e e svee e e 56
6.1.5 Increase your Compute Resources Without BUying MOre.........ccccuveiveiiiiieniiieeiciiee e sseee e esveeee s 56
6.1.6 Restrict Access to MYy Virtual P AdAress .....uuveiieiiiieiciiie ettt e s e e s stae e e s snvae e e snnsaeae s 57

6.1.7 Configure Sorry Pages or Redirect Users to an Offline Service Using Backup Virtual IP Addresses.....57

6.1.8 Create a Path for Outbound Traffic Originating from an Application ..........cccoeieeciii e, 57
6.1.9 Alter Load Balancer Default Monitoring Behavior Using Loopback Monitoring...........ccccceveeeecuveeeenns 58
6.1.10  Organize Your Virtual Machines by Creating Rows and Groups and Moving Them ..........ccccccvevenneen. 58
6.1.11  Migrate a Virtual Machine from Anywhere into Enterprise Cloud ..........ccccovvrieiiiiiieiiicciee e 60

Advance to 6.2 Preparation.

In this section, we present high level use cases commonly performed by Enterprise Cloud organizations. In each use
case, a description of the use case is followed by a presentation, in order, of the procedures from later sections in
the Programmer's Guide necessary to complete the use case.

6.1.1 Create a Web Server and Expose It Publicly
One of the most common uses of the Enterprise Cloud is for organizations to create a Web server or Web-based
applications and expose it to traffic from the public Internet.
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1. Create a virtual machine using one of the procedures below. When creating the virtual machine, the
network chosen for the virtual machine must be a network in the demilitarized zone.

e To create from a template, use 6.5.3 Create a Server from a Template.
e To copy an existing virtual machine, use 6.5.5 Create a Server by Customizable Copy.
e Toimport a virtual machine for the catalog, use 6.5.4 Create a Server from a Catalog Item.

2. Create an Internet service to listen for the protocol on the port for the application. Use 6.10.1 Create an
Internet Service.

3. Create a node service to bind the new virtual machine to the Internet service. Use 6.11.1 Create a Node
Service on an Internet Service.

Return to 6.1 Common High Level Use Cases.
Return to 6 Application Programming Interface Programmer’s Guide.

6.1.2 Create an Application Server or Database Server with Access Restricted to Specific Web Servers
Often a Web-based application must make reference to private information for which exposure to the public
Internet is undesirable. That information is made available on an application server or database server behind the
firewall on the internal network. The firewall must be informed to permit traffic between each Web server
providing the Web-based application and the application server or database server while excluding all other traffic.

1. Create a virtual machine using one of the procedures below. When creating the virtual machine, the
network chosen for the virtual machine must be a network on the internal side of the firewall.

e To create from a template, use 6.5.3 Create a Server from a Template.
e To copy an existing virtual machine, use 6.5.5 Create a Server by Customizable Copy.
e To import a virtual machine for the catalog, use 6.5.4 Create a Server from a Catalog Item.

2. Create a firewall rule to permit traffic from each Web server, which provides the Web-based application
from the DMZ, to the new virtual machine. Use 6.12.2 Create a Custom Firewall Rule.

Return to 6.1 Common High Level Use Cases.
Return to 6 Application Programming Interface Programmer’s Guide.

6.1.3 Create a Linux Virtual Machine That Can Only Be Accessed Using an SSH Key

For security, virtual machines with a Linux operating system created from a template provide initial access to the
guest operating system only through secure shell, which requires a key as the user credential. The SSH key is
injected into the guest operating system when the virtual machine is created. The SSH key may be an existing key
or a new key may be created.
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1. Obtain the href to the desired SSH key, which must be supplied to the virtual machine when creating a
Linux virtual machine. Use one of the procedures below.

e To provide an existing SSH key, use 6.18.1 Retrieve All SSH Keys for an Organization to retrieve
the available SSH keys.
e To provide a new SSH key, use 6.18.3 Create a New SSH Key to create a new SSH key.

2. Create a virtual machine from a Linux template; supply the SSH key from step 1. Use 6.5.3 Create a Server
from a Template.

Return to 6.1 Common High Level Use Cases.
Return to 6 Application Programming Interface Programmer’s Guide.

6.1.4 OpenaDMZ network to an INT network or vice versa

Occasionally it is necessary for the virtual machines on an internal network, which is a network behind the firewall,
to have unrestricted access to the virtual machines in the DMZ or the reverse. The firewall must be informed to
permit traffic such traffic. When defining the rule, directionality is important, that is, the rule permits traffic to
originate from the source network to the destination network but not the reverse.

1. Create a firewall rule to permit traffic from the source network to the destination network. Use 6.12.2
Create a Custom Firewall Rule.

Return to 6.1 Common High Level Use Cases.
Return to 6 Application Programming Interface Programmer’s Guide.

6.1.5 Increase your Compute Resources without Buying More

The Enterprise Cloud’s Dynamic Capacity Management feature allows you to automatically deal with unforeseen
spikes in usage by enabling “burst mode” access to a pool of additional resources, available on a metered basis.
Burst mode is available for both processor and memory resources. Bursting is not available to trial customers.

The ability to burst must be set for each compute pool by the account manager for the organization. Once the
ability to burst is set for a compute pool, bursting may be enabled or disabled at any time. Enabling burst mode
does not, itself, incur additional expense. However, use of the additional capacity does. Therefore, burst mode is
typically enabled only when business conditions warrant its use.

1. e To enable processor burst mode, use 6.3.3 Enable Processor Burst Mode.
e To enable memory burst mode, use 6.3.4 Enable Memory Burst Mode.
e To disable processor burst mode, use 6.3.5 Disable Processor Burst Mode.
e To disable memory burst mode, use 6.3.6 Disable Memory Burst Mode.

Return to 6.1 Common High Level Use Cases.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.1.6 Restrict Access to my Virtual IP Address

Often a Web-based application is designed for a limited audience. Exposure to the entire public Internet is not
desirable. With trusted network groups, access to an Internet service may be restricted to a limited subset of all
Internet addresses. A trusted network group may be one or more individual hosts, one or more networks, or a
combination of both hosts and networks.

1. If the Trusted Network Group has not been created, use 6.13.2 Create a Trusted Network Group to create
the Trusted Network Group

2. Add the Trusted Network Group as the only source to the Internet service, use 6.10.2 Edit an Internet
Service.

Return to 6.1 Common High Level Use Cases.
Return to 6 Application Programming Interface Programmer’s Guide.

6.1.7 Configure Sorry Pages or Redirect Users to an Offline Service Using Backup Virtual IP Addresses
Web-based applications are not immune to difficulties and when difficulties arise, two responses are available
within Enterprise Cloud. For HTTP services, a redirect URL may be assigned to the Internet service. Should the
service become unavailable, the load balancer passes the redirect URL to the client where a "sorry page," or any
other solution, can be presented to the browser. For all services, a backup Internet service may be defined and
assigned to the Internet service. Should the main Internet service become unavailable, the load balancer
automatically substitutes the backup Internet service. When the Internet service becomes available again, the load
balancer restores the Internet service to the application and returns the backup Internet service to backup status.

1. If the Internet service uses HTTP as the protocol, add a redirect URL to the Internet service; use 6.10.2
Edit an Internet Service.

2. For all protocols, a backup Internet service may be created.

e Create the backup Internet service; use 6.10.4 Create a Backup Internet Service.
e Add one or more node services to the backup Internet service; use 6.11.2 Create a Node Service
on a Backup Internet Service.

3.  Add the backup Internet service to the Internet service; use 6.10.2 Edit an Internet Service.

Return to 6.1 Common High Level Use Cases.
Return to 6 Application Programming Interface Programmer’s Guide.

6.1.8 Create a Path for Outbound Traffic Originating from an Application

Not every cloud application originates outbound traffic, as opposed to more typical replies to inbound traffic. For
applications that do, the Enterprise Cloud has a default network Reverse Network Address Translation (RNAT)
assigned to the first public IP created for the environment. That means that for every environment, should an
organization's application originate outbound traffic, that traffic is sent to the default network RNAT and on to the

public Internet.
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Sometimes, an application may originate higher volumes of outbound traffic and could impact the bandwidth on
the first public IP address. The organization may activate a new public IP address, opening a new avenue for
bandwidth. The network on which the chatty application resides may then have its network RNAT assigned to the
new public IP address, thus relieving the first public IP address of the additional traffic. Alternatively, just the host,
or hosts, on which the chatty application resides may have device RNATSs assigned to the new public IP address. A
device RNAT narrowly targets just that device with high outbound traffic and assigns their traffic to the new public
IP address.

1. Activate a new public IP address; use 6.8.1 Activate a Public IP.
2. Create a reverse network address translation:

e If the entire DMZ network is to be associated with the new public IP address, use 6.9.1 Edit a
Network RNAT Association.

e If only a specific network host, or hosts, is to be associated with the new public IP address, use
6.9.2 Create a Device RNAT Association.

Return to 6.1 Common High Level Use Cases.
Return to 6 Application Programming Interface Programmer’s Guide.

6.1.9 Alter Load Balancer Default Monitoring Behavior Using Loopback Monitoring
The load balancers always monitor the Internet services. Available monitors are:

e ECV - Extended Content Verification, an HTTP GET is sent and the response scanned for specific content.
e HTTP —an HTTP HEAD is sent and specific HTTP response codes expected.

e Ping —an ICMP echo request is sent and an echo reply expected.

e Default —a TCPSYN message is sent and a SYN-ACK expected.

The default monitor is a relatively lightweight monitor with regards to resource usage. However, sometimes that
may be more than desired. The Enterprise Cloud also supports a loopback monitor. A loopback monitor
periodically probes its loopback address with an ICMP echo request and expects an echo reply. This monitor does
not probe the servers on the Internet service and therefore does not ensure the availability of the service.
Resource consumption, however, is minimized.

1. Create a loopback monitor on the Internet service. Use 6.10.11 Create a Loopback Monitor.

Return to 6.1 Common High Level Use Cases.
Return to 6 Application Programming Interface Programmer’s Guide.

6.1.10 Organize Your Virtual Machines by Creating Rows and Groups and Moving Them

As organizations grow their commitment to the cloud, the number of servers may make the logical structure of
their environment difficult to remember. Organizations may organize their devices (both physical and virtual) into
rows and groups so the environment can be surveyed easily visually and logically. Rows and groups help to logically
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view similar servers together. Each environment has one or more rows. Each row has one or more groups. Each

group has one or more devices. Rows and groups have no physical representation; the organization defines what

each row and group represents. Rows and groups may be moved around on the layout view and devices may be

moved between groups.

1.

o

Create a row:

On an environment layout, use 6.4.4 Create a New Row on an Environment Layout.
On a compute pool layout, use 6.4.5 Create a New Row on a Compute Pool Layout.

Create a group:

On an environment layout, use 6.4.6 Create a New Group on an Environment Layout.
On a compute pool layout, use 6.4.7 Create a New Group on a Compute Pool Layout.

Note: A new row may also be created when creating a group.

Move a row:

Up on an environment layout, use 6.4.10 Move a Row Up on an Environment Layout.
Up on a compute pool layout, use 6.4.11 Move a Row Up on a Compute Pool Layout.
Down on an environment layout, use 6.4.12 Move a Row Down on an Environment Layout.
Down on a compute pool layout, use 6.4.13 Move a Row Down on a Compute Pool Layout.

Move a group:

Left, and up if at the beginning of a row, on an environment layout, use 6.4.16 Order a Group
Higher on an Environment Layout.

Left, and up if at the beginning of a row, on a compute pool layout, use 6.4.17 Order a Group
Higher on a Compute Pool Layout.

Right, and down if at the end of a row, on an environment layout, use 6.4.18 Order a Group Lower
on an Environment Layout.

Right, and down if at the end of a row, on a compute pool layout, use 6.4.19 Order a Group Lower
on a Compute Pool Layout.

Move a virtual machine:

On an environment layout, use 6.4.20 Move a Virtual Machine on an Environment Layout.
On a compute pool layout, use 6.4.21 Move a Virtual Machine on a Compute Pool Layout.

Move a physical device on an environment layout:

A physical server, use 6.4.22 Move a Physical Server on an Environment Layout.
A physical router, use 6.4.23 Move a Physical Router on an Environment Layout.
A high availability router, use 6.4.24 Move a High Availability Router on an Environment Layout.
A storage device, use 6.4.25 Move a Storage Device on an Environment Layout.

Return to 6.1 Common High Level Use Cases.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.1.11 Migrate a Virtual Machine from Anywhere into Enterprise Cloud

Organizations may move their workloads from external environments into Enterprise Cloud. Perhaps the
organization has a server currently defined internally that they wish to migrate to Enterprise Cloud or perhaps they
wish to build the service in a controlled environment before deploying. When the virtual machine is ready, the
organization uploads the virtual machine files to a catalog item within their catalog. They may then import that
catalog item into their environment repeatedly from their catalog. When a catalog item is no longer needed, the
organization may remove the catalog item to free storage space for new catalog items.

An Open Virtualization Format (OVF) file describes the virtual machine: required virtual disks and required virtual
hardware configuration, including CPU, memory, networking, and storage. The Virtual Machine DisK (VMDK) is a

file that encodes a single virtual disk from a single virtual machine. The OVF file and all the described VMDK files

form the virtual machine and the VM Upload catalog item. To create an OVF file, see: Creating OVF Packages.

Add the virtual machine to the catalog; use 6.19.6 Add a Catalog Item to an Organization.

Find an IP address to assign the new virtual machine; use 6.7.10 Retrieve IP Address Usage.

1

2

3. Reserve an IP address for the new virtual machine; use 6.7.11 Reserve an IP Address.

4. Import the virtual machine into a compute pool; use 6.5.4 Create a Server from a Catalog Item.
5

Assign the IP address to the virtual machine; use 6.5.23 Manage IP Addresses on a Virtual Machine in a
Compute Pool.

o

Power on the virtual machine; use 6.5.25 Power On a Virtual Machine in a Compute Pool.

7. Mount the VMware Tools virtual CD; use 6.5.33 Mount VMware Tools on a Virtual Machine in a Compute
Pool.

8. Install VMware Tools by running a script that redirects its output to a disk file; use 6.5.35 Install VMware
Tools on a Virtual Machine in a Compute Pool.

Note: For Linux virtual machines, the script should also provision an IP address.

Return to 6.1 Common High Level Use Cases.

Return to 6 Application Programming Interface Programmer’s Guide.

6.2 Preparation
6.2.1 Validate Required Header Field VAlIUES ........cooiciiiei ittt et e et e e s e e e 61

6.2.2 Enter the Application Programming INTEIrface ........oooccviiiieciiie ettt 61

Advance to 6.3 Resources.
The authentication model requires a date and version. Appropriate values may be obtained anonymously.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.2.1 Validate Required Header Field Values
The first task is to validate two required header fields. As described in 5.7 Date and 5.8 Version, the header of
every call, other than the two in this procedure, must carry the time and version.

The time must be near that of the service and is configurable. Currently, the request time must be neither earlier
than 5 minutes before server time nor later than 5 minutes after server time or a 403 FORBIDDEN response is
returned. Users of the APl should request current server time using the Get Time call, calculate the time difference
between the local computer clock and the Enterprise Cloud clock, and adjust the time stamp in all messages in the
session accordingly.

Inactive versions will not be accepted. Deprecated versions will be accepted for a limited time to permit migrating
to an active version. Use of an invalid version, including retired versions, will result in a 403 FORBIDDEN response.

1. Get Time: Retrieve the server time. This call is made anonymously.

Inspect server time and, if necessary, adjust the time by the difference before use in the bate header field
in calls.

2. Get Versions: Retrieve active versions. This call is made anonymously.

If the version used has become deprecated, notification should be issued to the responsible party to
prepare to migrate to a newer version. Additionally, when a version becomes deprecated the
x-tmrk-deprecated header field is set to true in each response to calls made in a deprecated version.

Return to 6.2 Preparation.
Return to 6 Application Programming Interface Programmer’s Guide.

6.2.2 Enterthe Application Programming Interface
The Get Organizations call is the entry point for the API. The call returns links and references, directly or indirectly,
to all other branches of the API.

1. Get Organizations: Retrieve information regarding the organization.
Under <Organization> for the desired organization may be found links and actions to the entire API.

Return to 6.2 Preparation.

Return to 6 Application Programming Interface Programmer’s Guide.

6.3 Resources

6.3.1 Retrieve Summary Utilization for an ENVIironNmMent ..........ooocviiiiiii e 62
6.3.2 Retrieve Summary Utilization for a Compute POOI ..........coociiiiiiiiiiieccee ettt 63
6.3.3 (o] o] (N o o Yol T oYl 2 U Ty Y, o Yo [T SRR 63
6.3.4 Enable Memory BUrSt IMIOOE .....ccoooeieiiiiiiee ettt ettt e e e e et ee e e e e e e e e anbe e e e e e e e sesnnnnbtnaneeeeesnnnnes 64
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6.3.5 Disable Processor BUISt IMOTE..........eiiiiiiiriirieeieeeeie ettt ettt s sttt sbe e bt s e teenne e 65
6.3.6 Disable Memory BUISt IMOE........uuiiiiiiiie ettt e e et e e s a e e e sntaeeesnbaeeesnnseeaen 66
6.3.7 Retrieve STorage UsSage Detail.....c.uuiiiiciiiiiiciiie ettt e e s stae e e st ae e e sneaee e s nsreee s 67
6.3.8 Retrieve Detached DiSKS .......c.ei ittt ettt ettt sttt et e s b e e sabeesabeessateesaneeesaneens 67
6.3.9 ReName @ Detached DisK........c.oeuieiiiiieieeieeeee ettt st sttt st s nee e 67
6.3.10  Delete @ Detached DisK.......cceeieiriiriiiieeieeieesiee sttt sttt ettt e sbe e st b e e b e nnees 68
6.3.11  Retrieve Tasks for a Detached Disk .........cceoiiiiiiiiiniie e 69
6.3.12  Retry a Failed Detach Disk Operation.........coccuiiiieiiieiiiiiee sttt abee e s s 70
6.3.13  Retry a Failed Attach Disk Operation.........cciccuiiiiiiiiiee et ree e e e e e ree e e s e e e e snbee e e s nres 71
6.3.14  RetriEVE PrOCESSOr USAEE .. .uuuuiiiiiieiiiiiiiiiititee et e eeiiiittt e e e e e s sstbbteteeeessssaatbeteeeeessssssssbtaaeesesssassssnaaeeeesenns 72
6.3.15  Retrieve Processor Usage Detail for an INterval........ccoccveeeeciiii ettt e 72
6.3.16  RetrieVe MEMOIY USQEE ... e s annnn 73
6.3.17  Retrieve Memory Usage Detail for an INterval..........cooocuieei it 74
6.3.18  Retrieve Daily Processor Performance STatistiCS.......uiuiiiiiiiiieiiiiiee et esree e 74
6.3.19  Retrieve Hourly Processor Performance StatiStiCS .....iuuuuiiiiiiiieiiiiiieecciies et 75
6.3.20  Retrieve Daily Memory Performance StatistiCS......cccciiiiieiiiiiieiiiee e 76
6.3.21  Retrieve Hourly Memory Performance StatiStiCS.......ccuiiiiiieiiiiie et et e e e e 76
(o T A A oY TV N [T o o 11y o VAU 77
6.3.23  Retrieve @ SPECIH IO AIBIT ..o e e st e e e s te e e e s bt e e e e s abe e e e e nbaeeeearees 77
6.3.24  Retrieve the Readings for a Specified AlBrt........ooo i 78
6.3.25  RetrieVe TasSK HISTOIY .ociiuiiiiiiiiie ettt e st e e e st e e e st e e e e st te e e e e abaeeessbaeesensbaeeesnrens 78

Advance to 6.4 Layout.
Resources provide access to information regarding resource utilization and to control burst mode.
Return to 6 Application Programming Interface Programmer’s Guide.

6.3.1 Retrieve Summary Utilization for an Environment
A quick overview of resource utilization may be obtained for compute pools in an environment.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of computePoolResourceSummary; type=collection. Use the href to
retrieve the resource summary in step 3.

3. Get Resources Summary List: Retrieve summary information regarding resource utilization in all the
compute pools in the environment.

Return to 6.3 Resources.
Return to 6 Application Programming Interface Programmer’s Guide.

6.3.2 Retrieve Summary Utilization for a Compute Pool
A quick overview of resource utilization may be obtained for a compute pool.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of computePoolResourceSummary. Use the href to retrieve the resource
summary in step 4.

4. Get Resources Summary: Retrieve summary information regarding resource utilization in the compute
pool.

Return to 6.3 Resources.
Return to 6 Application Programming Interface Programmer’s Guide.

6.3.3 Enable Processor Burst Mode

Burst mode permits a compute pool to temporarily exceed its subscribed processor level. Enabling burst mode
does not, itself, incur additional expense. However, use of the additional capacity does. Therefore, processor burst
mode is often only enabled when business conditions warrant its use.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if
CPU burst is already enabled or if the organization has not subscribed to bursting.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

e Under <CpuBurst>,
e Select the <Action> with a name of enableCpuBurst. Use the href to enable processor burst mode
in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Resources Enable Burst Processor: Enable processor burst mode in the compute pool.

Select the <Task> in the response with an <Operation> value of Enable Processor Burst. Use the href to
poll the task in step 5.

5. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.3 Resources.
Return to 6 Application Programming Interface Programmer’s Guide.

6.3.4 Enable Memory Burst Mode

Burst mode permits a compute pool to temporarily exceed its subscribed memory level. Enabling burst mode does
not, itself, incur additional expense. However, use of the additional capacity does. Therefore, memory burst mode
is often only enabled when business conditions warrant its use.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if
memory burst is already enabled or if the organization has not subscribed to bursting.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.
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3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

e Under <MemoryBurst>,
e Select the <Action> with a name of enableMemoryBurst. Use the href to enable processor burst
mode in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Resources Enable Burst Memory: Enable memory burst mode in the compute pool.

Select the <Task> in the response with an <Operation> value of Enable Memory Burst. Use the href to poll
the task in step 5.

5. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.3 Resources.

Return to 6 Application Programming Interface Programmer’s Guide.

6.3.5 Disable Processor Burst Mode

Burst mode permits a compute pool to temporarily exceed its subscribed processor level. Enabling burst mode
does not, itself, incur additional expense. However, use of the additional capacity does. Therefore, processor burst
mode is often disabled when business conditions do not warrant its use.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if
CPU burst is already disabled or if the organization has not subscribed to bursting.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

e Under <CpuBurst>,
e Select the <Action> with a name of disableCpuBurst. Use the href to disable processor burst mode
in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.
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4. Action Resources Disable Burst Processor: Disable processor burst mode in the compute pool.

Select the <Task> in the response with an <Operation> value of Disable Processor Burst. Use the href to
poll the task in step 5.

5. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.3 Resources.
Return to 6 Application Programming Interface Programmer’s Guide.

6.3.6 Disable Memory Burst Mode

Burst mode permits a compute pool to temporarily exceed its subscribed memory level. Enabling burst mode does
not, itself, incur additional expense. However, use of the additional capacity does. Therefore, memory burst mode
is often disabled when business conditions do not warrant its use.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if
memory burst is already disabled or if the organization has not subscribed to bursting.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

e Under <MemoryBurst>,
e Select the <Action> with a name of disableMemoryBurst. Use the href to disable processor burst
mode in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Resources Disable Burst Memory: Disable memory burst mode in the compute pool.

Select the <Task> in the response with an <Operation> value of bisable Memory Burst. Use the href to
poll the task in step 5.

5. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.3 Resources.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.3.7 Retrieve Storage Usage Detail
Retrieve storage usage detail for active virtual machines and detached disks in a compute pool. Response includes
storage usage of every active virtual machine and a list of all available detached disks.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of computePoolStorageUsageDetail. Use the href to retrieve the storage
usage in step 4.

4. Get Resources Usage Storage: Retrieve storage usage in the compute pool.

Return to 6.3 Resources.
Return to 6 Application Programming Interface Programmer’s Guide.

6.3.8 Retrieve Detached Disks
Retrieve detached disks in a compute pool.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of detachedDisk; type=collection. Use the href to retrieve the detached
disks in step 4.

4. Get Detached Disks: Retrieve detached disks in the compute pool.

Return to 6.3 Resources.

Return to 6 Application Programming Interface Programmer’s Guide.

6.3.9 Rename a Detached Disk
A detached disk in a compute pool may be renamed or the description changed.
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Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if a
task is queued or running against the detached disk: another rename, detach, attach, or remove operation is in
progress or the detached disk is in a retry state.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of detachedDisk; type=collection. Use the href to retrieve the detached
disks in step 4.

4. Get Detached Disks: Retrieve detached disks in the compute pool.

e Under <DetachedDisk> where the name is that of the desired detached disk,
e Select the <Link> with the name of edit. Use the href to modify the detached disk in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Detached Disks Edit: Create the appropriate body for the call and submit to modify the detached
disk in the compute pool.

Select the <Task> in the response with an <Operation> value of Rename Detached Virtual Disk. Use the
href to poll the task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.3 Resources.
Return to 6 Application Programming Interface Programmer’s Guide.

6.3.10 Delete a Detached Disk
A detached disk may be removed from a compute pool.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if a
task is queued or running against the detached disk: another rename, detach, attach, or remove operation is in
progress or the detached disk is in a retry state.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of detachedDisk; type=collection. Use the href to retrieve the detached
disks in step 4.

4. Get Detached Disks: Retrieve detached disks in the compute pool.

e Under <DetachedDisk> where the name is that of the desired detached disk,
e Select the <Link> with the name of remove. Use the href to remove the detached disk in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Detached Disks Remove: Remove the detached disk from the compute pool.

Select the <Task> in the response with an <Operation> value of Rename Detached Virtual Disk. Use the
href to poll the task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.3 Resources.
Return to 6 Application Programming Interface Programmer’s Guide.

6.3.11 Retrieve Tasks for a Detached Disk
Retrieve the tasks for a specified detached disk. Tasks present a history of changes to the detached disk and are
retained for a year.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.
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3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of detachedDisk; type=collection. Use the href to retrieve the detached
disks in step 4.

4. Get Detached Disks: Retrieve detached disks in the compute pool.
Select <Tasks>. Use the href to retrieve tasks for the specified detached disk in step 5.
5. Get Tasks by Detached Disk: Retrieve the tasks for the specified detached disk.

Return to 6.3 Resources.
Return to 6 Application Programming Interface Programmer’s Guide.

6.3.12 Retry a Failed Detach Disk Operation
Occasionally, a detach disk operation will fail. Such failed operations may be retried. If the retry is unsuccessful, call
your support center for assistance.

Note: In step 6, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2.  Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of detachedDisk; type=collection. Use the href to retrieve the detached
disks in step 4.

4. Get Detached Disks: Retrieve detached disks in the compute pool.

Select the <DetachedDisk> where the value of <Status> is DetachInProgress and the first <Task> has an
<Operation> of Detach Vvirtual Disk and a <Status> of Error. Use the href to retrieve the detached disk
in step 5.

5. Get Detached Disks by ID: Retrieve the specified detached disk in the compute pool.

Select <PendingRetryOperation>. Use the href to retrieve the pending retry operation in step 6.
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6. Get Retry Operations Detach Disk by Detached Disk: Retrieve the pending retry operation.

Select the <Action> with a name of retryoperation. Use the href to retry the pending retry operation in
step 7.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

7. Action Retry Operations Detach Disk by Detached Disk: Retry the pending retry operation.

Select the <Task> in the response with an <Operation> value of Detach Virtual Disk. Use the href to poll
the task in step 8.

8. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.3 Resources.
Return to 6 Application Programming Interface Programmer’s Guide.

6.3.13 Retry a Failed Attach Disk Operation
Occasionally, an attach disk operation will fail. Such failed operations may be retried. If the retry is unsuccessful,
call your support center for assistance.

Note: In step 6, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of detachedDisk; type=collection. Use the href to retrieve the detached
disks in step 4.

4. Get Detached Disks: Retrieve detached disks in the compute pool.

Select the <DetachedDisk> where the value of <Status> is AttachInProgress and the first <Task> has an
<Operation> of Attach Virtual Disk and a <Status> of Error. Use the href to retrieve the detached disk
in step 5.

5. Get Detached Disks by ID: Retrieve the specified detached disk in the compute pool.

Select <PendingRetryOperation>. Use the href to retrieve the pending retry operation in step 6.

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 71



e
v terremark

a Verizon Company

6. Get Retry Operations Attach Disk by Detached Disk: Retrieve the pending retry operation.

Select the <Action> with a name of retryoperation. Use the href to retry the pending retry operation in
step 7.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

7. Action Retry Operations Attach Disk by Detached Disk: Retry the pending retry operation.

Select the <Task> in the response with an <Operation> value of Attach Virtual Disk. Use the href to poll
the task in step 8.

8. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.3 Resources.

Return to 6 Application Programming Interface Programmer’s Guide.

6.3.14 Retrieve Processor Usage

Retrieve processor usage in a compute pool at five minute intervals for the 24 hours ending one hour prior to the
current time, rounded later. For example, if current time is 11:22 then the start time is 10:25 yesterday and the
end time is 10:25 today.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of computePoolCpuUsage. Use the href to retrieve the processor usage in
step 4.

4. Get Resources Usage Processor: Retrieve processor usage in the compute pool.

Return to 6.3 Resources.
Return to 6 Application Programming Interface Programmer’s Guide.

6.3.15 Retrieve Processor Usage Detail for an Interval

Retrieve processor usage in a compute pool for a specified five minute time interval within the 24 hours ending
one hour prior to the current time, rounded later For example, if current time is 11:22 then the start time is 10:25
yesterday and the end time is 10:25 today. The response includes usage of every virtual machine during the
interval.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of computePoolCpuUsage. Use the href to retrieve the processor usage in
step 4.

4. Get Resources Usage Processor: Retrieves processor usage in the compute pool.

a. Select the <Time> with a time value closest to the desired time.

b. Select the <Link> with the type of computePoolCpuUsageDetail. Use the href to retrieve the
processor usage detail in step 5; replace {time} in the query part on the href with the selected
<Time> from step 4a.

5. Get Resources Usage Processor Detail: Retrieve the processor usage for the desired time interval in the
compute pool I.

Return to 6.3 Resources.
Return to 6 Application Programming Interface Programmer’s Guide.

6.3.16 Retrieve Memory Usage

Retrieve memory usage in a compute pool at five minute intervals for the 24 hours ending one hour prior to the
current time, rounded later. For example, if current time is 11:22 then the start time is 10:25 yesterday and the
end time is 10:25 today.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of computePoolMemoryUsage. Use the href to retrieve the memory usage in
step 4.

4. Get Resources Usage Memory: Retrieve memory usage in the compute pool.

Return to 6.3 Resources.
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Return to 6 Application Programming Interface Programmer’s Guide.

6.3.17 Retrieve Memory Usage Detail for an Interval

Retrieve memory usage in a compute pool for a specified five minute time interval within the 24 hours ending one
hour prior to the current time, rounded later. For example, if current time is 11:22 then the start time is 10:25
yesterday and the end time is 10:25 today. The response includes usage of every virtual machine during the
interval.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of computePoolMemoryUsage. Use the href to retrieve the memory usage in
step 4.

4. Get Resources Usage Memory: Retrieves memory usage in the compute pool.

a. Select the <Time> with a time value closest to the desired time.

b. Select the <Link> with the type of computePoolMemoryUsageDetail. Use the href to retrieve the
memory usage detail in step 5; replace {time} in the query part on the href with the selected
<Time> from step 4a.

5. Get Resources Usage Memory Detail: Retrieve the memory usage for the desired time interval in the
compute pool.

Return to 6.3 Resources.
Return to 6 Application Programming Interface Programmer’s Guide.

6.3.18 Retrieve Daily Processor Performance Statistics
Retrieve processor performance statistics, processor usage by virtual machine in a compute pool, for the period
requested aggregated across each day.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of performancestatistics. Use the href to retrieve the performance
statistics in step 4.

4. Get Resources Performance Statistics: Retrieve information regarding performance statistics.

e Under <Daily>,

e Select <Cpu>. Use the href to retrieve the daily processor performance statistics in step 5. If a
customer time period is needed, add the query part to the href with the desired start and end
times.

5. Get Resources Performance Statistics Processor Daily: Retrieve the daily processor performance
statistics for the desired time interval in the compute pool.

Return to 6.3 Resources.
Return to 6 Application Programming Interface Programmer’s Guide.

6.3.19 Retrieve Hourly Processor Performance Statistics
Retrieve processor performance statistics, processor usage by virtual machine in a compute pool, for the period
requested aggregated across each hour.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of performanceStatistics. Use the href to retrieve the performance
statistics in step 4.

4. Get Resources Performance Statistics: Retrieve information regarding performance statistics.

e Under <Hourly>,

e Select <Cpu>. Use the href to retrieve the hourly processor performance statistics in step 5. If a
customer time period is needed, add the query part to the href with the desired start and end
times.

5. Get Resources Performance Statistics Processor Hourly: Retrieve the hourly processor performance
statistics for the desired time interval in the compute pool.
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Return to 6.3 Resources.
Return to 6 Application Programming Interface Programmer’s Guide.

6.3.20 Retrieve Daily Memory Performance Statistics
Retrieve memory performance statistics, memory usage by virtual machine in a compute pool, for the period
requested aggregated across each day.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to call the desired compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of performancestatistics. Use the href to retrieve the performance
statistics in step 4.

4. Get Resources Performance Statistics: Retrieve information regarding performance statistics.

e Under <Daily>,

e Select <Memory>. Use the href to retrieve the daily memory performance statistics in step 5. If a
customer time period is needed, add the query part to the href with the desired start and end
times.

5. Get Resources Performance Statistics Memory Daily: Retrieve the daily memory performance statistics
for the desired time interval in the compute pool.

Return to 6.3 Resources.
Return to 6 Application Programming Interface Programmer’s Guide.

6.3.21 Retrieve Hourly Memory Performance Statistics
Retrieve memory performance statistics, memory usage by virtual machine in a compute pool, for the period
requested aggregated across each hour.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to call the desired compute pool in
step 3.

Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of performancestatistics. Use the href to retrieve the performance
statistics in step 4.

Get Resources Performance Statistics: Retrieve information regarding performance statistics.

e Under <Daily>,

e Select <Memory>. Use the href to retrieve the hourly memory performance statistics in step 5. If
a customer time period is needed, add the query part to the href with the desired start and end
times.

Get Resources Performance Statistics Memory Hourly: Retrieve the hourly memory performance
statistics for the desired time interval in the compute pool.

Return to 6.3 Resources.

Return to 6 Application Programming Interface Programmer’s Guide.

6.3.22 Retrieve Alert History
Retrieve the alerts in an organization. Alerts present a history of specific behaviors in an organization demanding
attention. The procedure may include optional query parameters to limit or sort the response.

1.

2.

Get Organizations: Retrieve information regarding the organization.
Select the <Link> with a type of alertLog. Use the href to retrieve the tasks in step 2.

Get Alerts Log: Attach query parameters, if desired, and retrieve the alerts in the organization.

Return to 6.3 Resources.

Return to 6 Application Programming Interface Programmer’s Guide.

6.3.23 Retrieve a Specified Alert
Retrieve a specified alert in an organization. Alerts present a history of specific behaviors in an organization

demanding attention and this call retrieves a single desired alert.

1.

3.

Get Organizations: Retrieve information regarding the organization.

Select the <Link> with a type of alertLog. Use the href to retrieve the tasks in step 2.

Get Alerts Log: Attach query parameters, if desired, and retrieve the alerts in the organization.
Select the <Alert> for the desired alert. Use the href to retrieve the tasks in step 3.

Get Alerts Log by ID: Retrieve the specified alert in the organization.

Return to 6.3 Resources.
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Return to 6 Application Programming Interface Programmer’s Guide.

6.3.24 Retrieve the Readings for a Specified Alert

Retrieve the readings taken for or during a specified alert in an organization. Alerts present a history of specific
behaviors, crossing a threshold, in an organization demanding attention. This procedure retrieves the readings for
a desired alert. The procedure may include optional query parameters to limit or sort the response.

1. Get Organizations: Retrieve information regarding the organization.
Select the <Link> with a type of alertLog. Use the href to retrieve the tasks in step 2.
2. Get Alerts Log: Attach query parameters, if desired, and retrieve the alerts in the organization.

e Under the <Alert> for the desired alert,
e Select the <Link> with a type of alertEvent; type=collection. Use the href to retrieve the tasks
in step 3.

3. Get Alerts Log Events: Attach query parameters, if desired, and retrieve the readings for a specified alert
in the organization.

Return to 6.3 Resources.

Return to 6 Application Programming Interface Programmer’s Guide.

6.3.25 Retrieve Task History
Retrieve the tasks in an environment. Tasks present a history of changes to the environment and are retained for a

year. The call may include optional query parameters to limit or sort the response.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.
Select the <Link> with a type of task; type=collection. Use the href to retrieve the tasks in step 3.
3. Get Tasks: Attach query parameters, if desired, and retrieve the tasks in the environment.

Return to 6.3 Resources.

Return to 6 Application Programming Interface Programmer’s Guide.

6.4 Layout
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6.4.4 Create a New Row on an Environment LayOut.........cooooiiiiiiii e, 81
6.4.5 Create a New Row on @ Compute POOI LaYOUL......cccuuiiiiiiiiei ittt e s e 82
6.4.6 Create a New Group on an ENVIronNmMeNnt LayOUL.........cceiiiiiiiiiiiieiieee it ce e e e sireeeee e e 82
6.4.7 Create a New Group on a Compute POOI LayOuUL.......ccciiiiiiiiiiiiie et sseee s e 83
6.4.8 Rename a ROW 0N an ENVIrONMENT LAYOUL .....cuiviiiiiiiiiiiiiriiiiiieieereereseeeeeeeeeseeeseseseseresesesereeereremerememmm 84
6.4.9 Rename a Row on @ ComMPULE POOI LAYOUL .....ccccuiiiiiiiiiie ettt et e e s atae e e e aaae e e e naraeee s 85
6.4.10 Move a Row Up 0n an ENVIroNMENT LAYOUL.......uuuuic s s 85
6.4.11  Move a Row Up on a Compute POOI LaYOUL......coiviiiiiiiiiieecciieec ettt ee e e 86
6.4.12  Move a Row Down on an Environment LayOUL.........ccoeiiiiiiiiiiiiiiieiiieriirteee et ee e e s siereeeeee e 87
6.4.13  Move a Row Down on @ Compute POOI LaYOUL.......uuiiiiiiiiiiciiiec ettt eeee e 87
6.4.14 Rename a Group on an ENVironNmeNnt LAYOUL ........euuiii s 88
6.4.15 Rename a Group on a COMPULE POOI LAYOUL ......cccuviiiiiiiiiiecciiee ettt e iree e e e e e e e 89
6.4.16  Order a Group Higher on an ENVironmMent LAYOUT ........ccuuiiieiiiiieiciieec et e e e e 89
6.4.17  Order a Group Higher on a Compute POOI LayOuUL .....ccccuiiiiiiiiiiiiiieecccee et 90
6.4.18  Order a Group Lower on an ENVironment LaYOUL ........cccuiiiiiiiiiee et esee e e e e e 91
6.4.19  Order a Group Lower on @ Compute POOI LaYOUL ......ccccuiiiiiiiiiieiiieee ettt 91
6.4.20 Move a Virtual Machine on an ENVironment LayOUL..........ccoccuiiiieiiiiee et e e e e 92
6.4.21  Move a Virtual Machine on a Compute POOI LaYOUL.........cccecuiiiiiiiiiee ettt 93
6.4.22  Move a Physical Server on an ENVironmMent LayOUL .........eeiieiiiiiriiiieeecciiee e esee st e s e 94
6.4.23  Move a Physical Router on an ENVironmMent LayOUL..........eeiiiiiiiiiiiieeecciiee et eeee e e e e 96
6.4.24  Move a High Availability Router on an Environment Layout ........ccceeeieiiiieiniiiee e 97
6.4.25 Move a Storage Device on an ENvironmMent LayOuUL ..... ... s 98
6.4.26  Delete a Row from an ENVIiroNmMeNnt LAYOUL ........ccccuuiiieiiiiee et e eceee ettt e e itee e e e e e e arae e e e anes 99
6.4.27  Delete a Group from an ENvironNmMent LayOUL ..........ocoeiiiieiiiiiiie et ettt e et e e e e e e 100

Advance to 6.5 Devices: Virtual Machines.

Layout is a logical aggregation of virtual machines and physical devices defined by the organization. Layout is an
environment concept but visible from both the environment and the compute pool. From the environment, all
rows, groups, virtual machines, and physical devices are visible. From the compute pool, only a subset is visible. To
appear in a compute pool layout, virtual machines in the rows and groups must be allocated from the compute
pool. As physical devices are not allocated from the compute pool, they do not appear on compute pool layouts.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.4.1 Rename a Compute Pool
Rename a compute pool. The name of a compute pool may be changed after it is created.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.
Select the <Action> with the name of edit. Use the href to retrieve the compute pool edit in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Compute Pools Edit: Create the appropriate body for the call and submit to modify the compute
pool.

Return to 6.4 Layout.

Return to 6 Application Programming Interface Programmer’s Guide.

6.4.2 Retrieve the Environment Layout
Retrieve the layout for an environment. The environment layout includes both virtual machines and physical

devices.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of deviceLayout. Use the href to retrieve the layout of the environment in
step 3.

3. Get Layouts: Retrieve the layout for the environment.

Return to 6.4 Layout.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.4.3 Retrieve the Compute Pool Layout
Retrieve the layout for a compute pool. The compute pool layout includes only virtual machines.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool. In
step 3

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the compute pool
in step 4.

4. Get Layouts by Compute Pool: Retrieve the layout for the compute pool.

Return to 6.4 Layout.
Return to 6 Application Programming Interface Programmer’s Guide.

6.4.4 Create a New Row on an Environment Layout
Create a new row on an environment layout. A new row may be created on an environment layout or a compute
pool layout; the new row is visible across the entire environment.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the environment in
step 3.

3. Get Layouts: Retrieve the layout for that environment.
Select the <Action> with the name of createlLayoutRow. Use the href to create the new row in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Layout Rows Create: Create the appropriate body for the call and submit to create the new row in
the environment.
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Return to 6.4 Layout.
Return to 6 Application Programming Interface Programmer’s Guide.

6.4.5 Create a New Row on a Compute Pool Layout
Create a new row on a compute pool layout. A new row may be created on an environment layout or a compute
pool layout; the new row is visible across the entire environment.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of deviceLayout. Use the href to retrieve the layout of the compute pool
in step 4.

4. Get Layouts by Compute Pool: Retrieve the layout for that compute pool.
Select the <Action> with the name of createLayoutRow. Use the href to create the new row in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Layout Rows Create: Create the appropriate body for the call and submit to create the new row in
the environment.

Return to 6.4 Layout.
Return to 6 Application Programming Interface Programmer’s Guide.

6.4.6 Create a New Group on an Environment Layout
Create a new group in an existing row on an environment layout. A new group may be created in a row on an
environment layout or a compute pool layout; the new group is visible across the entire environment.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 82



e
v terremark

a Verizon Company

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of deviceLayout. Use the href to retrieve the layout of the environment in
step 3.

3. Get Layouts: Retrieve the layout for that environment.

To create a group in a new row, select the <Action> with the name of createLayoutGroup. Use the href to
create the new group in step 4.

To create a group in an existing row:

a. Select the <Row> in which the new group is desired. Use the <Row ...>, with attributes to create
the appropriate body in step 4.

b. e Under the <Row> selected in step 3a above,
e Select the <Action> with the type of createLayoutGroup. Use the href to create the new
group in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Layout Groups Create: Create the appropriate body for the call and submit to create the new
group in the environment.

Return to 6.4 Layout.

Return to 6 Application Programming Interface Programmer’s Guide.

6.4.7 Create a New Group on a Compute Pool Layout
Create a new group in an existing row on a compute pool layout. A new group may be created in a row on an
environment layout or a compute pool layout; the new group is visible across the entire environment.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.
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3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the compute pool
in step 4.

4. Get Layouts by Compute Pool: Retrieve the layout for that compute pool.

To create a group in a new row, select the <Action> with the name of createLayoutGroup. Use the href to
create the new group in step 5.

To create a group in an existing row:

a. Select the <Row> in which the new group is desired. Use the <Row ...>, with attributes to create
the appropriate body in step 5.

b. e Under the <Row> selected in step 4a above,
e Select the <Action> with the type of createLayoutGroup. Use the href to create the new
group in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Layout Groups Create: Create the appropriate body for the call and submit to create the new
group in the environment.

Return to 6.4 Layout.
Return to 6 Application Programming Interface Programmer’s Guide.

6.4.8 Rename a Row on an Environment Layout
Rename a row on an environment layout.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the environment in
step 3.

3. Get Layouts: Retrieve the layout for that environment.

e Under the <Row> for which a new name is desired,
e Select the <Action> with the name of edit. Use the href to modify the row in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.
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4. Action Layout Rows Edit: Create the appropriate body for the call and submit to modify the row in the
environment.

Return to 6.4 Layout.
Return to 6 Application Programming Interface Programmer’s Guide.

6.4.9 Rename a Row on a Compute Pool Layout
Rename a row on a compute pool layout.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the compute pool
in step 4.

4. Get Layouts by Compute Pool: Retrieve the layout for that compute pool.

e Under the <Row> for which a new name is desired,
e Select the <Action> with the name of edit. Use the href to modify the row in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Layout Rows Edit: Create the appropriate body for the call and submit to modify the row in the
environment.

Return to 6.4 Layout.
Return to 6 Application Programming Interface Programmer’s Guide.

6.4.120 Move a Row Up on an Environment Layout
Move a row up on an environment layout. A row may be moved up on an environment layout or a compute pool
layout; the change is visible across the entire environment. Move up decrements the index of the row.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of deviceLayout. Use the href to retrieve the layout of the environment in
step 3.

3. Get Layouts: Retrieve the layout for that environment.

e Under the <Row> for which movement is desired,
e Select the <Action> with the name of moveUp. Use the href to move the row in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Layout Rows Move Up: Move the row up on a layout.

Return to 6.4 Layout.
Return to 6 Application Programming Interface Programmer’s Guide.

6.4.11 Move a Row Up on a Compute Pool Layout
Move a row up on a compute pool layout. A row may be moved up on an environment layout or a compute pool
layout; the change is visible across the entire environment. Move up decrements the index of the row.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the compute pool
in step 4.
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4. Get Layouts by Compute Pool: Retrieve the layout for that compute pool.

e Under the <Row> for which movement is desired,
e Select the <Action> with the name of moveUp. Use the href to move the row in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Layout Rows Move Up: Move the row up on a layout in the environment.

Return to 6.4 Layout.

Return to 6 Application Programming Interface Programmer’s Guide.

6.4.12 Move a Row Down on an Environment Layout
Move a row down on an environment layout. A row may be moved down on an environment layout or a compute
pool layout; the change is visible across the entire environment. Move down increments the index of the row.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2.  Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the environment in
step 3.

3. Get Layouts: Retrieve the layout for that environment.

e Under the <Row> for which movement is desired,
e Select the <Action> with the name of moveDown. Use the href to move the row in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Layout Rows Move Down: Move the row down on a layout in the environment.

Return to 6.4 Layout.

Return to 6 Application Programming Interface Programmer’s Guide.

6.4.13 Move a Row Down on a Compute Pool Layout
Move a row down on a compute pool layout. A row may be moved down on an environment layout or a compute
pool layout; the change is visible across the entire environment. Move down increments the index of the row.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of deviceLayout. Use the href to retrieve the layout of the compute pool
in step 4.

4. Get Layouts by Compute Pool: Retrieve the layout for that compute pool.

e Under the <Row> for which movement is desired,
e Select the <Action> with the name of moveDown. Use the href to move the row in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Layout Rows Move Down: Move the row down on a layout in the environment.

Return to 6.4 Layout.
Return to 6 Application Programming Interface Programmer’s Guide.

6.4.14 Rename a Group on an Environment Layout
Rename a group on an environment layout.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the environment in
step 3.

3. Get Layouts: Retrieve the layout for that environment.

e Under the <Group> for which a new name is desired,
e Select the <Action> with the name of edit. Use the href to modify the group in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.
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4. Action Layout Groups Edit: Create the appropriate body for the call and submit to modify the group in
the environment.

Return to 6.4 Layout.

Return to 6 Application Programming Interface Programmer’s Guide.

6.4.15 Rename a Group on a Compute Pool Layout
Rename a group on a compute pool layout.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the compute pool
in step 4.

4. Get Layouts by Compute Pool: Retrieve the layout for that compute pool.

e Under the <Group> for which a new name is desired,
e Select the <Action> with the name of edit. Use the href to modify the group in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Layout Groups Edit: Create the appropriate body for the call and submit to modify the group in
the environment.

Return to 6.4 Layout.
Return to 6 Application Programming Interface Programmer’s Guide.

6.4.16 Order a Group Higher on an Environment Layout

Order a group higher on an environment layout. A group may be moved to the left on an environment layout or a
compute pool layout; the change is visible across the entire environment. If the group is leftmost on a lower line of
a multiline row, order higher moves the group to the right end of the next higher line. Order higher decrements
the index of the group.
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Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the environment in
step 3.

3. Get Layouts: Retrieve the layout for that environment.

e Under the <Group> for which movement is desired,
e Select the <Action> with the name of orderHigher. Use the href to reorder the group in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Layout Groups Order Higher: Reorder the group left and up on a layout in the environment.

Return to 6.4 Layout.
Return to 6 Application Programming Interface Programmer’s Guide.

6.4.17 Order a Group Higher on a Compute Pool Layout

Order a group higher on a compute pool layout. A group may be moved to the left on an environment layout or a
compute pool layout; the change is visible across the entire environment. If the group is leftmost on a lower line of
a multiline row, order higher moves the group to the right end of the next higher line. Order higher decrements
the index of the group.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the compute pool
in step 4.
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4. Get Layouts by Compute Pool: Retrieve the layout for that compute pool.

e Under the <Group> for which movement is desired,
e Select the <Action> with the name of orderHigher. Use the href to reorder the group in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Layout Groups Order Higher: Reorder the group left and up on a layout in the environment.

Return to 6.4 Layout.

Return to 6 Application Programming Interface Programmer’s Guide.

6.4.18 Order a Group Lower on an Environment Layout

Order a group lower on an environment layout. A group may be moved to the right on an environment layout or a
compute pool layout; the change is visible across the entire environment. If the group is rightmost on a higher line
of a multiline row, order lower moves the group to the left end of the next lower line. Order lower increments the

index of the group.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the environment in
step 3.

3. Get Layouts: Retrieve the layout for that environment.

e Under the <Group> for which movement is desired,
e Select the <Action> with the name of orderLower. Use the href to reorder the group in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4.  Action Layout Groups Order Lower: Reorder the group right and down on a layout in the environment.

Return to 6.4 Layout.

Return to 6 Application Programming Interface Programmer’s Guide.

6.4.19 Order a Group Lower on a Compute Pool Layout
Order a group lower on a compute pool layout. A group may be moved to the right on an environment layout or a
compute pool layout; the change is visible across the entire environment. If the group is rightmost on a higher line
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of a multiline row, order lower moves the group to the left end of the next lower line. Order lower increments the
index of the group.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Link> with the type of deviceLayout. Use the href to retrieve the layout of the compute pool
in step 4.

4. Get Layouts by Compute Pool: Retrieve the layout for that compute pool.

e Under the <Group> for which movement is desired,
e Select the <Action> with the name of orderLower. Use the href to reorder the group in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Layout Groups Order Lower: Reorder the group right and down on a layout in the environment.

Return to 6.4 Layout.
Return to 6 Application Programming Interface Programmer’s Guide.

6.4.20 Move a Virtual Machine on an Environment Layout
Move a virtual machine on an environment layout. A virtual machine may be moved to a different layout group.
Three options are possible:

e The virtual machine may be moved to a group currently defined in the layout of the environment. The
group may be in a different row.

e The virtual machine may be moved to a new layout group created in the specified layout row defined in
the layout of the environment.

e The virtual machine may be moved to a new layout group created in a new row created in the layout of the
environment.

Note: Each option requires a different request body.
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Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
2. Get Environments by ID: Retrieve information regarding the environment.

a. Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual
machine in step 3.

b. Select the <Link> with the type of deviceLayout. Use the href to retrieve the layout of the
environment in step 4.

3.  Get Virtual Machines by ID: Retrieve information regarding a virtual machine.
Select the <Action> with a name of move. Use the href to move the virtual machine in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Layouts: Retrieve the layout for that environment.

e To move to an existing group, select the desired <Group> into which to move the virtual machine.
Use the <Group ...>, with attributes, to create the appropriate body in step 5.

e To move to an existing row and a new group, select the desired <Row> into which to move the
virtual machine. Use the <Row ...>, with attributes, and provide a name for the new group to
create the appropriate body in step 5.

e To move to a new row, a new group must be created; provide a name for the new row and a
name for the new group to create the appropriate body in step 5.

5. Action Virtual Machines Move: Create the appropriate body for the call and submit to move the virtual
machine on a layout in the environment.

Return to 6.4 Layout.
Return to 6 Application Programming Interface Programmer’s Guide.

6.4.21 Move a Virtual Machine on a Compute Pool Layout
Move a virtual machine on a compute pool layout. A virtual machine may be moved to a different layout group.
Three options are possible:

e The virtual machine may be moved to a group currently defined in the layout of the environment. The
group may be in a different row.

e The virtual machine may be moved to a new layout group created in the specified layout row defined in
the layout of the environment.

e The virtual machine may be moved to a new layout group created in a new row created in the layout of the
environment.
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Note: Each option requires a different request body.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

a. Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual
machine in step 4.

b. Select the <Link> with the type of deviceLayout. Use the href to retrieve the layout of the
environment in step 5.

4. Get Virtual Machines by ID: Retrieve information regarding a virtual machine.
Select the <Action> with a name of move. Use the href to move the virtual machine in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Get Layouts by Compute Pool: Retrieve the layout for that compute pool.

e To move to an existing group, select the desired <Group> into which to move the virtual machine.
Use the <Group ...>, with attributes, to create the appropriate body in step 6.

e To move to an existing row and a new group, select the desired <Row> into which to move the
virtual machine. Use the <Row ...>, with attributes, and provide a name for the new group to
create the appropriate body in step 6.

e To move to a new row, a new group must be created; provide a name for the new row and a
name for the new group to create the appropriate body in step 6.

6. Action Virtual Machines Move: Create the appropriate body for the call and submit to move the virtual
machine on a layout in the environment.

Return to 6.4 Layout.
Return to 6 Application Programming Interface Programmer’s Guide.

6.4.22 Move a Physical Server on an Environment Layout
Move a physical server on an environment layout. Physical servers are only visible on an environment layout. A
physical server may be moved to a different layout group. Three options are possible:
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e The physical server may be moved to a group currently defined in the layout of the environment. The
group may be in a different row.

e The physical server may be moved to a new layout group created in the specified layout row defined in the
layout of the environment.

e The physical server may be moved to a new layout group created in a new row created in the layout of the
environment.

Note: Each option requires a different request body.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

a. Select the <PhysicalDevice> for the desired physical device. Use the href to retrieve that physical
device with a type of physicalServer in step 3.

b. Select the <Link> with the type of deviceLayout. Use the href to retrieve the layout of the
environment in step 4.

3. Get Physical Servers by ID: Retrieve information regarding a physical server.
Select the <Action> with a name of edit. Use the href to move the physical server in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Layouts: Retrieve the layout for that environment.

e To move to an existing group, select the desired <Group> into which to move the virtual machine.
Use the <Group ...>, with attributes, to create the appropriate body in step 5.

e To move to an existing row and a new group, select the desired <Row> into which to move the
virtual machine. Use the <Row ...>, with attributes, and provide a name for the new group to
create the appropriate body in step 5.

e To move to a new row, a new group must be created; provide a name for the new row and a
name for the new group to create the appropriate body in step 5.

5. Action Physical Servers Move: Create the appropriate body for the call and submit to move the physical
server on a layout in the environment.

Return to 6.4 Layout.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.4.23 Move a Physical Router on an Environment Layout
Move a physical router on an environment layout. Physical routers are only visible on an environment layout. A
physical router may be moved to a different layout group. Three options are possible:

e The physical router may be moved to a group currently defined in the layout of the environment. The
group may be in a different row.

e The physical router may be moved to a new layout group created in the specified layout row defined in the
layout of the environment.

e The physical router may be moved to a new layout group created in a new row created in the layout of the
environment.

Note: Each option requires a different request body.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

a. Select the <PhysicalDevice> for the desired physical device. Use the href to retrieve that physical
device with a type of physicalRouter in step 3.

b. Select the <Link> with the type of deviceLayout. Use the href to retrieve the layout of the
environment in step 4.

3. Get Physical Routers by ID: Retrieve information regarding a physical router.
Select the <Action> with a name of edit. Use the href to move the physical router in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Layouts: Retrieve the layout for that environment.

e To move to an existing group, select the desired <Group> into which to move the virtual machine.
Use the <Group ...>, with attributes, to create the appropriate body in step 5.

e To move to an existing row and a new group, select the desired <Row> into which to move the
virtual machine. Use the <Row ...>, with attributes, and provide a name for the new group to
create the appropriate body in step 5.

e To move to a new row, a new group must be created; provide a name for the new row and a
name for the new group to create the appropriate body in step 5.

5. Action Physical Routers Move: Create the appropriate body for the call and submit to move the physical
router on a layout in the environment.

Return to 6.4 Layout.

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 96



e
v terremark

a Verizon Company
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6.4.24 Move a High Availability Router on an Environment Layout

Move a high availability router on an environment layout. High availability routers are only visible on an
environment layout. A high availability router may be moved to a different layout group. Three options are
possible:

e The high availability router may be moved to a group currently defined in the layout of the environment.
The group may be in a different row.

e The high availability router may be moved to a new layout group created in the specified layout row
defined in the layout of the environment.

e The high availability router may be moved to a new layout group created in a new row created in the
layout of the environment.

Note: Each option requires a different request body.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

a. Select the <PhysicalDevice> for the desired physical device. Use the href to retrieve that physical
device with a type of haRouter in step 3.

b. Select the <Link> with the type of deviceLayout. Use the href to retrieve the layout of the
environment in step 4.

3.  Get High Availability Routers by ID: Retrieve information regarding a high availability router.
Select the <Action> with a name of edit. Use the href to move the high availability router in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Layouts: Retrieve the layout for that environment.

e To move to an existing group, select the desired <Group> into which to move the virtual machine.
Use the <Group ...>, with attributes, to create the appropriate body in step 5.

e To move to an existing row and a new group, select the desired <Row> into which to move the
virtual machine. Use the <Row ...>, with attributes, and provide a name for the new group to
create the appropriate body in step 5.

e To move to a new row, a new group must be created; provide a name for the new row and a
name for the new group to create the appropriate body in step 5.
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5. Action High Availability Routers Move: Create the appropriate body for the call and submit to move the
high availability router on a layout in the environment.

Return to 6.4 Layout.
Return to 6 Application Programming Interface Programmer’s Guide.

6.4.25 Move a Storage Device on an Environment Layout
Move a storage device on an environment layout. Storage devices are only visible on an environment layout. A
storage device may be moved to a different layout group. Three options are possible:

e The storage device may be moved to a group currently defined in the layout of the environment. The
group may be in a different row.

e The storage device may be moved to a new layout group created in the specified layout row defined in the
layout of the environment.

e The storage device may be moved to a new layout group created in a new row created in the layout of the
environment.

Note: Each option requires a different request body.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

a. Select the <PhysicalDevice> for the desired physical device. Use the href to retrieve that physical
device with a type of storageDevice in step 3.

b. Select the <Link> with the type of deviceLayout. Use the href to retrieve the layout of the
environment in step 4.

3. Get Storage Devices by ID: Retrieve information regarding a storage device.
Select the <Action> with a name of edit. Use the href to move the storage device in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.
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4. Get Layouts: Retrieve the layout for that environment.

e To move to an existing group, select the desired <Group> into which to move the virtual machine.
Use the <Group ...>, with attributes, to create the appropriate body in step 5.

e To move to an existing row and a new group, select the desired <Row> into which to move the
virtual machine. Use the <Row ...>, with attributes, and provide a name for the new group to
create the appropriate body in step 5.

e To move to a new row, a new group must be created; provide a name for the new row and a
name for the new group to create the appropriate body in step 5.

5. Action Storage Devices Move: Create the appropriate body for the call and submit to move the storage
device on a layout in the environment.

Return to 6.4 Layout.
Return to 6 Application Programming Interface Programmer’s Guide.

6.4.26 Delete a Row from an Environment Layout
Remove a row from the layout for an environment. The environment layout includes both virtual machines and
physical devices. Rows may not be removed from the compute pool layout.

Note: The row must have no groups to delete.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
row has any groups in it.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the environment in
step 3.

3. Get Layouts: Retrieve the layout for the environment.

e Under the <Row> with the name of the row desired to remove,
e Select the <Action> with the name of remove. Use the href to remove the row in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Layout Rows Remove: Remove the row from the layout in the environment.

Return to 6.4 Layout.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.4.27 Delete a Group from an Environment Layout
Remove a group from the layout for an environment. The environment layout includes both virtual machines and
physical devices. Groups may not be removed from the compute pool layout.

Note: The group must have no devices to delete.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
group has any devices in it.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the environment in
step 3.

3. Get Layouts: Retrieve the layout for the environment.

e Under the <Group> with the name of the group desired to remove,
e Select the <Action> with the name of remove. Use the href to remove group in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Layout Groups Remove: Remove the group from the layout in the environment.

Return to 6.4 Layout.

Return to 6 Application Programming Interface Programmer’s Guide.

6.5 Devices: Virtual Machines

6.5.1 Retrieve a Specified Virtual Maching ..........ccuveiiiiiiiice e e 102
6.5.2 Create @ BIanK SEIVET.....co ittt ettt b e s ae e st sttt e bt e s bt e sbe e st e eaneeateen 102
6.5.3 Create a Server from @ TEMPIATE .......ooiieciiiie ettt et e e et e e e s e bee e e e e breeeeebreeaeaans 104
6.5.4 Create a Server from @ Catalog [TEM .....c..uiii it e et e e e et e e e ear e e e e e areeeeeans 106
6.5.5 Create a Server by Customizable COPY....cuiiiiiciiiiicieee ettt ettt e e e et e e e s sbre e e e sbeaeeeeaes 108
6.5.6 Create a Server by 1dentiCal CoPY....cuiiiiiiiiiiiiiie ettt e e e sre e e e sbre e e e s bte e e s ebteeeesbraeeesans 110
6.5.7 Create a Catalog Item by COPYING @ SEIVET .....uviiiiciiiie ettt ettt e st e e s saee e e s s braeeeeans 111
6.5.8 Rename a Virtual Machine in an ENVIrONMEeNt........cooviei i 112
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6.5.9 Rename a Virtual Machine in @ Compute POOL.........coccuiiiiiiiiiei et 113
6.5.10 Change Tags on a Virtual Machine in an ENVIrONMENt........cccovviiiiieei e 114
6.5.11  Change Tags on a Virtual Machine in @ Compute POOL.........cccceeiiiiiiiiiriiee e 114
6.5.12  Configure a Virtual Machine in an ENVIFONMENT ......cciviiiiiiiiiiie et 114
6.5.13  Configure a Virtual Machine in @ COmMPULE POOI .......coociiiiiiiiie e e 115
6.5.14  Detach a Disk from a Virtual Machine in an ENVIrONMENt .........cccoveevieiieniiiniinieeeseesieesee e 117
6.5.15  Detach a Disk from a Virtual Machine in a Compute POOl ........ccoccviiiiiiiiiiicee e 117
6.5.16  Attach a Disk to a Virtual Machine in an ENVIrONMENT ........ccoiiieriiiiiiieniie et 118
6.5.17  Attach a Disk to a Virtual Machine in @ Compute POOL........cccueviiiiiiiiiiciee e 118
6.5.18  Retry a Failed Detach Disk Operation in an Environment ........ccccccveviirciee e 119
6.5.19  Retry a Failed Detach Disk Operation in @ Compute POOI .........cccccuveeiiiiiiii e 120
6.5.20  Retry a Failed Attach Disk Operation in an ENVIrONMENT.........cccocciiieiiiiie et 121
6.5.21  Retry a Failed Attach Disk Operation in @ Compute POOl.........cccocviiiiiiiii e 122
6.5.22  Manage IP Addresses on a Virtual Machine in an Environment .........cccoceeveiieeiccciiee e e 123
6.5.23  Manage IP Addresses on a Virtual Machine in a Compute POOI .........cccoeviieiiieicciiee e 124
6.5.24  Power On a Virtual Machine in an ENVIrONMENt .......ccooviiiiiiiiiienieeeieeiee ettt 126
6.5.25  Power On a Virtual Machine in @ Compute POOI........ccccuuiiiiiiiie e e 126
6.5.26  Reboot a Virtual Machine in an ENVIFONMENT ......cc.ooiuieiiiiiiiieeieeeesee et 127
6.5.27  Reboot a Virtual Machine in @ CompuUte POO .........coeiiiiiiiiiiie et 128
6.5.28  Shutdown a Virtual Machine in an ENVIFONMENT ........coceeiiiriiiiiiieeiereeree e 129
6.5.29  Shutdown a Virtual Machine in @ COMPULE POOI ......coouiiiiiiiie e 130
6.5.30 Power Off a Virtual Machine in an ENViroNmMeNnt.........coceeiiiiiiiieeieeneenee et 131
6.5.31  Power Off a Virtual Machine in @ Compute POOL........ccccuuiiiiiiiie it 131
6.5.32  Mount VMware Tools on a Virtual Machine in an Environment..........cooceeviriieiinieeneeneeneenieeiens 132
6.5.33  Mount VMware Tools on a Virtual Machine in a Compute POOL..........cccceiieiiieiiiiie e 133
6.5.34 Install VMware Tools on a Virtual Machine in an ENVIironment .......cccccoevereriiniinseeneeneeneeneeeiens 134
6.5.35 Install VMware Tools on a Virtual Machine in a Compute Pool........cccccveiiiiiiiiiciie e 135
6.5.36  Unmount VMware Tools from a Virtual Machine in an Environment..........ccoccoeveeieeneenenniienieenens 136
6.5.37  Unmount VMware Tools from a Virtual Machine in a Compute POOL........cccccceeeeccieeiecciee e, 137
6.5.38  Delete a Virtual Machine from an ENVIrONMENT .........coiiiiiiiiiiiienieeeete ettt 138
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6.5.39  Delete a Virtual Machine from a Compute POOI ........cccuviiiiiiiiiicee e e 139
6.5.40 Retrieve Processes on a Virtual Machine in an ENVironment.........cccooueeriieniieeniee e 140
6.5.41  Retrieve Processes on a Virtual Machine in @ Compute POOl..........ccceevciieiiiiien e 140
6.5.42  Retrieve a File from a Virtual Machine in an Environment .........cccccooviienieiiieenee e 141
6.5.43  Retrieve a File from a Virtual Machine in a Compute POOI ........ccccveiiiiiiiiiiiciee e 141
6.5.44  Run a Process on a Virtual Machine in an ENVIrONMENT ......c.ccooviieiiinienieniieiceeeeecesiee e 142
6.5.45  Run a Process on a Virtual Machine in @ Compute POOL...........coooeiiiiiiiiiie e 143
6.5.46  Place a File on a Virtual Machine in an ENVIironmMeNnt.........cccooiiiirieiiniienie et 143
6.5.47  Place a File on a Virtual Machine in @ Compute POOI........ccoociiiiiiiiiii e 144
6.5.48  Retrieve Tasks for @ Virtual Maching.........coouiiiiiiiiiiiie et 145

Advance to 6.6 Devices: Physical Devices.

Virtual machines are managed from Devices. Virtual machines may be created, deleted, configured, and their
power state modified.

Return to 6 Application Programming Interface Programmer’s Guide.

6.5.1 Retrieve a Specified Virtual Machine
Retrieve a specified virtual machine.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

e Under the <ComputePool> for the desired compute pool,
¢ Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual
machine in step 3.

3. Get Virtual Machines by ID: Retrieve information regarding a specified virtual machine in an
environment.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.2 Create a Blank Server

Create a blank server. A blank server is a virtual machine created by defining every aspect of the virtual machine:
compute pool, processor, memory, storage, guest operating system, and layout location. Networking and tags
must be added after the virtual machine is created. While the choice of an operating system is required to correctly
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prepare the blank server for the guest operating system, it is up to the organization to install that operating system
on the newly created server.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.
Under the <Organization> for the desired organization:

a. Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

b. Select the <Link> with the type of deviceTag. Use the href to retrieve the tags of the organization
in step 8.

2. Get Environments by ID: Retrieve information regarding the environment.

a. Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute
pool in step 3.

b. Select the <Link> with the type of network to retrieve networks. Use the href to retrieve the
available networks in step 6.

c. Select the <Link> with the type of deviceLayout. Use the href to retrieve the layout of the
environment in step 7.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

a. Select the <Link> with the type of operatingSystemFamily; type=collection to retrieve operating
systems. Use the href to retrieve the operating system families and operating systems available
in the compute pool in step 4.

b. If a detached disk is desired to add to the blank server, select the <Link> with the type of
detachedDisks; type=collection to retrieve available detached disks. Use the href to retrieve the
detached disks available in the compute pool in step 5.

c. Select the <Action> with the name of createBlankVirtualMachine. Use the href to create the blank
virtual machine in step 9.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Operating System Family / Operating System: Retrieve the operating system families and operating
systems available in the compute pool.

e Select the <OperatingSystemFamily> with the <Name> of the desired operating system family;
e Select the desired <OperatingSystem>. Use the <OperatingSystem ...>, with attributes, to create
the appropriate body in step 9.

5. Get Detached Disks: If a detached disk is desired to add to the blank server, retrieve the detached disks
available in the compute pool.

Select the <DetachedDisk ...> with the name of the desired detached disk or with the desired
<LastKnownVirtualMachineConfiguration>. Use the <DetachedDisk ...>, with attributes, to create the
appropriate body in step 9.
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6. Get Networks: Retrieve the list of networks available in that environment.

Select the <Network> with the name of the desired address and prefix length and which contains the
desired <NetworkType>. Use the <Network ...>, with attributes, to create the appropriate body in step 9.

7. Get Layouts: Retrieve the layout for that environment.

e To create in an existing group, select the desired <Group> into which to move the virtual
machine. Use the <Group ...>, with attributes, to create the appropriate body in step 9.

e To create in an existing row and a new group, select the desired <Row> into which to move the
virtual machine. Use the <Row ...>, with attributes, and provide a name for the new group to
create the appropriate body in step 9.

e To create in a new row, a new group must be created; provide a name for the new row and a
name for the new group to create the appropriate body in step 9.

8. Get Tags: Retrieve the tags for the organization.

e To use an existing tag, select the<DeviceTag> with the desired name. Use the value of the name
attribute in the <Tag> of the body to create the appropriate body in step 9.

e To create a new tag in the organization, use a new value in the <Tag> of the body to create the
appropriate body in step 9.

9. Action Virtual Machines Create Blank: Create the appropriate body for the call and submit to create the
new blank virtual machine in the compute pool.

Select the <Task> in the response with <Operation> value of CreateBlankVirtualMachine. Use the href to
poll the task in step 10.

10. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.3 Create a Server from a Template

Create a server from a template. A template speeds creating a server. Defined on the template are specific
resources: compute pool, processor, memory, storage, and guest operating system; although the processor count
and memory may be changed. Tags, network configuration, and layout are assigned at time of creation.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.
Under the <Organization> for the desired organization:

a. If the operating system family for the virtual machine will be Linux, select the <Link> with a type
of admin.organization. Use the href to retrieve that administrative organization in step 2.

b. Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 3.

c. Select the <Link> with the type of deviceTag. Use the href to retrieve the tags of the organization
instep 9.

2. Get Administrative Organizations by ID: If the operating system family for the virtual machine will be
Linux, retrieve information regarding the administrative organization.

Select the desired <SshKey>. Use the <SshKey...>, with attributes, to create the appropriate body in step
10.

3. Get Environments by ID: Retrieve information regarding the environment.

a. Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute
pool in step 4.

b. Select the <Link> with the type of network to retrieve networks. Use the href to retrieve the
available networks in step 6.

c. Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the
environment in step 8.

4. Get Compute Pools by ID: Retrieve information regarding the compute pool.

a. Select the <Link> with the type of template to retrieve templates. Use the href to retrieve the
templates available in the compute pool in step 5.

b. Select the <Action> with the name of createvirtualMachine. Use the href to create the virtual
machine in step 10.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Get Templates: Retrieve the templates available in the compute pool.

Select the desired <Template>. Use the <Template ...>, with attributes, to create the appropriate body in
step 10.

6. Get Networks: Retrieve the list of networks available in that environment.

a. Select the <Network> with the name of the desired address and prefix length and which contains
the desired <NetworkType>. Use the <Network ...>, with attributes, to create the appropriate
body in step 10.

b. Select the same <Network> as in 6a. Use the href to retrieve the available IP addresses on the
network in step 7.

7. Get Networks by ID: Retrieve information IP address usage on that network.

Select an <IpAddress> with no subordinate <Host> or <DetectedOn> and therefore available. The name
attribute contains the IP address; use to create the appropriate body in step 10.

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 105



e
v terremark

a Verizon Company

8. Get Layouts: Retrieve the layout for that environment.

e To create in an existing group, select the desired <Group> into which to move the virtual
machine. Use the <Group ...>, with attributes, to create the appropriate body in step 10.

e To create in an existing row and a new group, select the desired <Row> into which to move the
virtual machine. Use the <Row ...>, with attributes, and provide a name for the new group to
create the appropriate body in step 10.

e To create in a new row, a new group must be created; provide a name for the new row and a
name for the new group to create the appropriate body in step 10.

9. Get Tags: Retrieve the tags for the organization.

e To use an existing tag, select the<DeviceTag> with the desired name. Use the value of the name
attribute in the <Tag> of the body to create the appropriate body in step 10.

e To create a new tag in the organization, use a new value in the <Tag> of the body to create the
appropriate body in step 10.

10. Action Virtual Machines Create from Template: Create the appropriate body for the call and submit to
create the virtual machine from a template in the compute pool.

Select the <Task> in the response with an <Operation> value of CreatevirtualMachine. Use the href to
poll the task in step 11.

11. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.4 Create a Server from a Catalog Item

A server may be created from a catalog item. All resources from the catalog item are duplicated: processor,
memory, storage, guest operating system, and tags. Only network configuration and layout are assigned at time of
creation.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.
Under <Organization> for the desired organization:

a. Select the <Environment> for the desired environment. Use the href to retrieve that
environment in step 2.

b. e Under the <Location> in which the desired environment is located,
e Select the <Catalog> for that location. Use the href to retrieve the catalog for the
desired environment in step 4.

c. Select the <Link> with the type of deviceTag. Use the href to retrieve the tags of the
organization in step 8.

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 106



e
v terremark

a Verizon Company

2. Get Environments by ID: Retrieve information regarding the environment.

a. Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute
pool in step 3.

b. Select the <Link> with the type of network to retrieve networks. Use the href to retrieve the
available networks in step 6.

c. Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the
environment in step 7.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <Action> with the name of importvirtualMachine. Use the href to create the virtual machine in
step 9.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Catalog by Location: Retrieve the catalog available in that location.

a. Select the desired <CatalogEntry>. Use the <CatalogEntry ...>, with attributes, to create the
appropriate body in step 9.
b. Select <Configuration>. Use the href to retrieve the configuration of the catalog item in step 5.

5. Get Catalog Configuration: Retrieve configuration information of the specified catalog item.

e Under <NetworkMappings>,

e For each <NetworkMapping>,

e Select a <Network> in step 6, and

e Select the <Name> and use the value to create the appropriate body in step 9.

6. Get Networks: Retrieve the list of networks available in that environment.

e For each <NetworkMapping> in step 5,

e Select the <Network> with the name of the desired address and prefix length and which contains
the desired <NetworkType>. Use the <Network ...>, with attributes, to create the appropriate
body in step 9.

7. Get Layouts: Retrieve the layout for that environment.

e To create in an existing group, select the desired <Group> into which to move the virtual
machine. Use the <Group ...>, with attributes, to create the appropriate body in step 9.

e To create in an existing row and a new group, select the desired <Row> into which to move the
virtual machine. Use the <Row ...>, with attributes, and provide a name for the new group to
create the appropriate body in step 9.

e To create in a new row, a new group must be created; provide a name for the new row and a
name for the new group to create the appropriate body in step 9.
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8. Get Tags: Retrieve the tags for the organization.

e To use an existing tag, select the<DeviceTag> with the desired name. Use the value of the name
attribute in the <Tag> of the body to create the appropriate body in step 9.
e To create a new tag in the organization, use a new value in the <Tag> of the body to create the

appropriate body in step 9.

9. Action Virtual Machines Import: Create the appropriate body for the call and submit to import the new
virtual machine in the compute pool.

Select the <Task> in the response with an <Operation> value of ImportvirtualMachine. Use the href to
poll the task in step 10.

10. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.5 Create a Server by Customizable Copy

A server may be created by copying an existing server. All resources from the existing server are duplicated:
compute pool, processor, memory, storage, and guest operating system; although the processor count and
memory may be changed. Tags, network configuration, and layout are assigned at time of creation.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
source virtual machine is powered on or if its <Status> is not Deployed.

1. Get Organizations: Retrieve information regarding the organization.
Under the <Organization> for the desired organization:

a. Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

b. Select the <Link> with the type of deviceTag. Use the href to retrieve the tags of the organization
instep 7.

2. Get Environments by ID: Retrieve information regarding the environment.

a. Select the <ComputePool> for the compute pool in which to create the desired virtual machine.
Use the href to call the desired compute pool in step 3.

b. Select the <Link> with the type of network to retrieve networks. Use the href to retrieve the
available networks in step 4.

c. Select the <Link> with the type of devicelLayout. Use the href to retrieve the layout of the
environment in step 6.
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3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

a. Select the desired <VirtualMachine> from which to copy. Use the <VirtualMachine ...>, with
attributes, to create the appropriate body in step 8.

b. Select the <Action> with the name of copyVirtualMachine. Use the href to copy the virtual
machine in step 8.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4, Get Networks: Retrieve the list of networks available in that environment.

a. Select the <Network> with the name of the desired address and prefix length and which contains
the desired <NetworkType>. Use the <Network ...>, with attributes, to create the appropriate
body in step 8.

b. Select the same <Network> as in 4a. Use the href to call to retrieve the available IP addresses on
the network in step 5.

5. Get Networks by ID: Retrieve information IP address usage on that network.

Select an <IpAddress> with no subordinate <Host> or <DetectedOn> and therefore available. The name
attribute contains the IP address; use to create the appropriate body in step 8.

6. Get Layouts: Retrieve the layout for that environment.

e To create in an existing group, select the desired <Group> into which to move the virtual
machine. Use the <Group ...>, with attributes, to create the appropriate body in step 8.

e To create in an existing row and a new group, select the desired <Row> into which to move the
virtual machine. Use the <Row ...>, with attributes, and provide a name for the new group to
create the appropriate body in step 8.

e To create in a new row, a new group must be created; provide a name for the new row and a
name for the new group to create the appropriate body in step 8.

7. Get Tags: Retrieve the tags for the organization.

e To use an existing tag, select the<DeviceTag> with the desired name. Use the value of the name
attribute in the <Tag> of the body to create the appropriate body in step 8.

e To create a new tag in the organization, use a new value in the <Tag> of the body to create the
appropriate body in step 8.

8.  Action Virtual Machines Create Copy: Create the appropriate body for the call and submit to copy the
virtual machine in the compute pool.

Select the <Task> in the response with an <Operation> value of CopyVirtualMachine. Use the href to poll
the task in step 9.

9. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.5.6 Create a Server by Identical Copy

A server may be created by identically copying an existing server. All resources from the existing server are
duplicated: compute pool, processor, memory, storage, and guest operating system; no configuration options may
be changed. Tags and layout are assigned at time of creation.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
source virtual machine is powered on or if its <Status> is not Deployed.

1. Get Organizations: Retrieve information regarding the organization.
Under the <Organization> for the desired organization:

a. Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

b. Select the <Link> with the type of deviceTag. Use the href to retrieve the tags of the organization
in step 5.

2. Get Environments by ID: Retrieve information regarding the environment.

a. Select the <ComputePool> for the compute pool in which to create the desired virtual machine.
Use the href to call the desired compute pool in step 3.

b. Select the <Link> with the type of deviceLayout. Use the href to retrieve the layout of the
environment in step 4.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

a. Select the desired <VirtualMachine> from which to copy. Use the <VirtualMachine ...>, with
attributes, to create the appropriate body in step 6.

b. Select the <Action> with the name of copyIdenticalVirtualMachine. Use the href to copy the
virtual machine in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Layouts: Retrieve the layout for that environment.

e To create in an existing group, select the desired <Group> into which to move the virtual
machine. Use the <Group ...>, with attributes, to create the appropriate body in step 6.

e To create in an existing row and a new group, select the desired <Row> into which to move the
virtual machine. Use the <Row ...>, with attributes, and provide a name for the new group to
create the appropriate body in step 6.

e To create in a new row, a new group must be created; provide a name for the new row and a
name for the new group to create the appropriate body in step 6.
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5. Get Tags: Retrieve the tags for the organization.

e To use an existing tag, select the<DeviceTag> with the desired name. Use the value of the name
attribute in the <Tag> of the body to create the appropriate body in step 6.

e To create a new tag in the organization, use a new value in the <Tag> of the body to create the
appropriate body in step 6.

6. Action Virtual Machines Create Copy Identical: Create the appropriate body for the call and submit to
copy the virtual machine in the compute pool.

Select the <Task> in the response with an <Operation> value of CopyIdenticalvirtualMachine. Use the
href to poll the task in step 7.

7. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.7 Create a Catalog Item by Copying a Server
A catalog item may be created by copying a server. All resources from the catalog item are duplicated: processor,
memory, storage, guest operating system, tags, and licensing.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
source virtual machine is powered on or if its <Status> is not Deployed.

1. Get Organizations: Retrieve information regarding the organization.

e Under the <Organization> for the desired organization:
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the compute pool in which to create the desired virtual machine. Use the
href to call the desired compute pool in step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

a. Select the desired <VirtualMachine> from which to copy. Use the href to retrieve the virtual
machine in step 4.

4. Get Virtual Machines by ID: Retrieve the virtual machine from which to copy.
Select the <Action> with the name of export. Use the href to copy the virtual machine in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.
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5.  Action Virtual Machines Export: Create the appropriate body for the call and submit to copy the virtual
machine to the catalog item.

Select the <Task> in the response with an <Operation> value of Create Export Catalog Item. Use the
href to poll the task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.8 Rename a Virtual Machine in an Environment
A virtual machine may be renamed, given a new description, or assigned different tags.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.
Under the <Organization> for the desired organization:

a. Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

b. Select the <Link> with the type of deviceTag. Use the href to retrieve the tags of the organization
in step 4.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 3.

3.  Get Virtual Machines by ID: Retrieve information regarding a virtual machine.
Select the <Action> with a name of edit. Use the href to modify the virtual machine in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Tags: Retrieve the tags for the organization.

e To use an existing tag, select the<DeviceTag> with the desired name. Use the value of the name
attribute in the <Tag> of the body to create the appropriate body in step 5.

e To create a new tag in the organization, use a new value in the <Tag> of the body to create the
appropriate body in step 5.

Note: If the virtual machine has a tag that is not replicated in the body, that tag is removed.
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5. Action Virtual Machines Edit: Create the appropriate body for the call and submit to modify the virtual
machine in an environment.

Select the <Task> in the response with an <Operation> value of Configure Server. Use the href to poll the
task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.9 Rename a Virtual Machine in a Compute Pool
A virtual machine may be renamed, given a new description, or assigned different tags.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.
Under the <Organization> for the desired organization:

a. Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

b. Select the <Link> with the type of deviceTag. Use the href to retrieve the tags of the organization
in step 5.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 4.i

4. Get Virtual Machines by ID: Retrieve information regarding a virtual machine.
Select the <Action> with a name of edit. Use the href to modify the virtual machine in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Get Tags: Retrieve the tags for the organization.

e To use an existing tag, select the<DeviceTag> with the desired name. Use the value of the name
attribute in the <Tag> of the body to create the appropriate body in step 5.

e To create a new tag in the organization, use a new value in the <Tag> of the body to create the
appropriate body in step 5.

Note: If the virtual machine has a tag that is not replicated in the body, that tag is removed.
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6. Action Virtual Machines Edit: Create the appropriate body for the call and submit to modify the virtual
machine in a compute pool.

Select the <Task> in the response with an <Operation> value of Configure Server. Use the href to poll the
task in step 7.

7. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.10 Change Tags on a Virtual Machine in an Environment
To change the tags assigned to a virtual machine in an environment, follow the steps in 6.5.8 Rename a Virtual
Machine in an Environment. Modify the list of tags in the body in step 5.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.11 Change Tags on a Virtual Machine in a Compute Pool
To change the tags assigned to a virtual machine in a compute pool, follow the steps in 6.5.9 Rename a Virtual
Machine in a Compute Pool. Modify the list of tags in the body in step 5.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.12 Configure a Virtual Machine in an Environment
A virtual machine may change processors, memory, network adapters, network and IP address assigned, disks, and
disk capacities after creation. Limits on changes include:

e Processors must be 1, 2, 4, or 8; some compute pools may restrict the choices further.

e Memory must be a multiple of four and may not be less than the minimum or greater than the maximum
configuration for the operating system in the compute pool.

e Avirtual machine must have at least one but no more than four network adapters.

o Network or networks from the available networks in the environment.

e Avirtual machine must have at least one but no more than fifteen disks.

e Disk capacity may be increased to a maximum of 512GB but may not be reduced.

Note: IP addresses are managed separately from the networks and network adapters configured in this procedure.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

a. Select the <VirtualMachine ...> for the desired virtual machine. Use the href to retrieve that
virtual machine in step 3.

b. Select the <Link> with the type of network. Use the href to retrieve the available networks in step
4.

3. Get Virtual Machines by ID: Retrieve information regarding the virtual machine.

Select the <Action> of <HardwareConfiguration>with the name of edit. Use the href to configure the
hardware configuration of the virtual machine in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Networks: Retrieve the list of networks available in that environment. To change the network of an
existing network adapter or to add a network adapter, an available network must be selected.

Select the <Network> with the name of the desired address and prefix length and which contains the
desired <NetworkType>. Use the <Network ...>, with attributes, to create the appropriate body in step 5.

5.  Action Virtual Machines Edit Hardware Configuration: Create the appropriate body for the call and
submit to configure the virtual machine in an environment.

Select the <Task> in the response with an <Operation> value of Configure Server. Use the href to poll the
task in step 6.

Note: Network adapters and disks not replicated in the request body are removed.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.13 Configure a Virtual Machine in a Compute Pool
A virtual machine may change processors, memory, network adapters, network and IP address assigned, disks, and
disk capacities after creation. Limits on changes include:

e Processors must be 1, 2, 4, or 8; some compute pools may restrict the choices further.

e Memory must be a multiple of four and may not be less than the minimum or greater than the maximum
configuration for the operating system in the compute pool.

e Avirtual machine must have at least one but no more than four network adapters.

e Network or networks from the available networks in the environment.

e Avirtual machine must have at least one but no more than fifteen disks.
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e Disk capacity may be increased to a maximum of 512GB but may not be reduced.
Note: IP addresses are managed separately from the networks and network adapters configured in this procedure.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

a. Select the <VirtualMachine ...> for the desired virtual machine. Use the href to retrieve that
virtual machine in step 4.

b. Select the <Link> with the type of network. Use the href to retrieve the available networks in step
5.

4. Get Virtual Machines by ID: Retrieve information regarding the virtual machine.

e Under <HardwareConfiguration>,
e Select the <Action> with the name of edit. Use the href to configure the hardware configuration
of the virtual machine in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Get Networks: Retrieve the list of networks available in that environment. To change the network of an
existing network adapter or to add a network adapter, an available network must be selected.

Select the <Network> with the name of the desired address and prefix length and which contains the
desired <NetworkType>. Use the <Network ...>, with attributes, to create the appropriate body in step 6.

6. Action Virtual Machines Edit Hardware Configuration: Create the appropriate body for the call and
submit to configure the virtual machine in a compute pool.

Select the <Task> in the response with an <Operation> value of Configure Server. Use the href to poll the
task in step 7.

Note: Network adapters and disks not replicated in the request body are removed.

7. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.5.14 Detach a Disk from a Virtual Machine in an Environment
A non-system disk may be detached from a virtual machine and made available to other virtual machines in its
compute pool.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
virtual machine is powered on or has only a system disk.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <VirtualMachine ...> for the desired virtual machine. Use the href to retrieve that virtual
machine in step 3.

3.  Get Virtual Machines by ID: Retrieve information regarding the virtual machine.

Select the <Action> of <HardwareConfiguration>with the name of detachDisks. Use the href to detach the
disk from the virtual machine in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4.  Action Virtual Machines Detach Disk: Create the appropriate body for the call and submit to detach the
disk from the virtual machine in an environment.

Select the <Task> in the response with an <Operation> value of Configure Server. Use the href to poll the
task in step 5.

Note: Network adapters and disks not replicated in the request body are removed.

5. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.15 Detach a Disk from a Virtual Machine in a Compute Pool
A non-system disk may be detached from a virtual machine and made available to other virtual machines in its
compute pool.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
virtual machine is powered on or has only a system disk.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <VirtualMachine ...> for the desired virtual machine. Use the href to retrieve that virtual
machine in step 4.

4. Get Virtual Machines by ID: Retrieve information regarding the virtual machine.

e Under <HardwareConfiguration>,
e Select the <Action> with the name of detachDisks. Use the href to detach the disk from the virtual
machine in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5.  Action Virtual Machines Detach Disk: Create the appropriate body for the call and submit to detach the
disk from the virtual machine in a compute pool.

Select the <Task> in the response with an <Operation> value of Configure Server. Use the href to poll the
task in step 6.

Note: Network adapters and disks not replicated in the request body are removed.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.16 Attach a Disk to a Virtual Machine in an Environment

A non-system disk may be attached to a virtual machine from the available detached disks in its compute pool.
Because the desired detached disk must be in the same compute pool as the virtual machine, this procedure is the
same as the procedure 6.5.17 Attach a Disk to a Virtual Machine in a Compute Pool.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.17 Attach a Disk to a Virtual Machine in a Compute Pool
A non-system disk may be attached to a virtual machine from the available detached disks in its compute pool.
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Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
virtual machine is powered on or already has the maximum number of disks.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

a. Select the <VirtualMachine ...> for the desired virtual machine. Use the href to retrieve that
virtual machine in step 4.

b. Select the <Link> with the type of detachedDisk; type=collection. Use the href to retrieve
available detached disks in step 5.

4. Get Virtual Machines by ID: Retrieve information regarding the virtual machine.

e Under <HardwareConfiguration>,
e Select the <Action> with the name of attachDisks. Use the href to attach the detached disk to the
virtual machine in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Get Detached Disks: Retrieve the list of detached disks available in that compute pool.

Select the <DetachedDisk> with the name of the desired disk and which contains the desired configuration.
Use the <DetachedDisk ...>, with attributes, to create the appropriate body in step 6.

6. Action Virtual Machines Edit Hardware Configuration: Create the appropriate body for the call and
submit to attach the detached disk to the virtual machine in a compute pool.

Select the <Task> in the response with an <Operation> value of Attach Disk. Use the href to poll the task
instep 7.

7. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.18 Retry a Failed Detach Disk Operation in an Environment
Occasionally, an detach disk operation will fail. Such failed operations may be retried. If the retry is unsuccessful,
call your support center for assistance.
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Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.
Select the first <VirtualMachine>. Use the href to retrieve that virtual machine in step 3.
3.  Get Virtual Machines by ID: Retrieve information regarding the virtual machine in an environment.

a. If <PendingRetryOperation> exists, select <PendingRetryOperation>. Use the href to retrieve the
pending retry operation in step 4.

b. Compare the href of this <VirtualMachine> to the list of <VirtualMachines> in step 2 and if the
last <VirtualMachine> in the last <ComputePool> in the list, end the procedure.

c. Advance to the next <VirtualMachine> and use the href to retrieve the virtual machine in step 3.

4. Get Retry Operations Detach Disk by Virtual Machine: Retrieve the pending retry operation.

Select the <Action> with a name of retryoperation. Use the href to retry the pending retry operation in
step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5.  Action Retry Operations Detach Disk by Virtual Machine: Retry the pending retry operation.

Select the <Task> in the response with an <Operation> value of Detach Vvirtual Disk. Use the href to poll
the task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.19 Retry a Failed Detach Disk Operation in a Compute Pool
Occasionally, an detach disk operation will fail. Such failed operations may be retried. If the retry is unsuccessful,
call your support center for assistance.

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 22.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.
Select the first <VirtualMachine>. Use the href to retrieve that virtual machine in step 4.
4. Get Virtual Machines by ID: Retrieve information regarding the virtual machine in an environment.

a. If <PendingRetryOperation> exists, select <PendingRetryOperation>. Use the href to retrieve the
pending retry operation in step 5.

b. Compare the href of this <VirtualMachine> to the list of <VirtualMachines> in step 4 and if the
last <VirtualMachine> in the last <ComputePool> in the list, end the procedure.

c. Advance to the next <VirtualMachine> and use the href to retrieve the virtual machine in step 4.

5. Get Retry Operations Detach Disk by Virtual Machine: Retrieve the pending retry operation.

Select the <Action> with a name of retryoperation. Use the href to retry the pending retry operation in
step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

6. Action Retry Operations Detach Disk by Virtual Machine: Retry the pending retry operation.

Select the <Task> in the response with an <Operation> value of Detach Virtual Disk. Use the href to poll
the task in step 7.

7. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.20 Retry a Failed Attach Disk Operation in an Environment
Occasionally, an attach disk operation will fail. Such failed operations may be retried. If the retry is unsuccessful,
call your support center for assistance.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.
Select the first <VirtualMachine>. Use the href to retrieve that virtual machine in step 3.
3.  Get Virtual Machines by ID: Retrieve information regarding the virtual machine in an environment.

a. If <PendingRetryOperation> exists, select <PendingRetryOperation>. Use the href to retrieve the
pending retry operation in step 4.

b. Compare the href of this <VirtualMachine> to the list of <VirtualMachines> in step 2 and if the
last <VirtualMachine> in the last <ComputePool> in the list, end the procedure.

c. Advance to the next <VirtualMachine> and use the href to retrieve the virtual machine in step 3.

4. Get Retry Operations Attach Disk by Virtual Machine: Retrieve the pending retry operation.

Select the <Action> with a name of retryoperation. Use the href to retry the pending retry operation in
step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Retry Operations Attach Disk by Virtual Machine: Retry the pending retry operation.

Select the <Task> in the response with an <Operation> value of Attach Vvirtual Disk. Use the href to poll
the task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.21 Retry a Failed Attach Disk Operation in a Compute Pool
Occasionally, an attach disk operation will fail. Such failed operations may be retried. If the retry is unsuccessful,
call your support center for assistance.

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.
Select the first <VirtualMachine>. Use the href to retrieve that virtual machine in step 4.
4. Get Virtual Machines by ID: Retrieve information regarding the virtual machine in an environment.

a. If <PendingRetryOperation> exists, select <PendingRetryOperation>. Use the href to retrieve the
pending retry operation in step 5.

b. Compare the href of this <VirtualMachine> to the list of <VirtualMachines> in step 3 and if the
last <VirtualMachine> in the last <ComputePool> in the list, end the procedure.

c. Advance to the next <VirtualMachine> and use the href to retrieve the virtual machine in step 4.

5. Get Retry Operations Attach Disk by Virtual Machine: Retrieve the pending retry operation.

Select the <Action> with a name of retryoperation. Use the href to retry the pending retry operation in
step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

6. Action Retry Operations Attach Disk by Virtual Machine: Retry the pending retry operation.

Select the <Task> in the response with an <Operation> value of Attach Vvirtual Disk. Use the href to poll
the task in step 7.

7. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.22 Manage IP Addresses on a Virtual Machine in an Environment
Add, change, or remove IP addresses assigned to a virtual machine in an environment.

Note: Changing the assigned IP address through the API changes only the information recorded about the physical
server. The IP address must be changed in the operating system on the device through a console connection to the
virtual machine.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

a. Select the <VirtualMachine ...> for the desired virtual machine. Use the href to retrieve that
virtual machine in step 3.

b. Select the <Link> with the type of network. Use the href to retrieve the available networks in step
4,

3.  Get Virtual Machines by ID: Retrieve information regarding the virtual machine.

e Under <AssignedIpAddresses>,
e Select the <Action> with the name of edit. Use the href to modify the IP addresses of the virtual
machine in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Networks: Retrieve the list of networks available in that environment.

a. Select the <Network> with the name of the desired address and prefix length and which contains
the desired <NetworkType>. Use the <Network ...>, with attributes, to create the appropriate
body in step 6.

b. Select the same <Network> as in 4a. Use the href to call to retrieve the available IP addresses on
the network in step 5.

5. Get Networks by ID: Retrieve information IP address usage on the network.

Select an <IpAddress> with no subordinate <Host> or <DetectedOn> and therefore available. The name
attribute contains the IP address; use to create the appropriate body in step 6.

Note: More than one <IpAddress ...> may be assigned.

6. Action Virtual Machines Edit Assigned IP Address: Create the appropriate body for the call and submit to
modify the IP addresses on the virtual machine in an environment.

Select the <Task> in the response with an <Operation> value of Configure Server. Use the href to poll the
task in step 7.

Note: Currently assigned networks and IP addresses not replicated in the request body are removed.

7. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.23 Manage IP Addresses on a Virtual Machine in a Compute Pool
Add, change, or remove IP addresses assigned to a virtual machine in a compute pool.

Note: Changing the assigned IP address through the API changes only the information recorded about the physical
server. The IP address must be changed in the operating system on the device through a console connection to the
virtual machine.
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Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

a. Select the <Link> with the type of network. Use the href to retrieve the available networks in step
5.

b. Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute
pool in step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <VirtualMachine ...> for the desired virtual machine. Use the href to retrieve that virtual
machine in step 4.

4. Get Virtual Machines by ID: Retrieve information regarding the virtual machine.

Select the <Action> of <AssignedIpAddresses>with the name of edit. Use the href to modify the IP
addresses of the virtual machine in step 7.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Get Networks: Retrieve the list of networks available in that environment.

a. Select the <Network> with the name of the desired address and prefix length and which contains
the desired <NetworkType>. Use the <Network ...>, with attributes, to create the appropriate
body in step 7.

b. Select the same <Network> as in 5a. Use the href to call to retrieve the available IP addresses on
the network in step 5.

6. Get Networks by ID: Retrieve information IP address usage on the network.

Select an <IpAddress> with no subordinate <Host> or <DetectedOn> and therefore available. The name
attribute contains the IP address; use to create the appropriate body in step 7.

Note: More than one <IpAddress ...> may be assigned.

7. Action Virtual Machines Edit Assigned IP Address: Create the appropriate body for the call and submit to
modify the IP addresses on the virtual machine in a compute pool.

Select the <Task> in the response with an <Operation> value of Configure Server. Use the href to poll the
task in step 8.

Note: Currently assigned networks and IP addresses not replicated in the request body are removed.

8. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.
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Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.24 Power On a Virtual Machine in an Environment
Change the power state to on for a virtual machine in an environment.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
virtual machine is powered on.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 3.

3.  Get Virtual Machines by ID: Retrieve information regarding a virtual machine.
Select the <Action> with a name of power:poweron. Use the href to power on the virtual machine in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Virtual Machines Power On: Power on the virtual machine in an environment.

Select the <Task> in the response with an <Operation> value of Power on Server. Use the href to poll the
task in step 5.

5. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.25 Power On a Virtual Machine in a Compute Pool
Change the power state to on for a virtual machine in a compute pool.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
virtual machine is powered on.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 4.

4. Get Virtual Machines by ID: Retrieve information regarding a virtual machine.
Select the <Action> with a name of power:poweron. Use the href to power on the virtual machine in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5.  Action Virtual Machines Power On: Power on the virtual machine in a compute pool.

Select the <Task> in the response with an <Operation> value of Power on Server. Use the href to poll the
task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.26 Reboot a Virtual Machine in an Environment
Reboot a virtual machine in an environment; equivalent to pressing the reset button on a computer.

Note: The virtual machine must be powered on to reboot.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
virtual machine is powered off.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 3.

3.  Get Virtual Machines by ID: Retrieve information regarding a virtual machine.
Select the <Action> with a name of power:reboot. Use the href to reboot the virtual machine in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Virtual Machines Power Reboot: Reboot the virtual machine in an environment.

Select the <Task> in the response with an <Operation> value of Restart Server. Use the href to poll the
task in step 5.

5. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.

Return to 6 Application Programming Interface Programmer’s Guide.

6.5.27 Reboot a Virtual Machine in a Compute Pool
Reboot a virtual machine in a compute pool; equivalent to pressing the reset button on a computer.

Note: The virtual machine must be powered on to reboot.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
virtual machine is powered off.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 4.
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4. Get Virtual Machines by ID: Retrieve information regarding a virtual machine.
Select the <Action> with a name of power:reboot. Use the href to reboot the virtual machine in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Virtual Machines Power Reboot: Reboot the virtual machine in a compute pool.

Select the <Task> in the response with an <Operation> value of Restart Server. Use the href to poll the
task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.28 Shutdown a Virtual Machine in an Environment
Shutdown a virtual machine in an environment; request the guest operating system to initiate an orderly shutdown
of the virtual machine.

Note: The virtual machine must be powered on and must have VMware Tools installed and running to shutdown.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
virtual machine is powered off or VMware Tools are not running.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 3.

3.  Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Action> with a name of power: shutdown. Use the href to shutdown the virtual machine in step
4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4.  Action Virtual Machines Power Shutdown: Shutdown the virtual machine in an environment.

Select the <Task> in the response with an <Operation> value of Shutdown Server. Use the href to poll the
task in step 5.
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5. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.29 Shutdown a Virtual Machine in a Compute Pool
Shutdown a virtual machine in a compute pool; request the guest operating system to initiate an orderly shutdown
of the virtual machine.

Note: The virtual machine must be powered on and must have VMware Tools installed and running to shutdown.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
virtual machine is powered off or VMware Tools are not running.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 4.

4. Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Action> with a name of power: shutdown. Use the href to shutdown the virtual machine in step
5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Virtual Machines Power Shutdown: Shutdown the virtual machine in a compute pool.

Select the <Task> in the response with an <Operation> value of Sshutdown Server. Use the href to poll the
task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.5.30 Power Off a Virtual Machine in an Environment
Change the power state to off for a virtual machine in an environment; this call abruptly changes the power state
to off of the virtual machine, which is equivalent to pulling the plug.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
virtual machine is powered off.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 3.

3.  Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Action> with a name of power: poweroff. Use the href to power off the virtual machine in step
4,

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Virtual Machines Power Off: Power off the virtual machine in an environment.

Select the <Task> in the response with an <Operation> value of Power off Server. Use the href to poll the
task in step 5.

5. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.31 Power Off a Virtual Machine in a Compute Pool
Change the power state to off for a virtual machine in a compute pool; this call abruptly changes the power state
to off for the virtual machine, which is equivalent to pulling the plug.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
virtual machine is powered off.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 4.

4. Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Action> with a name of power:power0off. Use the href to power off the virtual machine in step
5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Virtual Machines Power Off: Power off the virtual machine in a compute pool.

Select the <Task> in the response with an <Operation> value of Power off Server. Use the href to poll the
task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.32 Mount VMware Tools on a Virtual Machine in an Environment
Mount VMware Tools on a virtual machine in an environment. This enables an organization to install VMware
Tools on a virtual machine.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if
VMware Tools are mounted or the virtual machine is powered off.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 3.

3.  Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Action> with a name of tools:mount. Use the href to mount VMware Tools the virtual machine
in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Virtual Machines Tools Mount: Mount VMware Tools on the virtual machine in an environment.

Select the <Task> in the response with an <Operation> value of Mount Tools. Use the href to poll the task
in step 5.

5. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.33 Mount VMware Tools on a Virtual Machine in a Compute Pool
Mount VMware Tools on a virtual machine in a compute pool. This enables an organization to install VMware Tools
on a virtual machine.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if
VMware Tools are mounted or the virtual machine is powered off.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 4.
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4. Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Action> with a name of tools:mount. Use the href to mount VMware Tools on the virtual
machine in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5.  Action Virtual Machines Tools Mount: Mount VMware Tools on the virtual machine in a compute pool.

Select the <Task> in the response with an <Operation> value of Mount Tools. Use the href to poll the task
in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.34 Install VMware Tools on a Virtual Machine in an Environment
VMware Tools may not be installed directly through the API. To install VMware Tools on a virtual machine in an
environment, one must execute a script on the virtual machine to install VMware Tools as shown below.

Note: The VMware Tools virtual CD must be mounted or the installation will fail; use 6.5.32 Mount VMware Tools
on a Virtual Machine in an Environment. The VMware Tools virtual CD automatically unmounts upon successful
installation.

For example, to install VMware Tools on a Windows 64-bit server, the body for step 4 would be:

<CreateGuestProcess>

<Interpreter></Interpreter>

<Script>d:\setup64.exe /s /v"/gn /1 ""c:\VMtoolsInstallResults.log"" ADDLOCAL=ALL"</Script>
</CreateGuestProcess>

For more information regarding scripted installation of VMware Tools, see:
http://www.vmware.com/pdf/vmware-tools-installation-configuration.pdf

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if on
the <Action> with a name of createGuestProcess if the virtual machine is powered off.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 3.

3.  Get Virtual Machines by ID: Retrieve information regarding a virtual machine in an environment.

a. Select the <Action> with a name of createGuestProcess. Use the href to run the process on the
virtual machine in step 4.

b. Select the <Link> with a type of guest.process; type=collection. Use the href to poll the
processes running on the virtual machine in step 5.

c. Select the <Link> with a type of application/octet-stream. Use the href to retrieve the file
containing the log of the installation from the virtual machine in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Virtual Machines Guest Process: Create the appropriate body and submit to run the process on
the virtual machine in an environment.

Select the <Processld> in the response. Use the value to poll the process in step 5.

5. Get Virtual Machines Guest Processes: Poll the processes running on the virtual machine in an
environment until the <Processld> in step 4 is no longer returned.

6. Get Virtual Machines Guest File: Retrieve the installation log from the virtual machine in an environment.
Inspect for "completed successfully" to ascertain successful installation.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.35 Install VMware Tools on a Virtual Machine in a Compute Pool
VMware Tools may not be installed directly through the API. To install VMware Tools on a virtual machine in an
environment, one must execute a script on the virtual machine to install VMware Tools as shown below.

Note: The VMware Tools virtual CD must be mounted or the installation will fail; use 6.5.33 Mount VMware Tools
on a Virtual Machine in a Compute Pool. The VMware Tools virtual CD automatically unmounts upon successful
installation.

For example, to install VMware Tools on a Windows 64-bit server, the body for step 5 would be:

<CreateGuestProcess>

<Interpreter></Interpreter>

<Script>d:\setup6d.exe /s /v"/gn /1 ""c:\VMtoolsInstallResults.log"" ADDLOCAL=ALL"</Script>
</CreateGuestProcess>

For more information regarding scripted installation of VMware Tools, see:
http://www.vmware.com/pdf/vmware-tools-installation-configuration.pdf
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Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if on

the <Action> with a name of createGuestProcess if the virtual machine is powered off.

1.

Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

Get Environments by ID: Retrieve information regarding the environment.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 3.

Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 4.

Get Virtual Machines by ID: Retrieve information regarding a virtual machine in a compute pool.

a. Select the <Action> with a name of createGuestProcess. Use the href to run the process on the
virtual machine in step 5.

b. Select the <Link> with a type of guest.process; type=collection. Use the href to poll the
processes running on the virtual machine in step 6.

c. Select the <Link> with a type of application/octet-stream. Use the href to retrieve the file
containing the log of the installation from the virtual machine in step 7.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

Action Virtual Machines Guest Process: Create the appropriate body and submit to run the process on
the virtual machine in a compute pool.

Select the <Processld> in the response. Use the value to poll the process in step 6.

Get Virtual Machines Guest Processes: Poll the processes running on the virtual machine in a compute
pool until the <Processld> in step 5 is no longer returned.

Get Virtual Machines Guest File: Retrieve the installation log from the virtual machine in a compute pool.

Inspect for "completed successfully" to ascertain successful installation.

Return to 6.5 Devices: Virtual Machines.

Return to 6 Application Programming Interface Programmer’s Guide.

6.5.36 Unmount VMware Tools from a Virtual Machine in an Environment
Unmount VMware Tools from a virtual machine in an environment.
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Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if
VMware Tools are not mounted or the virtual machine is powered off.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 3.

3.  Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Action> with a name of tools:unmount. Use the href to unmount VMware Tools from the
virtual machine in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4, Action Virtual Machines Tools Unmount: Unmount VMware Tools from the virtual machine in an
environment.

Select the <Task> in the response with an <Operation> value of Unmount Tools. Use the href to poll the
task in step 5.

5. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.37 Unmount VMware Tools from a Virtual Machine in a Compute Pool
Unmount VMware Tools from a virtual machine in a compute pool.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if
VMware Tools are not mounted or the virtual machine is powered off.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 4.

4. Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Action> with a name of tools:unmount. Use the href to unmount VMware Tools from the
virtual machine in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5.  Action Virtual Machines Tools Unmount: Unmount VMware Tools from the virtual machine in a compute
pool.

Select the <Task> in the response with an <Operation> value of Unmount Tools. Use the href to poll the
task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.38 Delete a Virtual Machine from an Environment
Remove a virtual machine from an environment.

Note: The virtual machine must be power state of off to remove.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
power state of the virtual machine is not off.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 3.
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3.  Get Virtual Machines by ID: Retrieve information regarding a virtual machine.
Select the <Action> with a name of remove. Use the href to remove the virtual machine in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4.  Action Virtual Machines Remove: Remove the virtual machine from a compute pool.

Select the <Task> in the response with an <Operation> value of Delete Server. Use the href to poll the
task in step 5.

5. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.39 Delete a Virtual Machine from a Compute Pool
Remove a virtual machine from a compute pool.

Note: The virtual machine must be power state of off to remove.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
power state of the virtual machine is not off.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 4.

4. Get Virtual Machines by ID: Retrieve information regarding a virtual machine.
Select the <Action> with a name of remove. Use the href to remove the virtual machine in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.
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5.  Action Virtual Machines Remove: Remove the virtual machine from a compute pool.

Select the <Task> in the response with an <Operation> value of Delete Server. Use the href to poll the
task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.40 Retrieve Processes on a Virtual Machine in an Environment
Retrieve a list of the processes running on a virtual machine in an environment.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 3.

3.  Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Link> with a type of guest.process; type=collection. Use the href to retrieve the processes
running on the virtual machine in step 4.

4. Get Virtual Machines Guest Processes: Retrieve the processes running on the virtual machine in an
environment.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.41 Retrieve Processes on a Virtual Machine in a Compute Pool
Retrieve a list of the processes running on a virtual machine in a compute pool.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.
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3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 4.

4. Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Link> with a type of guest.process; type=collection. Use the href to retrieve the processes
running on the virtual machine in step 5.

5. Get Virtual Machines Guest Processes: Retrieve the processes running on the virtual machine in a
compute pool.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.42 Retrieve a File from a Virtual Machine in an Environment
Retrieve a file from a virtual machine in an environment.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 3.

3. Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Link> with a type of application/octet-stream. Use the href to retrieve the file from the
virtual machine in step 4.

4. Get Virtual Machines Guest File: Retrieve the file from the virtual machine in an environment.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.43 Retrieve a File from a Virtual Machine in a Compute Pool
Retrieve a file from a virtual machine in a compute pool.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 4.

4. Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Link> with a type of application/octet-stream. Use the href to retrieve the file from the
virtual machine in step 5.

5. Get Virtual Machines Guest File: Retrieve the file from the virtual machine in a compute pool.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.44 Run aProcess on a Virtual Machine in an Environment
Run a process, a script or an executable, on a virtual machine in an environment.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
virtual machine is not powered on.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 3.

3.  Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Action> with a name of createGuestProcess. Use the href to run the process on the virtual
machine in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Virtual Machines Guest Process: Create the appropriate body and submit to run the process on
the virtual machine in an environment.

Return to 6.5 Devices: Virtual Machines.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.5.45 Run a Process on a Virtual Machine in a Compute Pool
Run a process, a script or an executable, on a virtual machine in a compute pool.

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
virtual machine is not powered on.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 4.

4. Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Action> with a name of createGuestProcess. Use the href to run the process on the virtual
machine in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Virtual Machines Guest Process: Create the appropriate body and submit to run the process on
the virtual machine in a compute pool.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.46 Place a File on a Virtual Machine in an Environment
Place a file on a virtual machine in an environment.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the

virtual machine is not powered on.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 3.

3.  Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Action> with a name of createFile. Use the href to place the file on the virtual machine in step
4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Virtual Machines Guest File: Create the appropriate body, more than one may be necessary to
place the entire file, and submit to place the file on the virtual machine in an environment.

Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.47 Place a File on a Virtual Machine in a Compute Pool
Place a file on a virtual machine in a compute pool.

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
virtual machine is not powered on.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <ComputePool> for the desired compute pool. Use the href to retrieve that compute pool in
step 3.

3. Get Compute Pools by ID: Retrieve information regarding the compute pool.

Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual machine
in step 4.

4. Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Action> with a name of createFile. Use the href to place the file on the virtual machine in step
5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Virtual Machines Guest File: Create the appropriate body, more than one may be necessary to
place the entire file, and submit to place the file on the virtual machine in a compute pool.
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Return to 6.5 Devices: Virtual Machines.
Return to 6 Application Programming Interface Programmer’s Guide.

6.5.48 Retrieve Tasks for a Virtual Machine
Retrieve the tasks for a virtual machine. Tasks present a history of changes to the virtual machine and are retained
for a year. The call to retrieve the tasks may include optional query parameters to limit or sort the response.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

e Under the <ComputePool> for the desired compute pool,
o Select the <VirtualMachine> for the desired virtual machine. Use the href to retrieve that virtual
machine in step 3.

3.  Get Virtual Machines by ID: Retrieve information regarding a virtual machine.

Select the <Link> with a type of task; type=collection. Use the href to retrieve the tasks for the virtual
machine in step 4.

4. Get Tasks by Virtual Machine: Attach query parameters, if desired, and retrieve the tasks for the virtual
machine.

Return to 6.5 Devices: Virtual Machines.

Return to 6 Application Programming Interface Programmer’s Guide.

6.6 Devices: Physical Devices
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6.6.8 Rename a Storage Device in an ENVIFONMENT .......oiiiiiiiiiiiiiiiiiiieeeeseeeeeeeeeeeseeeeeeseeeeeereeeeseeeeeseeneraressnnnes 150
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6.6.10  Change Tags on a Physical Router in an ENVironmMent ..........ccovveii i 152
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6.6.11  Change Tags on a High Availability Router in an Environment ...........ccccceeeiiie e 152
6.6.12  Change Tags on a Storage Device in an ENVIFONMENT ......cooiviiiiiiiiiie et 152
6.6.13  Manage IP Addresses on a Physical Server in an ENVironment........cccoccveviiiiieeicciiee e 152
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Advance to 6.7 Network Summary.
Physical devices are managed from Devices. Physical devices may be renamed and moved.
Return to 6 Application Programming Interface Programmer’s Guide.

6.6.1 Retrieve a Specified Physical Server
Retrieve information regarding a specified physical server.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <PhysicalDevice> where the type is physicalServer and the name is that of the desired physical
server. Use the href to retrieve that physical server in step 3.

3. Get Physical Servers by ID: Retrieve information regarding a specified physical server in an environment.

Return to 6.6 Devices: Physical Devices.
Return to 6 Application Programming Interface Programmer’s Guide.

6.6.2 Retrieve a Specified Physical Router
Retrieve information regarding a specified physical router.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <PhysicalDevice> where the type is physicalRouter and the name is that of the desired physical
router. Use the href to retrieve that physical router in step 3.
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3. Get Physical Routers by ID: Retrieve information regarding a specified physical router in an environment.

Return to 6.6 Devices: Physical Devices.

Return to 6 Application Programming Interface Programmer’s Guide.

6.6.3 Retrieve a Specified High Availability Router
Retrieve information regarding a specified high availability router.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <PhysicalDevice> where the type is haRouter and the name is that of the desired high availability
router. Use the href to retrieve that high availability router in step 3.

3. Get High Availability Routers by ID: Retrieve information regarding a specified high availability router in
an environment.

Return to 6.6 Devices: Physical Devices.
Return to 6 Application Programming Interface Programmer’s Guide.

6.6.4 Retrieve a Specified Storage device
Retrieve information regarding a specified storage device.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <PhysicalDevice> where the type is storageDevice and the name is that of the desired storage
device. Use the href to retrieve that storage device in step 3.

3. Get Storage Devices by ID: Retrieve information regarding a specified storage device in an environment.

Return to 6.6 Devices: Physical Devices.
Return to 6 Application Programming Interface Programmer’s Guide.

6.6.5 Rename a Physical Server in an Environment
A physical device may be renamed, given a new description, or assigned different tags.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.
Under the <Organization> for the desired organization:

a. Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

b. Select the <Link> with the type of deviceTag. Use the href to retrieve the tags of the organization
in step 4.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <PhysicalDevice> where the type is physicalServer and the name is that of the desired physical
server. Use the href to retrieve the physical server in step 3.

3. Get Physical Servers by ID: Retrieve information regarding a physical server.
Select the <Action> with a name of edit. Use the href to modify the physical server in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Tags: Retrieve the tags for the organization.

e To use an existing tag, select the<DeviceTag> with the desired name. Use the value of the name
attribute in the <Tag> of the body to create the appropriate body in step 5.

e To create a new tag in the organization, use a new value in the <Tag> of the body to create the
appropriate body in step 5.

Note: If the physical server has a tag that is not replicated in the body, that tag is removed.

5. Action Physical Servers Edit: Create the appropriate body for the call and submit to modify the physical
server in an environment.

Select the <Task> in the response with an <Operation> value of Rename Device. Use the href to poll the
task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.6 Devices: Physical Devices.
Return to 6 Application Programming Interface Programmer’s Guide.

6.6.6 Rename a Physical Router in an Environment
A physical router may be renamed, given a new description, or assigned different tags.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.
Under the <Organization> for the desired organization:

a. Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

b. Select the <Link> with the type of deviceTag. Use the href to retrieve the tags of the organization
in step 4.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <PhysicalDevice> where the type is physicalRouter and the name is that of the desired physical
router. Use the href to retrieve that physical router in step 3.

3. Get Physical Routers by ID: Retrieve information regarding a physical router.
Select the <Action> with a name of edit. Use the href to modify the physical router in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Tags: Retrieve the tags for the organization.

e To use an existing tag, select the<DeviceTag> with the desired name. Use the value of the name
attribute in the <Tag> of the body to create the appropriate body in step 5.

e To create a new tag in the organization, use a new value in the <Tag> of the body to create the
appropriate body in step 5.

Note: If the physical router has a tag that is not replicated in the body, that tag is removed.

5. Action Physical Routers Edit: Create the appropriate body for the call and submit to modify the physical
router in an environment.

Select the <Task> in the response with an <Operation> value of Rename Device. Use the href to poll the
task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.6 Devices: Physical Devices.
Return to 6 Application Programming Interface Programmer’s Guide.

6.6.7 Rename a High Availability Router in an Environment
A high availability router may be renamed, given a new description, or assigned different tags.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.
Under the <Organization> for the desired organization:

a. Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

b. Select the <Link> with the type of deviceTag. Use the href to retrieve the tags of the organization
in step 4.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <PhysicalDevice> where the type is haRouter and the name is that of the desired high availability
router. Use the href to retrieve that high availability router in step 3.

3. Get High Availability Routers by ID: Retrieve information regarding a physical router.
Select the <Action> with a name of edit. Use the href to modify the high availability router in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Tags: Retrieve the tags for the organization.

e To use an existing tag, select the<DeviceTag> with the desired name. Use the value of the name
attribute in the <Tag> of the body to create the appropriate body in step 5.

e To create a new tag in the organization, use a new value in the <Tag> of the body to create the
appropriate body in step 5.

Note: If the high availability router has a tag that is not replicated in the body, that tag is removed.

5. Action High Availability Routers Edit: Create the appropriate body for the call and submit to modify the
high availability router in an environment.

Select the <Task> in the response with an <Operation> value of Rename Device. Use the href to poll the
task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.6 Devices: Physical Devices.
Return to 6 Application Programming Interface Programmer’s Guide.

6.6.8 Rename a Storage Device in an Environment
A storage device may be renamed, given a new description, or assigned different tags.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 150



e
v terremark

a Verizon Company

1. Get Organizations: Retrieve information regarding the organization.
Under the <Organization> for the desired organization:

a. Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

b. Select the <Link> with the type of deviceTag. Use the href to retrieve the tags of the organization
in step 4.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <PhysicalDevice> where the type is storageDevice and the name is that of the desired storage
device. Use the href to retrieve that storage device in step 3.

3. Get Storage Devices by ID: Retrieve information regarding a physical router.
Select the <Action> with a name of edit. Use the href to modify the storage device in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Tags: Retrieve the tags for the organization.

e To use an existing tag, select the<DeviceTag> with the desired name. Use the value of the name
attribute in the <Tag> of the body to create the appropriate body in step 5.

e To create a new tag in the organization, use a new value in the <Tag> of the body to create the
appropriate body in step 5.

Note: If the storage device has a tag that is not replicated in the body, that tag is removed

5. Action Storage Devices Edit: Create the appropriate body for the call and submit to modify the storage
device in an environment.

Select the <Task> in the response with an <Operation> value of Rename Device. Use the href to poll the
task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.6 Devices: Physical Devices.
Return to 6 Application Programming Interface Programmer’s Guide.

6.6.9 Change Tags on a Physical Server in an Environment
To change the tags assigned to a physical server in an environment, follow the steps in 6.6.5 Rename a Physical
Server in an Environment. Modify the list of tags in the body in step 5.

Return to 6.6 Devices: Physical Devices.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.6.10 Change Tags on a Physical Router in an Environment
To change the tags assigned to a physical router in an environment, follow the steps in 6.6.6 Rename a Physical
Router in an Environment. Modify the list of tags in the body in step 5.

Return to 6.6 Devices: Physical Devices.
Return to 6 Application Programming Interface Programmer’s Guide.

6.6.11 Change Tags on a High Availability Router in an Environment
To change the tags assigned to a high availability router in an environment, follow the steps in 6.6.7 Rename a High
Availability Router in an Environment. Modify the list of tags in the body in step 5.

Return to 6.6 Devices: Physical Devices.
Return to 6 Application Programming Interface Programmer’s Guide.

6.6.12 Change Tags on a Storage Device in an Environment
To change the tags assigned to a storage device in an environment, follow the steps in 6.6.8 Rename a Storage
Device in an Environment. Modify the list of tags in the body in step 5.

Return to 6.6 Devices: Physical Devices.
Return to 6 Application Programming Interface Programmer’s Guide.

6.6.13 Manage IP Addresses on a Physical Server in an Environment
The only configuration change permitted on a physical server is to add, change, or remove IP addresses assigned.

Note: Changing the assigned IP address through the API changes only the information recorded about the physical
server. The IP address must be changed in the operating system on the device through a console connection to the
physical server.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

a. Select the <PhysicalDevice ...> with a type of physicalServer and a name of the desired physical
server. Use the href to retrieve that physical server in step 3.

b. Select the <Link> with the type of network. Use the href to retrieve the available networks in step
4,
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3. Get Physical Servers by ID: Retrieve information regarding the physical server.

e Under <AssignedIpAddresses>,
e Select the <Action> with the name of edit. Use the href to modify the IP addresses of the virtual
machine in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Networks: Retrieve the list of networks available in that environment.

a. Select the <Network> with the name of the desired address and prefix length and which contains
the desired <NetworkType>. Use the <Network ...>, with attributes, to create the appropriate
body in step 6.

b. Select the same <Network> as in 4a. Use the href to call to retrieve the available IP addresses on
the network in step 5.

5. Get Networks by ID: Retrieve information IP address usage on the network.

Select an <IpAddress> with no subordinate <Host> or <DetectedOn> and therefore available. The name
attribute contains the IP address; use to create the appropriate body in step 6.

Note: More than one <IpAddress ...> may be assigned.

6. Action Physical Servers Edit Assigned IP Address: Create the appropriate body for the call and submit to
modify the IP addresses on the physical server in an environment.

Select the <Task> in the response with an <Operation> value of Configure Server. Use the href to poll the
task in step 7.

Note: Currently assigned networks and IP addresses not replicated in the request body are removed.

7. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.6 Devices: Physical Devices.
Return to 6 Application Programming Interface Programmer’s Guide.

6.6.14 Retrieve Tasks for a Physical Server
Retrieve the tasks for a physical server. Tasks present a history of changes to the physical server and are retained
for a year. The call to retrieve the tasks may include optional query parameters to limit or sort the response.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <PhysicalDevice> where the type is PhysicalServer and the name is that of the desired physical
server. Use the href to retrieve that physical server in step 3.
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3. Get Physical Servers by ID: Retrieve information regarding a physical server.

Select the <Link> with a type of task; type=collection. Use the href to retrieve the tasks for the physical
server in step 4.

4. Get Tasks by Physical Server: Attach query parameters, if desired, and retrieve the tasks for the physical
server in an environment.

Return to 6.6 Devices: Physical Devices.
Return to 6 Application Programming Interface Programmer’s Guide.

6.6.15 Retrieve Tasks for a Physical Router
Retrieve the tasks for a physical router. Tasks present a history of changes to the physical router and are retained
for a year. The call to retrieve the tasks may include optional query parameters to limit or sort the response.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <PhysicalDevice> where the type is physicalRouter and the name is that of the desired physical
router. Use the href to retrieve that physical router in step 3.

3.  Get Physical Routers by ID: Retrieve information regarding a physical router.

Select the <Link> with a type of task; type=collection. Use the href to retrieve the tasks for the physical
router in step 4.

4. Get Tasks by Physical Router: Attach query parameters, if desired, and retrieve the tasks for the physical
router in an environment.

Return to 6.6 Devices: Physical Devices.
Return to 6 Application Programming Interface Programmer’s Guide.

6.6.16 Retrieve Tasks for a High Availability Router

Retrieve the tasks for a high availability router. Tasks present a history of changes to the high availability router
and are retained for a year. The call to retrieve the tasks may include optional query parameters to limit or sort the
response.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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Get Environments by ID: Retrieve information regarding the environment.

Select the <PhysicalDevice> where the type is haRouter and the name is that of the desired high availability
router. Use the href to retrieve that high availability router in step 3.

Get High Availability Routers by ID: Retrieve information regarding a high availability router.

Select the <Link> with a type of task; type=collection. Use the href to retrieve the tasks for the high
availability router in step 4.

Get Tasks by High Availability Router: Attach query parameters, if desired, and retrieve the tasks for the

high availability router in an environment.

Return to 6.6 Devices: Physical Devices.

Return to 6 Application Programming Interface Programmer’s Guide.

6.6.17 Retrieve Tasks for a Storage device

Retrieve the tasks for a storage device. Tasks present a history of changes to the storage device and are retained

for a year. The call to retrieve the tasks may include optional query parameters to limit or sort the response.

1. Get Organizations: Retrieve information regarding the organization.

Under <Organization> for the desired organization,
Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <PhysicalDevice> where the type is storageDevice and the name is that of the desired storage
device. Use the href to retrieve that storage device in step 3.

3. Get Storage Devices by ID: Retrieve information regarding a storage device.

Select the <Link> with a type of task; type=collection. Use the href to retrieve the tasks for the storage
device in step 4.

4. Get Tasks by Storage Device: Attach query parameters, if desired, and retrieve the tasks for the storage
device in an environment.

Return to 6.6 Devices: Physical Devices.

Return to 6 Application Programming Interface Programmer’s Guide.

6.7 Network Summary
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6.7.13  Change Reserved State Of IP AdArESSES .....cccviiiiiciiiiicciee ettt bee e e e e e 162
Advance to 6.8 Public IPs.

Network Summary presents an overview of the network components related to Internet services in the Enterprise
Cloud.

Return to 6 Application Programming Interface Programmer’s Guide.

6.7.1 Retrieve Network Summary for an Environment
Retrieve an overview of the network in an environment.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary in an environment.

Return to 6.7 Network Summary.
Return to 6 Application Programming Interface Programmer’s Guide.

6.7.2 Retrieve Public IPs
Retrieve all the public IP addresses in an environment.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary in an environment.

Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public IP
addresses for the environment in step 4.

4. Get Public IPs: Retrieve information regarding public IP addresses in an environment.

Return to 6.7 Network Summary.
Return to 6 Application Programming Interface Programmer’s Guide.

6.7.3 Retrieve RNATs
Retrieve the reverse network address translations (RNATs) assigned to networks and devices in an environment.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary in an environment.

Select the <Link> with the type of rnatConfiguration. Use the href to retrieve the RNATSs for the
environment in step 4.

4. Get RNATs: Retrieve information regarding RNATSs in an environment.

Return to 6.7 Network Summary.
Return to 6 Application Programming Interface Programmer’s Guide.

6.7.4 Retrieve Networks
Retrieve the networks in an environment.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary in an environment.

Select the <Link> with the type of network; type=collection. Use the href to retrieve the network
summary for the environment in step 4.

4. Get Networks: Retrieve information regarding the networks in an environment.

Return to 6.7 Network Summary.
Return to 6 Application Programming Interface Programmer’s Guide.

6.7.5 Retrieve Network Hosts
Retrieve the network hosts in an environment.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary in an environment.

Select the <Link> with the type of networkHostSummary. Use the href to retrieve the network hosts for the
environment in step 4.

4. Get Network Hosts: Retrieve information regarding the network hosts in an environment.

Return to 6.7 Network Summary.
Return to 6 Application Programming Interface Programmer’s Guide.

6.7.6 Retrieve Network Host Details
Retrieve the details regarding a specified network host in an environment.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary in an environment.

Select the <Link> with the type of networkHostSummary. Use the href to retrieve the network hosts for the
environment in step 4.

4. Get Network Hosts: Retrieve information regarding the network hosts in an environment.

Select the <Host> with the name of the desired host. Use the href to retrieve the network host for the
environment in step 5.

5. Get Network Hosts by ID: Retrieve information regarding a specified network host in an environment.

Return to 6.7 Network Summary.
Return to 6 Application Programming Interface Programmer’s Guide.

6.7.7 Retrieve Internet Services
Retrieve the Internet services in an environment.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the first <InternetService> of <InternetServices>. Use the href to retrieve the Internet service in
step 4.

4. Get Internet Services by ID: Retrieve information regarding the Internet service in an environment.

a. Compare the href of this <InternetService> to the list of <InternetServices> in step 3 and if the
last <InternetService> in the list, end the procedure.
b. Advance to the next <InternetService> and use the href to retrieve the Internet service in step 4.

Return to 6.7 Network Summary.
Return to 6 Application Programming Interface Programmer’s Guide.

6.7.8 Retrieve Backup Internet Services
Retrieve the backup Internet services in an environment.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of backupInternetService; type=collection. Use the href to retrieve the
backup Internet services for the environment in step 4.

4. Get Backup Internet Services: Retrieve information regarding the backup Internet services.

Return to 6.7 Network Summary.
Return to 6 Application Programming Interface Programmer’s Guide.

6.7.9 Retrieve Node Services
Retrieve the node services in an environment.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

e Under <NodeServices>,
e Select the first <NodeService>. Use the href to retrieve the node service in step 4.

4. Get Node Services by ID: Retrieve information regarding the node service in an environment.

a. Compare the href of this <NodeService> to the list of <NodeServices> in step 3 and if the last
<NodeService> in the list, end the procedure.
b. Advance to the next <NodeService>and use the href to retrieve the node service in step 4.

Return to 6.7 Network Summary.
Return to 6 Application Programming Interface Programmer’s Guide.

6.7.10 Retrieve IP Address Usage
Retrieve the IP addresses on a specified network in an environment.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Network> with the name of the desired address and prefix length and which contains the
desired <NetworkType>. Use the href to retrieve the IP address usage for that network in step 3.

3. Get Networks by ID: Retrieve information regarding IP address usage on a specified network in an
environment.

Return to 6.7 Network Summary.
Return to 6 Application Programming Interface Programmer’s Guide.

6.7.112 Reserve an IP Address
Reserve a specified IP address on a network in an environment.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
IP address is reserved.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Network> with the name of the desired address and prefix length and which contains the
desired <NetworkType>. Use the href to retrieve the IP address usage for that network in step 3.

3. Get Networks by ID: Retrieve information regarding IP address usage on a specified network in an
environment.

e Select the <IpAddress> which is desired to reserve,
e Select the <Action> with the name of reserve. Use the href to reserve the IP address in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action IP Addresses Reserve: Reserve a specified IP address on a network.

Return to 6.7 Network Summary.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.7.12 Unreserve an IP Address
Unreserve a specified IP address on a network in an environment.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
IP address is not reserved.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Network> with the name of the desired address and prefix length and which contains the
desired <NetworkType>. Use the href to retrieve the IP address usage for that network in step 3.

3. Get Networks by ID: Retrieve information regarding IP address usage on a specified network in an
environment.

e Select the <lpAddress> which is desired to unreserve,
e Select the <Action> with the name of unreserve. Use the href to reserve the IP address in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action IP Addresses Unreserve: Unreserve a specified IP address on a network.

Return to 6.7 Network Summary.
Return to 6 Application Programming Interface Programmer’s Guide.

6.7.13 Change Reserved State of IP Addresses
Change the reserved state of IP addresses on a specified network in an environment.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if no
IP addresses are available to reserve or unreserve.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Network> with the name of the desired address and prefix length and which contains the
desired <NetworkType>. Use the href to retrieve the IP address usage for that network in step 3.
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3. Get Networks by ID: Retrieve information regarding IP address usage on a specified network in an
environment.

a. e Select the <IlpAddress>, more than one may be selected, on which the reserved state is
desired to change. Under the <IpAddress>,
e Use the <Reserved> and change the value to the desired state. Use the <IpAddress ...>,
with attributes and child <Reserved>, to create the appropriate body in step 4.

b. Select the <Action> with the name of configureIpReservation. Use the href to change the
reserved state of IP addresses in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action IP Addresses Configure Reservation: Create the appropriate body for the call and submit to
change the reserved state of IP addresses on a specified network in an environment.

Return to 6.7 Network Summary.

Return to 6 Application Programming Interface Programmer’s Guide.

6.8 PublicIPs
6.8.1 Yo AV =T N U] o] 1ol | o TR 163
Advance to 6.9 RNATs.

Perform tasks related to public IP addresses.

Return to 6 Application Programming Interface Programmer’s Guide.

6.8.1 Activate a Public IP
Activate a new public IP address in an environment.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if no
public IP addresses are available to activate.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.
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3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Action> with the name of activatePublicIp. Use the href to activate the public IP address in
step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Public IPs Activate: Activate a new public IP address in an environment.

Return to 6.8 Public IPs.

Return to 6 Application Programming Interface Programmer’s Guide.

6.9 RNATs
6.9.1 Edit @ Network RNAT ASSOCIAtION .....eiiiiitieitieiie ettt sttt ettt st st b e b e snees 164
6.9.2 Create a Device RNAT ASSOCIAtION. .....cciiiiiiiiiiiiiieiee et e e 165
6.9.3 Edit @ Device RNAT ASSOCIATION ....eiiiuiiiiiiieiiesiie ettt ettt ettt et e st e e sab e st e sbeeesabeeeeeeas 166
6.9.4 Delete a Device RNAT ASSOCIATION ......iiitiiiiieriie ettt ettt ettt sb e sttt esbe e e sabeesareesbeeesareesneeas 166

Advance to 6.10 Internet Services.
Reverse network address translations associate networks and device IP addresses to a specific public IP address.
Return to 6 Application Programming Interface Programmer’s Guide.

6.9.1 Edit a Network RNAT Association
Networks are always associated with a public IP. When first created, a network is associated to the default RNAT.
The only action for networks is to change the public IP to which they are associated.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of rnatConfiguration. Use the href to retrieve the RNATSs for the
environment in step 4.
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4. Get RNATs: Retrieve information regarding the RNATSs in that environment.

a. Select the <Rnat>, which contains a <Publiclp> where the name is the desired public IP address.
Use the <Rnat ...>, with attributes, to create the appropriate body in step 5.

b. o Under the <NetworkRnat> with the name of the desired address and prefix length,
e Select the <Action>with a name of edit where the name is the network address and
network prefix length of the desired network. Use the href to edit the RNAT in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Associations Edit Network: Create the appropriate body for the call and submit to edit the
network RNAT association in an environment.

Select the <Task> in the response with an <Operation> value of Configure RNAT Association. Use the
href to poll the task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.9 RNATS.
Return to 6 Application Programming Interface Programmer’s Guide.

6.9.2 Create a Device RNAT Association
Network hosts may be associated with a public IP. If not otherwise configured, network hosts will use the default
RNAT.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.
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3. Get Network Summary: Retrieve information regarding the network summary.

a. Select the <Link> with the type of networkHostSummary. Use the href to retrieve the network hosts
for the environment in step 4.

b. Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public
IP addresses for the environment in step 5.

c. Select the <Action>with a name of createRnatAssociation. Use the href to create the RNAT
association in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Network Hosts: Retrieve information regarding the network hosts in that environment.

e Under the <Host> where the name is the desired device,
e Select the <IpAddress> where the name is the desired IP address. Use the <lpAddress ...>, with
attributes, to create the appropriate body in step 6.

5. Get Public IPs: Retrieve information regarding public IP addresses.

Select the <Publiclp> where the name is the desired public IP address. Use the <Publiclp ...>, with
attributes, to create the appropriate body in step 6.

6. Action Associations Create Device: Create the appropriate body for the call and submit to create the
device RNAT association in an environment.

Return to 6.9 RNATS.
Return to 6 Application Programming Interface Programmer’s Guide.

6.9.3 Edit a Device RNAT Association
To modify the RNAT association of a network host, remove the device RNAT as described in 6.9.4 Delete a Device
RNAT Association and then add a new device RNAT as described in6.9.2 Create a Device RNAT Association.

Return to 6.9 RNATS.
Return to 6 Application Programming Interface Programmer’s Guide.

6.9.4 Delete a Device RNAT Association
Remove the reverse network address translations (RNATSs) assigned to a network host in an environment.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of rnatConfiguration. Use the href to retrieve the RNATSs for the
environment in step 4.

4. Get RNATs: Retrieve information regarding the RNATSs in that environment.

e Under the <Rnat> where the name is the public IP address of the desired public IP,

e Under the <Association> where the name is the IP address of the desired host,

e Under the <IpAddress> where the name is the desired IP address and contains the <Host> where
the name is the name of the desired device,

e Select the <Action> where the name is remove. Use the href to remove the RNAT association in
step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Associations Remove Device: Remove the device RNAT association from a network host in an
environment.

Select the <Task> in the response with an <Operation> value of Delete RNAT Association. Use the href to
poll the task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.9 RNATSs.

Return to 6 Application Programming Interface Programmer’s Guide.

6.10 Internet Services

6.10.1  Create an INTerNet SEIVICE ... .uiiiiee e s 168
6.10.2  Edit @n INTEINET SEIVICE .eeoueiiiiiieeee ettt et sar e s b e e e e sne e e sareeeanes 169
6.10.3  Delete an INtErNet SEIVICE ..c..eiiii ittt st st r e s s ereereens 171
6.10.4  Create a Backup INTEINEL SEIVICE ....uiiiiiiiiie ittt e e e e et e e e e enbe e e e seabeeeeennees 172
6.10.5  Edit @ BACKUP INTEINEE SEIVICE...ciiiiiiie ettt e e e e e e be e e e e sabae e s e nrtee e e neees 172
6.10.6  Delete a BaCKUP INTEINEE SEIVICE oo e e e e e e e e e e e e e e e naeraeeeeaaeean 173
6.10.7  Create @ Default IMIONITON . ...c..ciiiiiee ettt sttt et sbe e st e aeeeeeeeeens 174
6.10.8  Create @ PiNg IMONITO . ... s 175
6.10.9  Create an HTTP IMONITOr ......oociiiiiiiiiiiiiiiiiiiic i 176
Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1

terremark.com Page | 167



e
v terremark

a Verizon Company

6.10.10 Create an ECV MONITON ..o.uuiiiiiiiiiiiiitc et 177
6.10.11 (G101 d=I- T WeToT o] o - ol |1 [ o 11 o oo PRSP 178
6.10.12 Edit @ PiNG IMONITON ..o ieiiie ittt ettt e e s st e e s s bte e e s sbteeessabeeeesebteeessnseeeasnnns 179
6.10.13 Edit @n HTTP IMONITON «.eeiiiiieiite ettt ettt et ettt e s e s bt e e sabeesabeeesnteesneeesareeas 180
6.10.14 Edit @n ECV IMONITON c..eeiieiiiieiteee ettt ettt ettt st sttt et b e sbe e s sabe e b e e b e nneesnees 181
6.10.15 EN@BIE @ IMIONITON ...ttt sttt et e b e s bt st st et b e b e nnees 182
6.10.16 DiSADIE @ IMONITON «...eeiieiieiie ettt ettt sttt et e s bt e sae e st e sabeebe e beenbeenneas 183

Advance to 6.11 Node Services.
Internet services are applications assigned to a public IP address.
Return to 6 Application Programming Interface Programmer’s Guide.

6.10.1 Create an Internet Service
Create an Internet service in an environment.

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

a. Ifatrusted network group is to be the source, select the <Link> with the type of
trustedNetworkGroup; type=collection. Use the href to retrieve the trusted network groups for
the environment in step 6.

b. If a backup Internet service is to be associated, select the <Link> with the type of
backupInternetService; type=collection. Use the href to retrieve the backup Internet services
for the environment in step 7.

c. Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public
IP addresses in step 4.

4. Get Public IPs: Retrieve information regarding public IP addresses in that environment.

Select the <Publiclp> where the name is the IP address of the public IP address to be used by the desired
Internet service. Use the href to retrieve that public IP in step 5.
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5. Get Public IPs by ID: Retrieve information regarding the public IP address.

Select the <Action> where the name is createInternetService. Use the href to create the Internet service
in step 8.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

6. Get Trusted Network Groups: If a trusted network group is to be the source, retrieve information
regarding the trusted network groups in that environment.

e Select the <TrustedNetworkGroup> where the name is the desired trusted network group, or

e Select the <TrustedNetworkGroup> where under the <Hosts> is the <IpAddress>of the desired
host or hosts and under <Networks> is a <Network> where <Address> is the desired network
address and <Size> is the desired network prefix length.

e Use the <TrustedNetworkGroup ...>, with attributes, to create the appropriate body in step 8.

7. Get Backup Internet Services: If a backup Internet service is to be associated, retrieve information
regarding the backup Internet services in that environment.

Select the <BackuplnternetService> that contains a <Protocol> where the value the same as this Internet
service. Use the <BackuplnternetService ...>, with attributes, to create the appropriate body in step 8.

8. Action Internet Services Create: Create the appropriate body for the call and submit to create the
Internet service on a public IP address.

Return to 6.10 Internet Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.10.2 Edit an Internet Service
Modify an Internet service in an environment. The following may be changed on an Internet service:

e Name

e Source: any or trusted network group

e Service description

e Redirect URL

e Persistence type and timeout

e Enable or disable traffic to node services
e Backup Internet service association

e Load balancing algorithm

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

a. Ifatrusted network group is to be the source, select the <Link> with the type of
trustedNetworkGroup; type=collection. Use the href to retrieve the trusted network groups for
the environment in step 6.

b. If a backup Internet service is to be associated, select the <Link> with the type of
backupInternetService; type=collection. Use the href to retrieve the backup Internet services
for the environment in step 7.

c. Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public
IPs for the environment in step 4.

4. Get Public IPs: Retrieve information regarding public IP addresses in that environment.

Select the <Publiclp> where the name is the IP address of the public IP address used by the desired
Internet service. Use the href to retrieve that public IP in step 5.

5. Get Public IPs by ID: Retrieve information regarding the public IP.

e Select the <InternetService> where the <Protocol> and <Port> matches the desired protocol and
port,
e Select the <Action> where the name is edit. Use the href to modify the Internet service in step 8.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

6. Get Trusted Network Groups: If a trusted network group is to be the source, retrieve information
regarding the trusted network groups in that environment.

e Select the <TrustedNetworkGroup> where the name is the desired trusted network group, or

e Select the <TrustedNetworkGroup> where under the <Hosts> is the <IpAddress>of the desired
host or hosts and under <Networks> is a <Network> where <Address> is the desired network
address and <Size> is the desired network prefix length.

e Use the <TrustedNetworkGroup ...>, with attributes, to create the appropriate body in step 8.

7. Get Backup Internet Services: If a backup Internet service is to be associated, retrieve information
regarding the backup Internet services in that environment.

Select the <BackuplnternetService> that contains a <Protocol> where the value is the same as this
Internet service. Use the <BackuplnternetService ...>, with attributes, to create the appropriate body in
step 8.
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8. Action Internet Services Edit: Create the appropriate body for the call and submit to modify the Internet
service in an environment.

Select the <Task> in the response with an <Operation> value of Configure Internet Service. Use the
href to poll the task in step 9.

9. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.10 Internet Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.10.3 Delete an Internet Service
Remove an Internet service from an environment.

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
Internet service is associated with any node services or backup Internet services.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public IPs for
the environment in step 4.

4. Get Public IPs: Retrieve information regarding public IP addresses in that environment.

Select the <Publiclp> where the name is the IP address of the public IP address used by the desired
Internet service. Use the href to retrieve that public IP in step 5.

5. Get Public IPs by ID: Retrieve information regarding the public IP.

e Select the <InternetService> where the <Protocol> and <Port> matches the desired protocol and
port,

e Select the <Action> where the name is remove. Use the href to remove the Internet service in step
6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

6. Action Internet Services Remove: Remove the Internet service from an environment.

Return to 6.10 Internet Services.
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Return to 6 Application Programming Interface Programmer’s Guide.

6.10.4 Create a Backup Internet Service
Create a backup Internet service in an environment.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Action> with the name of createBackupInternetService. Use the href to create the backup
Internet service in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Backup Internet Services Create: Create the appropriate body for the call and submit to create the
backup Internet service in an environment.

Return to 6.10 Internet Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.10.5 Edit a Backup Internet Service
Modify a backup Internet service in an environment. The following may be changed on an Internet service:

e Name

e Source, any or trusted network group

e Service description

e Redirect URL

e Persistence type and timeout

e Enable or disable traffic to node services
e Internet service association

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of backupInternetService; type=collection. Use the href to retrieve the
backup Internet services for the environment in step 4.

4. Get Backup Internet Services: Retrieve information regarding the backup Internet services in that
environment.

e Under the first <BackuplnternetService> that contains the desired value in <Protocol>
e Select the <Action> where the name is edit. Use the href to modify the backup Internet service in
step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Backup Internet Services Edit: Create the appropriate body for the call and submit to modify the
backup Internet service in an environment.

Select the <Task> in the response with an <Operation> value of Edit Backup Internet Service. Use the
href to poll the task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.10 Internet Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.10.6 Delete a Backup Internet Service
Remove a backup Internet service from an environment.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
backup Internet service is associated with any node services or Internet services.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of backupInternetService; type=collection. Use the href to retrieve the
backup Internet services for the environment in step 4.

4. Get Backup Internet Services: Retrieve information regarding the backup Internet services in that
environment.

e Under the first <BackuplnternetService> that contains the desired value in <Protocol>,
e Select the <Action> where the name is remove. Use the href to remove the backup Internet service
in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5.  Action Backup Internet Services Remove: Remove the backup Internet service from an environment.

Select the <Task> in the response with an <Operation> value of Delete Backup Internet Service. Use the
href to poll the task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.10 Internet Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.10.7 Create a Default Monitor
Create a default monitor or change the monitor to a default monitor on an Internet service. Monitors probe the
servers on an Internet service to ensure availability.

Note: If an Internet service currently has a custom monitor (ping, HTTP, ECV, or loopback monitor) the default
monitor must first be created on the Internet service and then the custom monitor created.

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.
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3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public IPs for
the environment in step 4.

4. Get Public IPs: Retrieve information regarding public IP addresses in that environment.

Select the <Publiclp> where the name is the IP address of the public IP address used by the desired
Internet service. Use the href to retrieve that public IP in step 5.

5. Get Public IPs by ID: Retrieve information regarding the public IP.

e Select the <InternetService> where the <Protocol> and <Port> matches the desired protocol and
port,

e Select the <Action> where the name is createDefaultMonitor. Use the href to create the Internet
service default monitor in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess. If set, stop the procedure
because the action is not permitted.

6. Action Monitors Create Default: Create the default monitor on the Internet service in an environment.

Return to 6.10 Internet Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.10.8 Create a Ping Monitor
Create a ping monitor or change the monitor to a ping monitor on an Internet service. Monitors probe the servers
on an Internet service to ensure availability.

Note: If an Internet service currently has a custom monitor (HTTP, ECV, or loopback monitor) the default monitor
must first be created on the Internet service and then the custom monitor created.

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
current monitor is a custom monitor: HTTP, ECV, or loopback.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public IPs for
the environment in step 4.
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4. Get Public IPs: Retrieve information regarding public IP addresses in that environment.

Select the <Publiclp> where the name is the IP address of the public IP address used by the desired
Internet service. Use the href to retrieve that public IP in step 5.

5. Get Public IPs by ID: Retrieve information regarding the public IP.

e Select the <InternetService> where the <Protocol> and <Port> matches the desired protocol and
port,

e Select the <Action> where the name is createPingMonitor. Use the href to create the Internet
service ping monitor in step 7.

e [f the attribute actionDisabled is set to disabled on the desired monitor, select the <Action>
where the name is createDefaultMonitor. Use the href to create the Internet service default
monitor in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess. If set, stop the procedure
because the action is not permitted.

6. Action Monitors Create Default: If the attribute actionDisabled is set to disabled on the <Action> for the
desired monitor, create the default monitor on the Internet service.

7. Action Monitors Create Ping: Create the appropriate body for the call and submit to create the ping
monitor in an environment.

Return to 6.10 Internet Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.10.9 Create an HTTP Monitor
Create an HTTP monitor or change the monitor to an HTTP monitor on an Internet service. Monitors probe the
servers on an Internet service to ensure availability.

Note: If an Internet service currently has a custom monitor (ping, ECV, or loopback monitor) the default monitor
must first be created on the Internet service and then the HTTP monitor created.

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
current monitor is a custom monitor: ping, ECV, or loopback.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.
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3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public IPs for
the environment in step 4.

4. Get Public IPs: Retrieve information regarding public IP addresses in that environment.

Select the <Publiclp> where the name is the IP address of the public IP address used by the desired
Internet service. Use the href to retrieve that public IP in step 5.

5. Get Public IPs by ID: Retrieve information regarding the public IP.

e Select the <InternetService> where the <Protocol> and <Port> matches the desired protocol and
port,

e Select the <Action> where the name is createHttpMonitor. Use the href to create the Internet
service HTTP monitor in step 7.

e [f the attribute actionDisabled is set to disabled on the monitor, select the <Action> where the
name is createDefaultMonitor. Use the href to create the Internet service default monitor in step
6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess. If set, stop the procedure
because the action is not permitted.

6. Action Monitors Create Default: If the attribute actionDisabled is set to disabled on the <Action> for the
HTTP monitor, create the default monitor on the Internet service.

7. Action Monitors Create HTTP: Create the appropriate body for the call and submit to create the HTTP
monitor in an environment.

Return to 6.10 Internet Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.10.10Create an ECV Monitor
Create an ECV monitor or change the monitor to an ECV monitor on an Internet service. Monitors probe the
servers on an Internet service to ensure availability.

Note: If an Internet service currently has a custom monitor (ping, HTTP, or loopback monitor) the default monitor
must first be created on the Internet service and then the ECV monitor created.

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
current monitor is a custom monitor: ping, HTTP, or loopback.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the
network summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public IPs for
the environment in step 4.

4. Get Public IPs: Retrieve information regarding public IP addresses in that environment.

Select the <Publiclp> where the name is the IP address of the public IP address used by the desired
Internet service. Use the href to retrieve that public IP in step 5.

5. Get Public IPs by ID: Retrieve information regarding the public IP.

e Select the <InternetService> where the <Protocol> and <Port> matches the desired protocol and
port,

e Select the <Action> where the name is createEcvMonitor. Use the href to create the Internet
service ECV monitor in step 7.

e [f the attribute actionDisabled is set to disabled on the desired monitor, select the <Action>
where the name is createDefaultMonitor. Use the href to create the Internet service default
monitor in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess. If set, stop the procedure
because the action is not permitted.

6. Action Monitors Create Default: If the attribute actionDisabled is set to disabled on the <Action> for the
desired monitor, create the default monitor on the Internet service.

7. Action Monitors Create ECV: Create the appropriate body for the call and submit to create the ECV
monitor in an environment.

Return to 6.10 Internet Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.10.11Create a Loopback Monitor
Create a loopback monitor or change the monitor to a loopback monitor on an Internet service. Monitors probe
the servers on an Internet service to ensure availability.

Note: The loopback monitor does not probe the actual servers and therefore does not ensure service availability.
Use of the loopback monitor is not recommended.

Note: If an Internet service currently has a custom monitor (ping, HTTP, or ECV monitor) the default monitor must
first be created on the Internet service and then the loopback monitor created.

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
current monitor is a custom monitor: ping, HTTP, or ECV monitor.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public IPs for
the environment in step 4.

4. Get Public IPs: Retrieve information regarding public IP addresses in that environment.

Select the <Publiclp> where the name is the IP address of the public IP address used by the desired
Internet service. Use the href to retrieve that public IP in step 5.

5. Get Public IPs by ID: Retrieve information regarding the public IP.

e Select the <InternetService> where the <Protocol> and <Port> matches the desired protocol and
port,

e Select the <Action> where the name is createLoopbackMonitor. Use the href to create the Internet
service loopback monitor in step 7.

e If the attribute actionDisabled is set to disabled on the desired monitor, select the <Action>
where the name is createDefaultMonitor. Use the href to create the Internet service default
monitor in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess. If set, stop the procedure
because the action is not permitted.

6. Action Monitors Create Default: If the attribute actionDisabled is set to disabled on the <Action> for the
desired monitor, create the default monitor on the Internet service.

7. Action Monitors Create Loopback: Create the loopback monitor on the Internet service in an
environment.

Return to 6.10 Internet Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.10.12Edit a Ping Monitor
Modify the performance characteristics of a ping monitor.

Note: In step 6, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public IPs for
the environment in step 4.

4. Get Public IPs: Retrieve information regarding public IP addresses in that environment.

Select the <Publiclp> where the name is the IP address of the public IP address used by the desired
Internet service. Use the href to retrieve that public IP in step 5.

5. Get Public IPs by ID: Retrieve information regarding the public IP.

e Select the <InternetService> where the <Protocol> and <Port> matches the desired protocol and
port,
e Select the <Monitor>. Use the href to modify the Internet service ping monitor in step 6.

6. Get Monitors by Internet Service: Retrieve information regarding the monitor on the Internet service.
Select the <Action> where the name is edit. Use the href to modify the ping monitor in step 7.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess. If set, stop the procedure
because the action is not permitted.

7. Action Monitors Edit Ping: Create the appropriate body and submit to modify the ping monitor on the
Internet service in an environment.

Return to 6.10 Internet Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.10.13Edit an HTTP Monitor
Modify the performance characteristics of an HTTP monitor.

Note: In step 6, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public IPs for
the environment in step 4.

4. Get Public IPs: Retrieve information regarding public IP addresses in that environment.

Select the <Publiclp> where the name is the IP address of the public IP address used by the desired
Internet service. Use the href to retrieve that public IP in step 5.

5. Get Public IPs by ID: Retrieve information regarding the public IP.

e Select the <InternetService> where the <Protocol> and <Port> matches the desired protocol and
port,
e Select the <Monitor>. Use the href to modify the Internet service HTTP monitor in step 6.

6. Get Monitors by Internet Service: Retrieve information regarding the monitor on the Internet service.
Select the <Action> where the name is edit. Use the href to modify the HTTP monitor in step 7.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess. If set, stop the procedure
because the action is not permitted.

7. Action Monitors Edit HTTP: Create the appropriate body and submit to modify the HTTP monitor on the
Internet service in an environment.

Return to 6.10 Internet Services.

Return to 6 Application Programming Interface Programmer’s Guide.

6.10.14Edit an ECV Monitor
Modify the performance characteristics of an ECV monitor.

Note: In step 6, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.
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3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public IPs for
the environment in step 4.

4. Get Public IPs: Retrieve information regarding public IP addresses in that environment.

Select the <Publiclp> where the name is the IP address of the public IP address used by the desired
Internet service. Use the href to retrieve that public IP in step 5.

5. Get Public IPs by ID: Retrieve information regarding the public IP.

e Select the <InternetService> where the <Protocol> and <Port> matches the desired protocol and
port,
e Select the <Monitor>. Use the href to modify the Internet service ECV monitor in step 6.

6. Get Monitors by Internet Service: Retrieve information regarding the monitor on the Internet service.
Select the <Action> where the name is edit. Use the href to modify the ECV monitor in step 7.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess. If set, stop the procedure
because the action is not permitted.

7. Action Monitors Edit ECV: Create the appropriate body and submit to modify the ECV monitor on the
Internet service in an environment.

Return to 6.10 Internet Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.10.15Enable a Monitor
Enable a ping, HTTP, or ECV monitor that is disabled.

Note: In step 6, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
monitor is enabled.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public IPs for
the environment in step 4.
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4. Get Public IPs: Retrieve information regarding public IP addresses in that environment.

Select the <Publiclp> where the name is the IP address of the public IP address used by the desired
Internet service. Use the href to retrieve that public IP in step 5.

5. Get Public IPs by ID: Retrieve information regarding the public IP.

e Select the <InternetService> where the <Protocol> and <Port> matches the desired protocol and
port,
e Select the <Monitor>. Use the href to enable the Internet service monitor in step 6.

6. Get Monitors by Internet Service: Retrieve information regarding the monitor on the Internet service.
Select the <Action> where the name is enable. Use the href to enable the monitor in step 7.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess. If set, stop the procedure
because the action is not permitted.

7. Action Monitors Enable: Enable the monitor on the Internet service in an environment.

Select the <Task> in the response with an <Operation> value of Enable Internet Service Monitor. Use
the href to poll the task in step 8.

8. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.10 Internet Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.10.16Disable a Monitor
Disable a ping, HTTP, or ECV monitor that is enabled.

Note: In step 6, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
monitor is disabled.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public IPs for
the environment in step 4.
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4. Get Public IPs: Retrieve information regarding public IP addresses in that environment.

Select the <Publiclp> where the name is the IP address of the public IP address used by the desired
Internet service. Use the href to retrieve that public IP in step 5.

5. Get Public IPs by ID: Retrieve information regarding the public IP.

e Select the <InternetService> where the <Protocol> and <Port> matches the desired protocol and
port,
e Select the <Monitor>. Use the href to disable the Internet service monitor in step 6.

6. Get Monitors by Internet Service: Retrieve information regarding the monitor on the Internet service.
Select the <Action> where the name is disable. Use the href to disable the monitor in step 7.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess. If set, stop the procedure
because the action is not permitted.

7. Action Monitors Disable: Disable the monitor on the Internet service in an environment.

Select the <Task> in the response with an <Operation> value of Disable Internet Service Monitor. Use
the href to poll the task in step 8.

8. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.10 Internet Services.

Return to 6 Application Programming Interface Programmer’s Guide.

6.11 Node Services

6.11.1  Create a Node Service 0N an INterNet SEIVICE .......cuvvvvieieerierie ettt 184
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6.11.3  Edit @ NOGE SEIVICE ..eiiiiuiieii ittt ettt e s st e e e s st e e s s eabe e e s saabeeessaabeeesssabeeessanbaeessnnrens 186
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Advance to 6.12 Security Services.
Node services associate an Internet service to a specific IP address and, therefore, to a specific server.
Return to 6 Application Programming Interface Programmer’s Guide.

6.11.1 Create a Node Service on an Internet Service
Create a node service on an Internet service in an environment.

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

a. e Under the <Network> with the name of the desired address and prefix length and which
contains the desired <NetworkType>,
e Under the <Host> with the desired <Name>,
e Select the <IpAddress> where the name is the desired IP address. Use the
<IpAddress ...>, with attributes, to create the appropriate body in step 6.

b. Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the
public IPs for the environment in step 4.

4. Get Public IPs: Retrieve information regarding public IP addresses in that environment.

Select the <Publiclp> where the name is the IP address of the public IP address used by the desired
Internet service on which to create the node service. Use the href to retrieve that public IP in step 5.

5. Get Public IPs by ID: Retrieve information regarding the public IP.

e Under the <InternetService> where the <Protocol> and <Port> matches the desired protocol and
port;

e Select the <Action> where the name is createNodeService. Use the href to create the node service
in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

6. Action Node Services Create Internet Service: Create the appropriate body for the call and submit to
create the node service on an Internet service in an environment.

Return to 6.11 Node Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.11.2 Create a Node Service on a Backup Internet Service
Create a node service on a backup Internet service in an environment.

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of backupInternetService; type=collection. Use the href to retrieve the
backup Internet services for the environment in step 4.

4. Get Backup Internet Services: Retrieve information regarding backup Internet services for that
environment.

Select the <BackuplnternetService> where <Protocol> matches the protocol used by the Internet service
that is backed up by the backup Internet service on which to create the node service. Use the href to
retrieve that backup Internet service in step 5.

5. Get Backup Internet Services by ID: Retrieve information regarding the backup Internet service.

Select the <Action> where the name is createNodeService. Use the href to create the node service in step
6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

6. Action Node Services Create Backup Internet Service: Create the appropriate body for the call and
submit to create the node service on a backup Internet service in an environment.

Return to 6.11 Node Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.11.3 Edit a Node Service
Modify a node service in an environment. The following may be changed on a node service:

e Name
e Node description
e Enable or disable traffic to node services

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public IPs for
the environment in step 4.

4. Get Public IPs: Retrieve information regarding public IP addresses in that environment.

Select the <Publiclp> where the name is the IP address of the public IP address used by the desired
Internet service. Use the href to retrieve that public IP in step 5.

5. Get Public IPs by ID: Retrieve information regarding the public IP.

e Under the <InternetService> with the desired <Protocol> and <Port>,
e Under the <NodeService> where the name and <IpAddress> matches the desired node,
e Select the <Action> where the name is edit. Use the href to modify the node service in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

6. Action Node Services Edit: Create the appropriate body for the call and submit to modify the node
service in an environment.

Select the <Task> in the response with an <Operation> value of Configure Node Service. Use the href to
poll the task in step 7.

7. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.11 Node Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.11.4 Delete a Node Service
Remove a node service from an environment

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of publicIp; type=collection. Use the href to retrieve the public IPs for
the environment in step 4.

4. Get Public IPs: Retrieve information regarding public IP addresses in that environment.

Select the <Publiclp> where the name is the IP address of the public IP address used by the desired
Internet service. Use the href to retrieve that public IP in step 5.

5. Get Public IPs by ID: Retrieve information regarding the public IP.

e Under the <InternetService> with the desired <Protocol> and <Port>,
e Under the <NodeService> where the name and <IpAddress> matches the desired node
e Select the <Action> where the name is remove. Use the href to remove the node service in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

6. Action Node Services Remove: Remove the node service from an environment.

Select the <Task> in the response with an <Operation> value of Remove Node Service. Use the href to poll
the task in step 7.

7. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.11 Node Services.

Return to 6 Application Programming Interface Programmer’s Guide.

6.12 Security Services

6.12.1  Retrieve FIr@Wall RUIES ......coouiiiiiiiiie ettt st st ere e 189
6.12.2  Create a Custom FireWall RUIE........coouiiiieieee et 189
6.12.3  Edit @ CuStom FIireWall RUIE ....c...ooiiiiieiee et 190
6.12.4  Delete a Custom FIreWall RUIE........coiiiiiiiie et s e 190
6.12.5  Retrieve FIreWall LOZ SETHING ....ueiiii ittt e et e e e e e e e s e e e e e e e e e e s nnnraeeeeaaeean 191
6.12.6  Begin FIreWall LOGEING ..cccceeeiiiieeee ettt ettt e e e e e st e e e e e e e et e e e e e e e e e eennntaeeeeeesesannsnreneeeaeeaas 192
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Advance to 6.13 Trusted Network Groups.
Security services permit retrieving and modifying firewall rules on logging.
Return to 6 Application Programming Interface Programmer’s Guide.

6.12.1 Retrieve Firewall Rules
Retrieve the firewall rules in an environment. The firewall rules may be filtered when requested to limit the rules
to a subset of all rules.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of firewallAcl; type=collection. Use the href to retrieve the firewall
rules for the environment in step 4.

4. Get Firewall Rules: Retrieve information regarding firewall rules in an environment.

Return to 6.12 Security Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.12.2 Create a Custom Firewall Rule
Create a custom firewall rule in the environment. Internet service firewall rules are automatically created when
node services are added to an Internet service and may not be created through the API.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.
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2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

a. Select the <Link> with the type of networkHostSummary. Use the href to retrieve the network
hosts for the environment in step 4.

b. Select the <Action> with the name of createFirewallAcl. Use the href to create the firewall
rules for the environment in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Network Hosts: Retrieve information regarding the network hosts in that environment.

a. To use a network as a source or destination, select the <Network> with the name of the desired
address and prefix length and which contains the desired <NetworkType>. Use the
<Network ...>, with attributes, to create the appropriate body in step 5.

b. To use an IP address as a source or destination,

e Under the <Network> with the name of the desired address and prefix length and which
contains the desired <NetworkType>,

e Under the <Host> with the desired <Name>,

e Select the <IpAddress> where the name is the desired IP address. Use the
<lpAddress ...>, with attributes, to create the appropriate body in step 5.

5. Action Firewall Rules Create: Create the appropriate body for the call and submit to create the custom
firewall rule in an environment.

Return to 6.12 Security Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.12.3 Edit a Custom Firewall Rule

To modify a custom firewall rule, remove the firewall rule as described in 6.12.4 Delete a Custom Firewall Rule and
then create a new custom firewall rule as described in 6.12.2 Create a Custom Firewall Rule. Internet service
firewall rules are automatically created when node services are added to an Internet service and may not be
modified.

Return to 6.12 Security Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.12.4 Delete a Custom Firewall Rule
Remove a custom firewall rule from the environment. Internet service firewall rules are automatically created
when node services are added to an Internet service and may not be removed through the API.
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Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of firewallAcl; type=collection. Use the href to retrieve the firewall
rules for the environment in step 4.

4. Get Firewall Rules: Retrieve information regarding firewall rules in that environment.

e Under the <FirewallAcl> with the desired <PortType>, <Protocol>, <Source>, and <Destination>
e Select the <Action> where the name is remove. Use the href to remove the firewall rule in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Firewall Rules Remove: Remove the custom firewall rule from an environment.

Select the <Task> in the response with an <Operation> value of Delete Firewall Rule. Use the href to
poll the task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.12 Security Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.12.5 Retrieve Firewall Log Setting
Retrieve the current firewall settings. Firewall logs may be sent to any reachable IP address.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.
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3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of firewalllLog. Use the href to retrieve the firewall log setting for the
environment in step 4.

4. Get Firewall Logs: Retrieve the firewall log setting.

e If the <FirewallLog> has an <ExternallpAddress>, end the procedure.
e If the <FirewallLog> has an <IpAddress>, use the href to retrieve information regarding the IP
address in step 5.

5. Get IP Addresses by ID: Retrieve information regarding the firewall log settings in an environment.

Return to 6.12 Security Services.

Return to 6 Application Programming Interface Programmer’s Guide.

6.12.6 Begin Firewall Logging
Begin firewall logging on a specified host IP address. Firewall logs may be sent to any reachable IP address.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

a. Ifaninternal host will receive the firewall log, select the <Link> with the type of
networkHostSummary. Use the href to retrieve the network hosts for the environment in step 4.

b. Select the <Action> with the name of createFirewallLog. Use the href to create the destination
address for the firewall log for the environment in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Network Hosts: If an internal host will receive the firewall log, retrieve the network hosts in that
environment.

e Under the <Network> with the name of the desired address and prefix length and which contains
the desired <NetworkType>,

e Under the <Host> with the desired <Name>,

e Select the <IpAddress> where the name is the desired IP address. Use the <IpAddress ...>, with
attributes, to create the appropriate body in step 5.
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5. Action Firewall Logs Create: Create the appropriate body for the call and submit to create the destination
address for the firewall log and begin firewall logging in an environment.

Return to 6.12 Security Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.12.7 Edit Firewall Logging
Change the specified host IP address for firewall logging. Firewall logs may be sent to any reachable IP address.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

a. Ifaninternal host will receive the firewall log, select the <Link> with the type of
networkHostSummary. Use the href to retrieve the network hosts for the environment in step 5.

b. Select the <Link> with the type of firewalllLog. Use the href to retrieve the firewall log setting for
the environment in step 4.

4. Get Firewall Logs: Retrieve the firewall log setting.

Select the <Action> with the name of edit. Use the href to modify the destination address for the firewall
log for the environment in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Get Network Hosts: If an internal host will receive the firewall log, retrieve the network hosts in that
environment.

e Under the <Network> with the name of the desired address and prefix length and which contains
the desired <NetworkType>,

e Under the <Host> with the desired <Name>,

e Select the <IpAddress> where the name is the desired IP address. Use the <lpAddress ...>, with
attributes, to create the appropriate body in step 6.
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6. Action Firewall Logs Edit: Create the appropriate body for the call and submit to modify the destination
address for the firewall log in an environment.

Select the <Task> in the response with an <Operation> value of Configure Firewall Log Host. Use the
href to poll the task in step 7.

7. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.12 Security Services.
Return to 6 Application Programming Interface Programmer’s Guide.

6.12.8 End Firewall Logging
End firewall logging.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of firewalllLog. Use the href to retrieve the firewall log setting for the
environment in step 4.

4. Get Firewall Logs: Retrieve the firewall log setting.

Select the <Action> with the name of remove. Use the href to remove the destination address for the
firewall log for the environment in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5.  Action Firewall Logs Remove: Remove the destination address for the firewall log and end firewall
logging in an environment.

Select the <Task> in the response with an <Operation> value of Remove Firewall Log. Use the href to poll
the task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.12 Security Services.
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Return to 6 Application Programming Interface Programmer’s Guide.

6.13 Trusted Network Groups

6.13.1  Retrieve Trusted NetWOIrk GrOUPS......ccociiii ittt e rree e e see e s e e e ssbee e s seabeeeeennnes 195

6.13.2  Create a Trusted NEtWOIrK GrOUP ....cciiiiciiie ittt e et e s s e s st e e e ssbee e s snabeeeseanes 195

6.13.3  Edit @ TruSted NEtWOIK GrOUP..cciicciiiiiieiiieeieitee ettt e ettt e e eetee e s sbee e s s sabee e s sssbeeesssnbeeesssbeeesssnseeesennsens 196

6.13.4  Delete a Trusted NETWOIK GrOUP .....cceiiciiieiiiiiie ettt ettt e e e e etee e e eatee e s e eabae e e eabeee e senbaeeeennnees 197
Advance to 6.14 Settings.

Retrieve and modify trusted network groups.
Return to 6 Application Programming Interface Programmer’s Guide.

6.13.1 Retrieve Trusted Network Groups
Retrieve all the trusted network groups in an environment.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of trustedNetworkGroup; type=collection. Use the href to retrieve the
trusted network groups for the environment in step 4.

4. Get Trusted Network Groups: Retrieve information regarding trusted network groups in an environment.

Return to 6.13 Trusted Network Groups.
Return to 6 Application Programming Interface Programmer’s Guide.

6.13.2 Create a Trusted Network Group
Create a trusted network group in the environment.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 195



e
v terremark

a Verizon Company

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Action> with the name of createTrustedNetworkGroup. Use the href to create the trusted
network group for the environment in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Trusted Network Groups Create: Create the appropriate body for the call and submit to create the
trusted network group in an environment.

Return to 6.13 Trusted Network Groups.

Return to 6 Application Programming Interface Programmer’s Guide.

6.13.3 Edit a Trusted Network Group
Modify a trusted network group in the environment.

Note: If any <IpAddress> is valued on the trusted network group and not present in the call, that host's IP address
is removed from the trusted network group. Similarly, if any <Network> is valued on the trusted network group
and not present in the call, that network is removed from the trusted network group.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of trustedNetworkGroup; type=collection. Use the href to retrieve the
trusted network groups for the environment in step 4.
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4. Get Trusted Network Groups: Retrieve information regarding trusted network groups in that
environment.

e Select the <TrustedNetworkGroup> where the name is the desired trusted network group, or

e Select the <TrustedNetworkGroup> where under the <Hosts> is the <IpAddress>of the desired
host or hosts and under <Networks> is a <Network> where <Address> is the desired network
address and <Size> is the desired network prefix length,

e Select the <Action> with the name of edit. Use the href to modify the trusted network group in
step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Trusted Network Groups Edit: Create the appropriate body for the call and submit to modify the
trusted network group in an environment.

Select the <Task> in the response with an <Operation> value of Configure Trusted Network Group. Use
the href to poll the task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.13 Trusted Network Groups.
Return to 6 Application Programming Interface Programmer’s Guide.

6.13.4 Delete a Trusted Network Group
Remove a trusted network group from the environment.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Environment> for the desired environment. Use the href to retrieve that environment
in step 2.

2. Get Environments by ID: Retrieve information regarding the environment.

Select the <Link> with the type of environmentNetworkSummary. Use the href to retrieve the network
summary for the environment in step 3.

3. Get Network Summary: Retrieve information regarding the network summary.

Select the <Link> with the type of trustedNetworkGroup; type=collection. Use the href to retrieve the
trusted network groups for the environment in step 4.
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4. Get Trusted Network Groups: Retrieve information regarding trusted network groups in that
environment.

e Select the <TrustedNetworkGroup> where the name is the desired trusted network group, or

e Select the <TrustedNetworkGroup> where under the <Hosts> is the <IpAddress>of the desired
host or hosts and under <Networks> is a <Network> where <Address> is the desired network
address and <Size> is the desired network prefix length,

e Select the <Action> with the name of remove. Use the href to remove the trusted network group in
step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Trusted Network Groups Remove: Remove the trusted network group from an environment.

Select the <Task> in the response with an <Operation> value of Delete Trusted Network Group. Use the
href to poll the task in step 6.

6. Get Tasks by ID: Poll the task until the <Status> is no longer Queued or Running. Review the <Status> for
Complete Or Error.

Return to 6.13 Trusted Network Groups.

Return to 6 Application Programming Interface Programmer’s Guide.

6.14 Settings
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6.14.15 Retrieve Alert RUIE TEMPIAtES ... .uiii ittt e e e et e e e e bae e e s e baeeeeearaeeeeeans 207
6.14.16 RELMHEVE AICIT RUIES ...ttt ettt et s bttt s e s be e e sabeesbeesseeesabeeesnneenns 207
6.14.17 Create an AlEIT RUIE.....o. ettt et s e e s e st e s snb e e sbe e e saseesans 208
6.14.18 Bt @n ALEIE RUIE ..ttt ettt ettt e s e s bt e e sab e e sbeesbeeesbeeesnseens 208
6.14.19 Delete @n AlEIt RUIB.....oo ettt ettt et ettt st e b e beennees 209

Advance to 6.15 Manage Users.

Settings calls enable an API user to modify their credentials and administrative users to modify organizational
settings.

Return to 6 Application Programming Interface Programmer’s Guide.

6.14.1 Retrieve a Summary of Administrative Settings
Retrieve a summary of the administrative settings for an organization.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative setting for an
organization.

Return to 6.14 Settings.
Return to 6 Application Programming Interface Programmer’s Guide.

6.14.2 Retrieve Security Questions

Retrieve the available security questions defined by the Enterprise Cloud. As part of the user credentials, the user
must provide answers to six security questions: three defined by the Enterprise Cloud and three defined by the
user.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.user; type=collection. Use the href to retrieve the users in step
3.

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 199



e
v terremark

a Verizon Company

3. Get Users: Retrieve information regarding all users for an organization.

Select the <Link> with a type of admin.securityQuestion; type=collection. Use the href to retrieve the
security questions in step 4.

4. Get Users Security Questions: Retrieve the security questions for an organization.

Return to 6.14 Settings.

Return to 6 Application Programming Interface Programmer’s Guide.

6.14.3 Edit User Credentials
Modify the security credentials of a user in an organization. This procedure is used prior to the expiration of a
user's password. The following error message indicates that the user's credentials have expired:

<Error message="The password has expired." majorErrorCode="401" minorErrorCode="ExpiredPassword"/>

To change the password when the password has expired, use the following procedure, 6.14.4 Change Password.
Note: Only the user may change their credentials; the authorization on this call must match the user edited.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.user; type=collection. Use the href to retrieve the users in step
3.

3. Get Users: Retrieve information regarding all users for an organization.

a. Select the <Link> with a type of admin.securityQuestion; type=collection. Use the href to
retrieve the security questions in step 4.

b. e Under the <User> where the name is the email address of the desired user or the
subordinate <FirstName> and <LastName>are that of the desired user,
e Select the <Action> with a name of edit and a type of credentials. Use the href to
modify the user's credentials in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Users Security Questions: Retrieve the security questions for an organization.

Select the <Question> where the content is the desired question. Use the intact content of <Question> to
create the appropriate body in step 5.
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5. Action Users Edit Credentials: Create the appropriate body for the call and submit to modify the
credentials of a user in an organization.

Return to 6.14 Settings.
Return to 6 Application Programming Interface Programmer’s Guide.

6.14.4 Change Password
Change the password of a user in an organization. This procedure should only be used in response to the following
error message:

<Error message="The password has expired." majorErrorCode="401" minorErrorCode="ExpiredPassword"/>

To change the password prior to the expiration of the password, use the preceding procedure, 6.14.3 Edit User
Credentials.

Note: Only the user may change their password; the authorization on this call must match the user edited.

Action Change Password, used in this procedure, is one of three calls which does not require authentication. The
Authorization header field should not be included in the header of this call.

1. Action Change Password: Create the appropriate body for the call and submit to change the password of
a user in an organization.

Return to 6.14 Settings.
Return to 6 Application Programming Interface Programmer’s Guide.

6.14.5 Enable Email Notification
Enable email notification of specific events for a user in an organization.

Note: Only the user may enable their email notification; the authorization on this call must match the user edited.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if
email notification is enabled.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.user; type=collection. Use the href to retrieve the users in step
3.
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3. Get Users: Retrieve information regarding all users for an organization.

e Under the <User> where the name is the email address of the desired user or the subordinate
<FirstName> and <LastName>are that of the desired user,

e Select the <Action> with a name of enableAlertNotifications. Use the href to enable the user's
email notification in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Users Enable Alerts: Enable email notification for the user in an organization.

Return to 6.14 Settings.

Return to 6 Application Programming Interface Programmer’s Guide.

6.14.6 Disable Email Notification
Enable email notification of specific events for a user in an organization.

Note: Only the user may disable their email notification; the authorization on this call must match the user edited.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if

email notification is disabled.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.user; type=collection. Use the href to retrieve the users in step
3.

3. Get Users: Retrieve information regarding all users for an organization.

e Under the <User> where the name is the email address of the desired user or the subordinate
<FirstName> and <LastName>are that of the desired user,

e Select the <Action> with a name of disableAlertNotifications. Use the href to disable the user's
email notification in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Users Disable Alerts: Disable email notification for the user in an organization.

Return to 6.14 Settings.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.14.7 Enable Support Access
Enable customer support access to environments for an organization.

Note: In step 2, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if
customer support access is enabled.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

e Under <SupportAccess>,
e Select the <Action> with a name of enableSupportAccess. Use the href to enable the organization's
customer support access in step 3.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

3.  Action Administrative Organizations Enable Support Access: Enable customer support access for the
organization.

Return to 6.14 Settings.

Return to 6 Application Programming Interface Programmer’s Guide.

6.14.8 Disable Support Access
Disable customer support access to environments for an organization.

Note: In step 2, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if
customer support access is disabled.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

e Under <SupportAccess>,
e Select the <Action> with a name of disableSupportAccess. Use the href to disable the
organization's customer support access in step 3.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.
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3.  Action Administrative Organizations Disable Support Access: Disable customer support access for the
organization.

Return to 6.14 Settings.
Return to 6 Application Programming Interface Programmer’s Guide.

6.14.9 Retrieve APl Authentication Levels
Retrieve the APl authentication levels. An organization may limit the authentication levels by which APl users are
permitted to access the Application Programming Interface.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin. authenticationLevels. Use the href to retrieve the authentication
levels for that organization in step 3.

3. Get Administrative Organizations Authentication Levels: Retrieve the authentication levels for an
organization.

Return to 6.14 Settings.
Return to 6 Application Programming Interface Programmer’s Guide.

6.14.10Edit APl Authentication Levels
Modify the APl authentication levels. An organization may modify the authentication levels by which API users are
permitted to access the Application Programming Interface.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.authenticationLevels. Use the href to retrieve the authentication
levels for the organization in step 3.

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 204



e
v terremark

a Verizon Company

3. Get Administrative Organizations Authentication Levels: Retrieve the authentication levels for an
organization.

Select the <Action> with a name of edit. Use the href to modify the authentication levels for the
organization in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Administrative Organizations Edit Authentication Levels: Create the appropriate body for the call
and submit to modify the authentication levels for an organization.

Return to 6.14 Settings.

Return to 6 Application Programming Interface Programmer’s Guide.

6.14.11Retrieve Password Complexity Rules
Retrieve the password complexity rules. An organization may establish rules regarding password complexity.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select <PasswordComplexityRules>. Use the href to retrieve the password complexity rules for the
organization in step 3.

3. Get Administrative Organizations Password Complexity Rules: Retrieve the password complexity rules
for an organization.

Return to 6.14 Settings.
Return to 6 Application Programming Interface Programmer’s Guide.

6.14.12Edit Password Complexity Rules and Password Expiration

Modify the password complexity rules and password expiration. An organization may establish rules regarding
password complexity. An organization may enable password expiration, if desired, requiring users to periodically
change passwords.

Note: In step 2, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.
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2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

e Under <PasswordComplexityRules>,
e Select the <Action> with a name of edit. Use the href to modify the password complexity rules for
the organization in step 3.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

3. Action Administrative Organizations Edit Password Complexity Rules: Create the appropriate body for
the call and submit to modify the password complexity rules for an organization.

Return to 6.14 Settings.
Return to 6 Application Programming Interface Programmer’s Guide.

6.14.13Retrieve the Login Banner
Retrieve the login banner. An organization may create a banner displayed when users log in.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.
Select <LoginBanner>. Use the href to retrieve the login banner for the organization in step 3.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

3. Get Administrative Organizations Login Banner: Retrieve the login banner for an organization.

Return to 6.14 Settings.

Return to 6 Application Programming Interface Programmer’s Guide.

6.14.14Edit the Login Banner
Modify the login banner. An organization may create a banner displayed when users log in.

Note: In step 2, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if
customer support access is disabled.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.
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2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

e Under <LoginBanner>,
e Select the <Action> with a name of edit. Use the href to modify the login banner for the
organization in step 3.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

3. Action Administrative Organizations Edit Login Banner: Create the appropriate body for the call and
submit to modify the login banner for an organization.

Return to 6.14 Settings.
Return to 6 Application Programming Interface Programmer’s Guide.

6.14.15Retrieve Alert Rule Templates
Retrieve the alert rule templates available to an organization.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

e Under <AlertNotification>,
e Select the <Link> with a type of alertRuleTemplate; type=collection. Use the href to retrieve
the alert rule templates available to the organization in step 3.

3. Get Alerts Rule Templates: Retrieve the alert rule templates available to an organization.

Return to 6.14 Settings.

Return to 6 Application Programming Interface Programmer’s Guide.

6.14.16Retrieve Alert Rules
Retrieve the current alert rules settings for an organization. This is the same object as that incorporated into the
administrative organization object.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.
Select <AlertRules>. Use the href to retrieve the alert rules settings for the organization in step 3.

3. Get Alerts Rules: Retrieve the alert rules settings for an organization.
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Return to 6.14 Settings.
Return to 6 Application Programming Interface Programmer’s Guide.

6.14.17 Create an Alert Rule
Create an alert rule from an alert rule template for an organization.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
rule for that template already exists for the organization.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

e Under <AlertNotifications>,
e Select the <Link> with a type of alertRuleTemplate; type=collection. Use the href to retrieve
the alert rule templates available to the organization in step 3.

3. Get Alerts Rule Templates: Retrieve the alert rule templates available to an organization.

e Under <AlertRuleTemplate> where the name is the desired alert template,
e Select the <Action> with a name of createAlertRule. Use the href to create the alert rule for an
organization in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Alerts Create Rule: Create the appropriate body for the call and submit to create the alert rule for
an organization.

Return to 6.14 Settings.

Return to 6 Application Programming Interface Programmer’s Guide.

6.14.18Edit an Alert Rule
Edit the recipient list on an existing alert rule for an organization.

Note: In step 2, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.
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2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

e Under <AlertNotifications>,

e Under the <AlertRule> with a name of the alert rule for which a new recipient list is desired,

e Select the <Action> with a name of edit. Use the href to create the alert rule for an organization in
step 3.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

3. Action Alerts Edit Rule: Create the appropriate body for the call and submit to modify the recipient list on
an alert rule for an organization.

Return to 6.14 Settings.

Return to 6 Application Programming Interface Programmer’s Guide.

6.14.19Delete an Alert Rule
Delete an alert rule from an organization.

Note: In step 2, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

e Under <AlertNotifications>,

e Under the <AlertRule> with a name of the alert rule for which a new recipient list is desired,

e Select the <Action> with a name of remove. Use the href to delete the alert rule from an
organization in step 3.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

3.  Action Alerts Remove Rule: Delete the alert rule from an organization.

Return to 6.14 Settings.

Return to 6 Application Programming Interface Programmer’s Guide.

6.15 Manage Users

6.15.1  Retrieve Users in an OrganizZation .... ... s 210
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Advance to 6.16 Manage Roles.
Manage Users calls enable the API to add, edit, and remove users and to manipulate account features.
Return to 6 Application Programming Interface Programmer’s Guide.

6.15.1 Retrieve Users in an Organization
Retrieve a list of all users in an organization.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.
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2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.user; type=collection. Use the href to retrieve the users in step
3.

3. Get Users: Retrieve information regarding all users in an organization.

Return to 6.15 Manage Users.
Return to 6 Application Programming Interface Programmer’s Guide.

6.15.2 Retrieve a Specified User in an Organization
Retrieve information regarding a specified user, including assigned roles, in an organization.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.user; type=collection. Use the href to retrieve the users in step
3.

3. Get Users: Retrieve information regarding all users in an organization.

Select the <User> where the name is the email address of the desired user or the subordinate <FirstName>
and <LastName>are that of the desired user. Use the href to retrieve the user in step 4.

4. Get Users by ID: Retrieve information regarding a specified user in an organization.

Return to 6.15 Manage Users.
Return to 6 Application Programming Interface Programmer’s Guide.

6.15.3 Retrieve APl Keys for a Specified User in an Organization
Retrieve information regarding the API key pairs assigned to a specified user in an organization.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with the type of user; type=collection. Use the href to retrieve information regarding
the users in an organization in step 3.
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3. Get Users: Retrieve information regarding all the users in the organization.

e Under <User> for the desired user,
e Select the <Link> with a type of admin.apiKey; type=collection. Use the href to retrieve the keys
in step 4.
4. Get API Keys: Retrieve all the key pairs for the API user in an organization.

Return to 6.15 Manage Users.
Return to 6 Application Programming Interface Programmer’s Guide.

6.15.4 Invite a User
Invite a user, either from a company contact or a new user to an organization.

Note: In step 2, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

a. e Under <Organization> for the desired organization,

o Select the <Link> with a type of admin.organization. Use the href to retrieve that
administrative organization in step 2.

b. e |[f the user is not to be an administrator, under <Organization> for the desired
organization,
e Select the <Link> with a type of environment; type=collection . Use the href to
retrieve all the environments in the organization in step 3.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

a. Select the <Link> with the type of role; type=collection. Use the href to retrieve information
regarding the roles in an organization in step 4.

b. If a contact is to be the source, select the <Link> with the type of contact; type=collection. Use
the href to retrieve the contacts for the organization in step 5.

c. Select the <Action> with the name of inviteUser. Use the href to invite the user in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

3. Get Environments: If the user is not to be an administrator, retrieve information regarding all the
environments in the organization.

Select the <Environment> where the name is the desired environment. Use the <Environment ...>, with
attributes, to create the appropriate body in step 6.

Note: More than one <Environment> may be selected; repeat the selection as desired.
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4. Get Roles: Retrieve information regarding the roles in that organization.

e If an organization role is needed, select the <Role> with a subordinate <RoleType> of
Organization where the name is the desired role. Use the href to create the appropriate body in
step 6.

Note: Only one <Role> with a subordinate <RoleType> of organization may be selected.

e If an environment role is needed, select the <Role> with a subordinate <RoleType> of Environment
where the name is the desired role. Use the <Role ...>, with attributes, to create the appropriate
body in step 6.

Note: Only one <Role> with a subordinate <RoleType> of Environment may be selected for each
environment and may be different for each environment.

5. Get Contacts: If a contact is to be the source, retrieve information regarding the contacts in that
organization.

Select the <Contact> where the name is the email address of the desired contact or the subordinate
<FirstName> and <LastName>are that of the desired contact. Use the <Contact ...>, with attributes, to
create the appropriate body in step 6.

6. Action Users Invite: Create the appropriate body for the call and submit to invite a user to an
organization.

Return to 6.15 Manage Users.
Return to 6 Application Programming Interface Programmer’s Guide.

6.15.5 Create a User
Create a user, either from a company contact or a new user to an organization. When a user is created, they need
not complete the registration process that an invited user must complete.

Note: In step 2, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

a. e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that
administrative organization in step 2.

b. e If the user is not to be an administrator, under <Organization> for the desired
organization,
e Select the <Link> with a type of environment; type=collection . Use the href to
retrieve all the environments in the organization in step 3.
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2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

a. Select the <Link> with the type of role; type=collection. Use the href to retrieve information
regarding the roles in an organization in step 4.

b. If a contact is to be the source, select the <Link> with the type of contact; type=collection. Use
the href to retrieve the contacts for the organization in step 5.

c. Select the <Action> with the name of createUser. Use the href to create the user in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

3. Get Environments: If the user is not to be an administrator, retrieve information regarding all the
environments in the organization.

Select the <Environment> where the name is the desired environment. Use the <Environment ...>, with
attributes, to create the appropriate body in step 6.

Note: More than one <Environment> may be selected; repeat the selection as desired.
4. Get Roles: Retrieve information regarding the roles in that organization.

e If an organization role is needed, select the <Role> with a subordinate <RoleType> of
Organization where the name is the desired role. Use the href to create the appropriate body in
step 6.

Note: Only one <Role> with a subordinate <RoleType> of organization may be selected.

e If an environment role is needed, select the <Role> with a subordinate <RoleType> of Environment
where the name is the desired role. Use the <Role ...>, with attributes, to create the appropriate
body in step 6.

Note: Only one <Role> with a subordinate <RoleType> of Environment may be selected for each
environment and may be different for each environment.

5. Get Contacts: If a contact is to be the source, retrieve information regarding the contacts in that
organization.

Select the <Contact> where the name is the email address of the desired contact or the subordinate
<FirstName> and <LastName>are that of the desired contact. Use the <Contact ...>, with attributes, to
create the appropriate body in step 6.

6. Action Users Create: Create the appropriate body for the call and submit to create a userin an
organization.

Return to 6.15 Manage Users.
Return to 6 Application Programming Interface Programmer’s Guide.

6.15.6 Create an API User
Create a new API user in an organization. When an API user is created, they need not complete the registration
process that an invited user must complete.
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Note: In step 2, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

a. e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that
administrative organization in step 2.

b. e If the user is not to be an administrator, under <Organization> for the desired
organization,
e Select the <Link> with a type of environment; type=collection . Use the href to
retrieve all the environments in the organization in step 3.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

a. Select the <Link> with the type of role; type=collection. Use the href to retrieve information
regarding the roles in an organization in step 4.
b. Select the <Action> with the name of createApiUser. Use the href to invite the user in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

3. Get Environments: If the user is not to be an administrator, retrieve information regarding all the
environments in the organization.

Select the <Environment> where the name is the desired environment. Use the <Environment ...>, with
attributes, to create the appropriate body in step 5.

Note: More than one <Environment> may be selected; repeat the selection as desired.
4. Get Roles: Retrieve information regarding the roles in that organization.

e If an organization role is needed, select the <Role> with a subordinate <RoleType> of
Organization where the name is the desired role. Use the href to create the appropriate body in
step 5.

Note: Only one <Role> with a subordinate <RoleType> of Organization may be selected.

e If an environment role is needed, select the <Role> with a subordinate <RoleType> of Environment
where the name is the desired role. Use the <Role ...>, with attributes, to create the appropriate
body in step 5.

Note: Only one <Role> with a subordinate <RoleType> of Environment may be selected for each
environment and may be different for each environment.

5. Action Users Create API User: Create the appropriate body for the call and submit to invite a user to an
organization.

Return to 6.15 Manage Users.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.15.7 Create Keys for an APl User
Create an additional key pair for an API user in an organization.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
user is not an APl user.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with the type of user; type=collection. Use the href to retrieve information regarding
the users in an organization in step 3.

3. Get Users: Retrieve information regarding all the users in the organization.

e Under <User> for the desired user,
e Select the <Action> with a type of admin.createApiKey. Use the href to create the keys in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action API Keys Create: Create the appropriate body for the call and submit to create a key pair for an
API user in an organization.

In the <ApiKey> of the response, use the href to retrieve the key pair in step 5.
5. Get API Keys by ID: Retrieve the key pair for the API user in an organization.
Save the value of the <PrivateKey>.

Return to 6.15 Manage Users.
Return to 6 Application Programming Interface Programmer’s Guide.

6.15.8 Edita User
Modify the first name (given name), last name (family name), assigned roles, and multifactor authentication
parameters of a user in an organization.

This procedure can modify the roles assigned to a user in the same manner as 6.15.9 Edit a User's Roles and can
modify the multifactor authentication parameters, if multifactor authentication is enabled, for a user in the same
manner as 6.15.14 Enable Multifactor Authentication.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.

a. e Under <Organization> for the desired organization,

o Select the <Link> with a type of admin.organization. Use the href to retrieve that
administrative organization in step 2.

b. e |[f the user is not to be an administrator and roles will change, under <Organization> for
the desired organization,
e Select the <Link> with a type of environment; type=collection . Use the href to
retrieve all the environments in the organization in step 4.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

a. Select the <Link> with the type of admin.user; type=collection. Use the href to retrieve the
users in the organization in step 3.

b. If the roles will change, select the <Link> with the type of role; type=collection. Use the href to
retrieve information regarding the roles in an organization in step 5.

3. Get Users: Retrieve information regarding all users in an organization.

e Under the <User> where the name is the email address of the desired user or the subordinate
<FirstName> and <LastName>are that of the desired user,
e Select the <Action> with a name of edit. Use the href to modify the user in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Environments: If the user is not to be an administrator and the roles will change, retrieve information
regarding all the environments in the organization.

Select the <Environment> where the name is the desired environment. Use the <Environment ...>, with
attributes, to create the appropriate body in step 6.

Note: More than one <Environment> may be selected; repeat the selection as desired.
5. Get Roles: If the roles will change, retrieve information regarding the roles in that organization.

e If an organization role is needed, select the <Role> with a subordinate <RoleType> of
Organization where the name is the desired role. Use the href to create the appropriate body in
step 6.

Note: Only one <Role> with a subordinate <RoleType> of Organization may be selected.

e If an environment role is needed, select the <Role> with a subordinate <RoleType> of Environment
where the name is the desired role. Use the <Role ...>, with attributes, to create the appropriate
body in step 6.

Note: Only one <Role> with a subordinate <RoleType> of Environment may be selected for each
environment and may be different for each environment.

6. Action Users Edit: Create the appropriate body for the call and submit to modify the user in an
organization.

Return to 6.15 Manage Users.
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Return to 6 Application Programming Interface Programmer’s Guide.

6.15.9 Edit a User's Roles
Modify the roles assigned to a user in an organization.

This procedure can modify the roles assigned to a user in the same manner as 6.15.8 Edit a User.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

a. e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that
administrative organization in step 2.

b. e If the user is not to be an administrator, under <Organization> for the desired
organization,
e Select the <Link> with a type of environment; type=collection . Use the href to
retrieve all the environments in the organization in step 4.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

a. Select the <Link> with the type of admin.user; type=collection. Use the href to retrieve the
users in the organization in step 3.

b. Select the <Link> with the type of role; type=collection. Use the href to retrieve information
regarding the roles in an organization in step 5.

3. Get Users: Retrieve information regarding all users in an organization.

e Under the <User> where the name is the email address of the desired user or the subordinate
<FirstName> and <LastName>are that of the desired user,
e Select the <Action> with a name of edit. Use the href to modify the user in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Get Environments: If the user is not to be an administrator, retrieve information regarding all the
environments in the organization.

Select the <Environment> where the name is the desired environment. Use the <Environment ...>, with
attributes, to create the appropriate body in step 6.

Note: More than one <Environment> may be selected; repeat the selection as desired.
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5. Get Roles: Retrieve information regarding the roles in that organization.

e If an organization role is needed, select the <Role> with a subordinate <RoleType> of
Organization where the name is the desired role. Use the href to create the appropriate body in
step 6.

Note: Only one <Role> with a subordinate <RoleType> of organization may be selected.

e If an environment role is needed, select the <Role> with a subordinate <RoleType> of Environment
where the name is the desired role. Use the <Role ...>, with attributes, to create the appropriate
body in step 6.

Note: Only one <Role> with a subordinate <RoleType> of Environment may be selected for each
environment and may be different for each environment.

6. Action Roles Edit User: Create the appropriate body for the call and submit to modify the roles for the
user in an organization.

Return to 6.15 Manage Users.
Return to 6 Application Programming Interface Programmer’s Guide.

6.15.10Deactivate a User
Disable a user.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
selected user is inactive.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.user; type=collection. Use the href to retrieve all the users in an
organization in step 3.

3. Get Users: Retrieve information regarding all users for an organization.

e Under the <User> where the name is the email address of the desired user or the subordinate
<FirstName> and <LastName>are that of the desired user,
e Select the <Action> with a name of disableUserAccount. Use the href to disable the user in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4.  Action Users Disable Account: Disable the user in an organization.

Return to 6.15 Manage Users.
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Return to 6 Application Programming Interface Programmer’s Guide.

6.15.11 Activate a User
Enable a user.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
selected user is active.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.user; type=collection. Use the href to retrieve all the users in an
organization in step 3.

3. Get Users: Retrieve information regarding all users for an organization.

e Under the <User> where the name is the email address of the desired user or the subordinate
<FirstName> and <LastName>are that of the desired user,
e Select the <Action> with a name of enableUserAccount. Use the href to enable the user in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Users Enable Account: Enable the user in an organization.

Return to 6.15 Manage Users.

Return to 6 Application Programming Interface Programmer’s Guide.

6.15.12Reset a User Account
Reset a user. Resetting a user sets the user's account back to the initial state and sends a new invitation email. The
user must then perform the registration process to establish their account again.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the

selected user is inactive.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.
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2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.user; type=collection. Use the href to retrieve all the users in an
organization in step 3.

3. Get Users: Retrieve information regarding all users for an organization.

e Under the <User> where the name is the email address of the desired user or the subordinate
<FirstName> and <LastName>are that of the desired user,
e Select the <Action> with a name of resetUserAccount. Use the href to reset the user in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Users Reset Account: Reset the account of the user in an organization.

Return to 6.15 Manage Users.

Return to 6 Application Programming Interface Programmer’s Guide.

6.15.23 Unlock a User
Unlock a user whose account has been locked due to too many login attempts.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the

selected user is inactive.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.user; type=collection. Use the href to retrieve all the users in an
organization in step 3.

3. Get Users: Retrieve information regarding all users for an organization.

e Under the <User> where the name is the email address of the desired user or the subordinate
<FirstName> and <LastName>are that of the desired user,
e Select the <Action> with a name of unlockUserAccount. Use the href to unlock the user in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Users Unlock Account: Unlock the account of the user in an organization.

Return to 6.15 Manage Users.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.15.14Enable Multifactor Authentication
Enable multifactor authentication for a user.

This procedure can modify the multifactor authentication parameters for a user in the same manner as 6.15.8 Edit
a User.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
selected user has multifactor authentication enabled or if no multifactor authentication licenses remain in the
organization.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.user; type=collection. Use the href to retrieve all the users in an
organization in step 3.

3. Get Users: Retrieve information regarding all users for an organization.

e Under the <User> where the name is the email address of the desired user or the subordinate
<FirstName> and <LastName>are that of the desired user,

e Select the <Action> with a name of enableMultifactor. Use the href to enable the multifactor
authentication in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Users Enable Multifactor: Create the appropriate body for the call and submit to enable
multifactor authentication for the user in an organization.

Return to 6.15 Manage Users.

Return to 6 Application Programming Interface Programmer’s Guide.

6.15.15 Disable Multifactor Authentication
Disable multifactor authentication for a user.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
selected user has multifactor authentication disabled.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.user; type=collection. Use the href to retrieve all the usersin an
organization in step 3.

3. Get Users: Retrieve information regarding all users for an organization.

e Under the <User> where the name is the email address of the desired user or the subordinate
<FirstName> and <LastName>are that of the desired user,

e Select the <Action> with a name of disableMultifactor. Use the href to disable the multifactor
authentication in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Users Disable Multifactor: Disable multifactor authentication for the user in an organization.

Return to 6.15 Manage Users.
Return to 6 Application Programming Interface Programmer’s Guide.

6.15.26Remove a User
Remove a user from an organization.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.user; type=collection. Use the href to retrieve all the users in an
organization in step 3.

3. Get Users: Retrieve information regarding all users for an organization.

e Under the <User> where the name is the email address of the desired user or the subordinate
<FirstName> and <LastName>are that of the desired user,
e Select the <Action> with a name of remove. Use the href to remove the user in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.
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4. Action Users Remove: Remove the user from an organization.

Return to 6.15 Manage Users.

Return to 6 Application Programming Interface Programmer’s Guide.

6.15.17 Retrieve API Keys for a Specified User in an Organization
Retrieve information regarding the API key pairs assigned to a specified user in an organization.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with the type of user; type=collection. Use the href to retrieve information regarding
the users in an organization in step 3.

3. Get Users: Retrieve information regarding all the users in the organization.

e Under <User> for the desired user,
e Select the <Link> with a type of admin.apiKey; type=collection. Use the href to retrieve the keys
in step 4.

4. Get API Keys: Retrieve all the key pairs for the APl user in an organization.

Return to 6.15 Manage Users.

Return to 6 Application Programming Interface Programmer’s Guide.

6.15.18Retrieve an APl Key Pair for a Specified User in an Organization
Retrieve information regarding a specified API key pair assigned to a specified APl user in an organization. This is
the only procedure by which the private key may be retrieved.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with the type of user; type=collection. Use the href to retrieve information regarding
the users in an organization in step 3.
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3. Get Users: Retrieve information regarding all the users in the organization.

e Under <User> for the desired user,

e Select the <Link> with a type of admin.apiKey; type=collection. Use the href to retrieve the keys
in step 4.

4. Get API Keys: Retrieve information regarding all the keys for the user.

Select the <ApiKey> with a type of admin.apikey and a name of the desire key. Use the href to retrieve the
key pair in step 5.

5. Get API Keys by ID: Retrieve the key pair for the API user in an organization.
Return to 6.15 Manage Users.

Return to 6 Application Programming Interface Programmer’s Guide.

6.15.19Edit an API Key
Modify the name of an API key pair for an API user in an organization.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with the type of user; type=collection. Use the href to retrieve information regarding
the users in an organization in step 3.

3. Get Users: Retrieve information regarding all the users in the organization.

e Under <User> for the desired user,

e Select the <Link> with a type of admin.apiKey; type=collection. Use the href to retrieve the keys
in step 4.

4. Get API Keys: Retrieve information regarding all the keys for the user.

e Under <ApiKey> for the desired key,
e Select the <Action> with a name of edit. Use the href to modify the key in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action API Keys Edit: Create the appropriate body for the call and submit to modify the key for the API
user in an organization.

Return to 6.15 Manage Users.
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Return to 6 Application Programming Interface Programmer’s Guide.

6.15.20 Activate an APl Key
Activate an API key pair for an API user in an organization.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
<Status> of the key is Active.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with the type of user; type=collection. Use the href to retrieve information regarding
the users in an organization in step 3.

3. Get Users: Retrieve information regarding all the users in the organization.

e Under <User> for the desired user,
e Select the <Link> with a type of admin.apiKey; type=collection. Use the href to retrieve the keys
in step 4.

4. Get API Keys: Retrieve information regarding all the keys for the user.

e Under <ApiKey> for the desired key,
e Select the <Action> with a name of activate. Use the href to activate the key in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action API Keys Activate: Activate the key for the API user in an organization.

Return to 6.15 Manage Users.

Return to 6 Application Programming Interface Programmer’s Guide.

6.15.21Deactivate an APl Key
Deactivate an APl key pair for an APl user in an organization.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the

<Status> of the key is Inactive.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with the type of user; type=collection. Use the href to retrieve information regarding
the users in an organization in step 3.

3. Get Users: Retrieve information regarding all the users in the organization.

e Under <User> for the desired user,

e Select the <Link> with a type of admin.apikey; type=collection. Use the href to retrieve the keys
in step 4.

4. Get API Keys: Retrieve information regarding all the keys for the user.

e Under <ApiKey> for the desired key,
e Select the <Action> with a name of deactivate. Use the href to deactivate the key in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action API Keys Deactivate: Deactivate the key for the APl user in an organization.

Return to 6.15 Manage Users.

Return to 6 Application Programming Interface Programmer’s Guide.

6.15.22 Delete an API Key
Remove an APl key pair from an API user in an organization.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with the type of user; type=collection. Use the href to retrieve information regarding
the users in an organization in step 3.
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3. Get Users: Retrieve information regarding all the users in the organization.

e Under <User> for the desired user,

e Select the <Link> with a type of admin.apiKey; type=collection. Use the href to retrieve the keys
in step 4.

4. Get API Keys: Retrieve information regarding all the keys for the user.

e Under <ApiKey> for the desired key,
e Select the <Action> with a name of remove. Use the href to remove the key in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5.  Action APl Keys Remove: Remove the key from the APl user in an organization.

Return to 6.15 Manage Users.
Return to 6 Application Programming Interface Programmer’s Guide.

6.15.23Retrieve the Audit Log
Retrieve the audit log. The audit log contains a history of changes made to user accounts in the organization. The
call to retrieve the audit log may include optional query parameters to limit or sort the response.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.auditLog. Use the href to retrieve the audit log for an organization
in step 3.

3. Get Audit Logs: Attach query parameters, if desired, and retrieve the audit log for an organization.

Return to 6.15 Manage Users.

Return to 6 Application Programming Interface Programmer’s Guide.

6.16 Manage Roles
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Advance to 6.17 Bandwidth.
Manage Roles calls enable the API to add, edit, and remove roles.
Return to 6 Application Programming Interface Programmer’s Guide.

6.16.1 Retrieve Roles in an Organization
Retrieve all the roles defined in an organization.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.role; type=collection. Use the href to retrieve the roles for an
organization in step 3.

3. Get Roles: Retrieve the roles for an organization.

Return to 6.16 Manage Roles.
Return to 6 Application Programming Interface Programmer’s Guide.

6.16.2 Retrieve Roles by User
Retrieve the roles for a user in an organization.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with the type of user; type=collection. Use the href to retrieve information regarding
the users in an organization in step 3.

3. Get Users: Retrieve information regarding all the users in the organization.

e Under <User> for the desired user,

e Select the <Link> with a type of admin.userRole. Use the href to retrieve the roles in step 4.

4. Get Roles by User: Retrieve the roles for the user in an organization.
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Return to 6.16 Manage Roles.

Return to 6 Application Programming Interface Programmer’s Guide.

6.16.3 Retrieve a Role by ID
Retrieve the specified role in an organization.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.role; type=collection. Use the href to retrieve the roles for an
organization in step 3.

3. Get Roles: Retrieve the roles for an organization.
Select <RoleReference> with a name of the desired role. Use the href to retrieve the role in step 4.
4. Get Roles by ID: Retrieve the role in an organization.

Return to 6.16 Manage Roles.

Return to 6 Application Programming Interface Programmer’s Guide.

6.16.4 Create a New Role
You may create a new custom role for your organization.

Note: In step 2, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

e Select the <Link> with a type of admin.businessOperation; type=collection. Use the href to
retrieve the business operations in step 3.

e Select the <Action> with a name of createRole. Use the href to create the roles for an organization
in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.
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3. Get Business Operations: Retrieve the business operations.

Select the <BusinessOperation ...> with the name of the desired business operation and which contains the
desired <BusinessOperationType> of the level desired for the role. Use the <BusinessOperation ...>, with
attributes, to create the appropriate body in step 4.

4. Action Roles Create: Create the appropriate body for the call and submit to create the role in an
organization.

Return to 6.16 Manage Roles.
Return to 6 Application Programming Interface Programmer’s Guide.

6.16.5 Edita Role
You may modify a custom role for your organization.

Note: In step 5, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

e Select the <Link> with a type of admin.businessOperation; type=collection. Use the href to
retrieve the business operations in step 3.

e Select the <Link> with a type of admin.role; type=collection. Use the href to retrieve the roles
for an organization in step 4.

3. Get Business Operations: Retrieve the business operations.

Select the <BusinessOperation ...> with the name of the desired business operation and which contains the
desired <BusinessOperationType> of the level desired for the role. Use the <BusinessOperation ...>, with
attributes, to create the appropriate body in step 6.

4. Get Roles: Retrieve the roles for an organization.
Select <RoleReference> with a name of the desired role. Use the href to retrieve the role in step 5.
5. Get Roles by ID: Retrieve the desired role.
Select the <Action> with a name of edit. Use the href to modify the role for an organization in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

6. Action Roles Edit: Create the appropriate body for the call and submit to modify the role in an
organization.

Return to 6.16 Manage Roles.
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Return to 6 Application Programming Interface Programmer’s Guide.

6.16.6 Copy a Role
You may copy a role. A copy retrieves an existing role, offers the opportunity to modify the associated and business
operations, and creates a new role with the changes.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

e Select the <Link> with a type of admin.role; type=collection. Use the href to retrieve the roles
for an organization in step 3.

e If any additional business operations are desired, select the <Link> with a type of
admin.businessOperation; type=collection. Use the href to retrieve the business operations in
step 5.

3. Get Roles: Retrieve the roles for an organization.

Select <RoleReference> with a name of the desired role to copy. Use the href to retrieve the role in step 4.
4. Get Roles by ID: Retrieve the desired role.

Select the <Action> with a name of create. Use the href to create the role for an organization in step 6.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Get Business Operations: If any additional business operations are desired, retrieve the business
operations.

Select the <BusinessOperation ...> with the name of the desired business operation and which contains the
desired <BusinessOperationType> of the level desired for the role. Use the <BusinessOperation ...>, with
attributes, to create the appropriate body in step 6.

6. Action Roles Create: Create the appropriate body for the call and submit to create the role in an
organization.

Return to 6.16 Manage Roles.
Return to 6 Application Programming Interface Programmer’s Guide.

6.16.7 Activate a Role
You may activate a role that is deactivated.
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Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
role is active.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.role; type=collection. Use the href to retrieve the roles for an
organization in step 3.

3. Get Roles: Retrieve the roles for an organization.
Select <RoleReference> with a name of the desired role to copy. Use the href to retrieve the role in step 4.
4. Get Roles by ID: Retrieve the desired role.

Select the <Action> with a name of enableRole. Use the href to activate the role for an organization in step
5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Roles Enable: Activate the role in an organization.

Return to 6.16 Manage Roles.

Return to 6 Application Programming Interface Programmer’s Guide.

6.16.8 Deactivate a Role
You may deactivate a role that is activated.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if
any users are assigned to the role or if the role is inactive.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.role; type=collection. Use the href to retrieve the roles for an
organization in step 3.
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3. Get Roles: Retrieve the roles for an organization.
Select <RoleReference> with a name of the desired role to copy. Use the href to retrieve the role in step 4.
4. Get Roles by ID: Retrieve the desired role.

Select the <Action> with a name of disableRole. Use the href to deactivate the role for an organization in
step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Roles Disable: Deactivate the role in an organization.

Return to 6.16 Manage Roles.

Return to 6 Application Programming Interface Programmer’s Guide.

6.16.9 Delete a Role
You may remove a role.

Note: In step 4, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if
any users are assigned to the role.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,

e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.role; type=collection. Use the href to retrieve the roles for an
organization in step 3.

3. Get Roles: Retrieve the roles for an organization.

Select <RoleReference> with a name of the desired role to copy. Use the href to retrieve the role in step 4.
4. Get Roles by ID: Retrieve the desired role.

Select the <Action> with a name of remove. Use the href to remove the role for an organization in step 5.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

5. Action Roles Disable: Remove the role from an organization.

Return to 6.16 Manage Roles.

Return to 6 Application Programming Interface Programmer’s Guide.
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6.17 Bandwidth

6.17.1  Retrieve BandWidth PEriods .......oocuiiiiiiiiiieiiie ettt ettt te s s e s saa e e ate e saneesareesnees 235
6.17.2  Retrieve BandwWidth USAZE ........cooiuiiiiiiiee ettt et e e e te e e etre e e eatae e e eaaee e e e e baee e e nnees 235
Advance to 6.18 SSH Keys.

Bandwidth is a billed resource and monitoring usage helps the organization manage costs.
Return to 6 Application Programming Interface Programmer’s Guide.

6.17.1 Retrieve Bandwidth Periods
Retrieve available bandwidth periods. Bandwidth is presented by billing period. Bandwidth information is retained
for twelve months or the life of the contract, whichever is less.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin. bandwidthPeriods. Use the href to retrieve the bandwidth periods
for an organization in step 3.

3. Get Bandwidth Period: Retrieve the bandwidth periods for an organization.

Return to 6.17 Bandwidth.
Return to 6 Application Programming Interface Programmer’s Guide.

6.17.2 Retrieve Bandwidth Usage
Retrieve bandwidth usage for a period. Bandwidth is presented by billing period. Bandwidth information is
retained for twelve months or the life of the contract, whichever is less.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin. bandwidthPeriods. Use the href to retrieve the bandwidth periods
for an organization in step 3.
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3. Get Bandwidth Period: Retrieve the bandwidth periods for an organization.

e Under <BandwidthPeriods> for the desired organization,
e Select the <BandwidthPeriod> with a name of the desired billing period. Use the href to retrieve
the bandwidth usage for that period in step 4.

4. Get Bandwidth Usage: Retrieve the bandwidth usage for a period for an organization.

Return to 6.17 Bandwidth.

Return to 6 Application Programming Interface Programmer’s Guide.

6.18 SSH Keys

6.18.1  Retrieve All SSH Keys for an Organization ...........cccveeieeiiieicciiee ettt e e et e e 236
6.18.2  Retrieve @ SPECIfIEd SSH KEY ....coiiiiiiii ettt e e et e e e et e e e bee e e eabee e e e e beea e e neees 236
6.18.3  Create @ NEW SSH KOy ... s 237
T R T o [ A TN o I -1 PSPPI 237
B.18.5  DEIELE @ SSH KEY .. uuiiiiiiiiie ettt e e et e e et e e e e st e e e e e b e e e e b e e e e e abeee e e abeaeeenaraeeeenrees 238

Advance to 6.19 VM Catalog.
SSH keys permit secure access to Linux servers using secure shell (SSH).
Return to 6 Application Programming Interface Programmer’s Guide.

6.18.1 Retrieve All SSH Keys for an Organization
Retrieve all the SSH keys for an organization.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.sshKey; type=collection. Use the href to retrieve those SSH keys
in step 3.

3.  Get SSH Keys: Retrieve information regarding all SSH keys in an organization.

Return to 6.18 SSH Keys.
Return to 6 Application Programming Interface Programmer’s Guide.

6.18.2 Retrieve a Specified SSH Key
Retrieve information regarding a specific SSH key in an organization.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

e Under <SshKeys>,
e Select the <SshKey> with a name of the desired key. Use the href to retrieve that key in step 3.

3.  Get SSH Keys: Retrieve information regarding the specified SSH key in an organization.

Return to 6.18 SSH Keys.

Return to 6 Application Programming Interface Programmer’s Guide.

6.18.3 Create a New SSH Key
Create a new SSH key for an organization.

Note: In step 2, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.
Select the <Action> with a name of createSshKey. Use the href to create the key in step 3.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

3. Action SSH Keys Create: Create the appropriate body for the call and submit to create the SSH key in an
organization.

Return to 6.18 SSH Keys.

Return to 6 Application Programming Interface Programmer’s Guide.

6.18.4 Edit a SSH Key
Modify a SSH key in an organization.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.sshKey; type=collection. Use the href to retrieve those SSH keys
in step 3.

3.  Get SSH Keys: Retrieve information regarding all SSH keys for an organization.

e Under <SshKey> with a name of the desired key.
e Select the <Action> with a name of edit. Use the href to modify the SSH key in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action SSH Keys Edit: Create the appropriate body for the call and submit to modify the SSH key in an
organization.

Return to 6.18 SSH Keys.
Return to 6 Application Programming Interface Programmer’s Guide.

6.18.5 Delete a SSH Key
Remove a SSH key from an organization.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
SSH key is the default.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.sshKey; type=collection. Use the href to retrieve those SSH keys
in step 3.

3. Get SSH Keys: Retrieve information regarding all SSH keys for an organization.

e Under <SshKey> with a name of the desired key.
e Select the <Action> with a name of remove. Use the href to remove the SSH key in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action SSH Keys Remove: Remove the SSH key from an organization.
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Return to 6.18 SSH Keys.

Return to 6 Application Programming Interface Programmer’s Guide.

6.19 VM Catalog

6.19.1  Retrieve All Catalogs for an Organization........ccccvecuieeiiiiiii i e e s 239
6.19.2  Retrieve the Catalog for @ LOCAtION ...ciiiiiii it e e e 239
6.19.3  Retrieve a Catalog Item Configuration for an Organization ..........cccccevecieeiiiiee e 240
6.19.4  Retrieve the Catalog Item Configuration for @ Location..........cccoeeuveeiiciie e 240
6.19.5  RetrieVe the Catalog LOS.....cccciii ettt e et e e e et e e e e et e e e eeabe e e s eeabeee e e nbaeeeeensaeaeensens 241
6.19.6  Add a Catalog Item to an Organization ........ccceeiieiiii i e e e et e e e e e e e e e rae e e enees 241
6.19.7 Delete a Catalog Item from an OrganizatioN.........ccceeiieiiiriieiiie e e 242
6.19.8 Delete a Catalog Item from @ LOCAtiON ....cuiiiiiiii i e e 243
Advance to 6.20 Support.

VM Catalog provides a means to upload complete virtual machines to their location and manage those catalog
items. These uploaded virtual machines may be imported into a compute pool as new servers.

Return to 6 Application Programming Interface Programmer’s Guide.

6.19.1 Retrieve All Catalogs for an Organization
Retrieve the catalog for a specified organization.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.catalogEntry; type=collection. Use the href to retrieve those
catalogs in step 3.

3. Get Catalog: Retrieve information regarding all catalogs for an organization.

Return to 6.19 VM Catalog.
Return to 6 Application Programming Interface Programmer’s Guide.

6.19.2 Retrieve the Catalog for a Location
Retrieve the catalog for a specified location.
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1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Under <Location> for the desired location,
e Select the <Catalog>. Use the href to retrieve that catalog in step 2.

2. Get Catalog by Location: Retrieve information regarding a catalog for a location.

Return to 6.19 VM Catalog.
Return to 6 Application Programming Interface Programmer’s Guide.

6.19.3 Retrieve a Catalog Item Configuration for an Organization
Retrieve the configuration of a catalog item for an organization.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.catalogEntry; type=collection. Use the href to retrieve those
catalogs in step 3.

3. Get Catalog: Retrieve information regarding all catalogs for an organization.

e Under <CatalogEntry> for the desired catalog item,
e Select the <Configuration>. Use the href to retrieve the desired environment in step 4.

4. Get Catalog Configuration: Retrieve information regarding the configuration of a catalog item in an
organization.

Return to 6.19 VM Catalog.
Return to 6 Application Programming Interface Programmer’s Guide.

6.19.4 Retrieve the Catalog Item Configuration for a Location
Retrieve the catalog item configuration for a specified location.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Under <Location> for the desired location,
e Select the <Catalog>. Use the href to retrieve that catalog in step 2.

2. Get Catalog by Location: Retrieve information regarding a catalog for a location.

e Under <CatalogEntry> for the desired catalog item,
e Select the <Configuration>. Use the href to retrieve the desired environment in step 3.
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3. Get Catalog Configuration: Retrieve information regarding the configuration of a catalog item in a
location.

Return to 6.19 VM Catalog.

Return to 6 Application Programming Interface Programmer’s Guide.

6.19.5 Retrieve the Catalog Log
Retrieve the catalog log for a specified organization.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.cataloglLogEntry; type=collection. Use the href to retrieve that
catalog log in step 3.

3. Get Catalog Log: Retrieve information regarding the catalog log in an organization.

Return to 6.19 VM Catalog.
Return to 6 Application Programming Interface Programmer’s Guide.

6.19.6 Add a Catalog Item to an Organization
Create a catalog item in a specified organization. The catalog is maintained at the location.

Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.catalogEntry; type=collection. Use the href to retrieve those
catalogs in step 3.
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3. Get Catalog: Retrieve information regarding all catalogs for an organization.

a. Select the <Location> for the desired location. Use the <Location ...>, with attributes, to create
the appropriate body in step 4.

b. e Under <Location> for the desired location,
e Select the <Action> with a name of createCatalogEntry. Use the href to create the
catalog item in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Catalog Create: Create the appropriate body for the call and submit to create the new catalog
item in a location.

a. Select the <CatalogEntry> root element in the response. Use the href to poll the catalog in step 6.
b. Select the <File> where the <Name> is upload.ovf.
c. Select the <UploadUrl> of <File> selected in step 4b. Use the href to upload the OVF file in step 5.

5. Action Catalog File: Upload the OVF file.
Poll the catalog in step 6.

6. Get Catalog by ID: Poll the catalog until the <Status> of <CatalogEntry> is no longer validating. If the
<Status> of <CatalogEntry> is not validated, end the procedure. If the <Status> of <CatalogEntry> is
Validated:

a. Select the <CatalogEntry> root element in the response. Use the href to poll the catalog in step 8.

b. Select the first <File> where the file extension in <Name> is vmdk.

c. Select the <UploadUrl> of <File> selected in step 6b. Use the href to upload the VMDK file in step
7.

7. Action Catalog File: Upload the VMDK file.
Poll the catalog in step 8.

8. Get Catalog by ID: Poll the catalog until the <Status> of <File> is no longer InProgress. If the <Status> of
<CatalogEntry> is not Completed, end the procedure. If every <File> where the file extension in <Name> is
vmdk and <Status> is not Ready, end the procedure. If a <File> where the file extension in <Name> is vmdk is
and <Status> is Ready:

a. Select the <CatalogEntry> root element in the response. Use the href to poll the catalog in step 8.

b. Select the <File> where the file extension in <Name> is vmdk and <Status> is Ready.

c. Select the <UploadUrl> of <File> selected in step 8b. Use the href to upload the VMDK file in step
7.

Return to 6.19 VM Catalog.
Return to 6 Application Programming Interface Programmer’s Guide.

6.19.7 Delete a Catalog Item from an Organization
Remove a catalog item from a specified organization.
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Note: In step 3, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
OVF file is validating: the <CatalogEntry> has a <Status> of validating.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.catalogEntry; type=collection. Use the href to retrieve the
catalog in step 3.

3. Get Catalog: Retrieve information regarding all catalogs for an organization.

e Under the <CatalogEntry> for the desired catalog item,
e Select the <Action> with a name of remove. Use the href to remove the catalog item in step 4.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

4. Action Catalog Remove: Remove the catalog item from an organization.

Return to 6.19 VM Catalog.
Return to 6 Application Programming Interface Programmer’s Guide.

6.19.8 Delete a Catalog Item from a Location
Remove a catalog item from a specified location.

Note: In step 2, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change. The attribute will be set to disabled if the
OVF file is validating: the <CatalogEntry> has a <Status> of validating.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Under <Location> for the desired location,
e Select the <Catalog>. Use the href to retrieve that catalog in step 2.

2. Get Catalog by Location: Retrieve information regarding a catalog for a location.

e Under the <CatalogEntry> for the desired catalog item,
e Select the <Action> with a name of remove. Use the href to remove the catalog item in step 3.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

3. Action Catalog Remove: Remove the catalog item from a location.
Return to 6.19 VM Catalog.
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Return to 6 Application Programming Interface Programmer’s Guide.

6.20 Support
6.20.1  Retrieve Open SUPPOIt TICKEES ....ccviiiiieiieee ittt ettt ettt e eetee e e s stee e s s sbee e s sssbee e s essbeeesssbeeessnnraeeeennsens 244
6.20.2  Retrieve Closed SUPPOIT TICKETS . ..uuiiii it e e e bee e s s b e e e enanes 244
6.20.3  Retrieve a Specified SUPPOIt TICKEE ......ccuuiiiieiiie ettt e e e e e s e e e s s sbee e e eanes 245
6.20.4  SUBMIt @ SUPPOIT TICKETE ..eeiiiiieee ettt et e et e e e et r e e e e e abe e e e eabaeeseenbeeeeennaeeeesnseeeeennsens 245

You may retrieve support tickets and submit new support tickets.

Note: If the organization has an environment in Amsterdam or Brazil, these features are not available to the
organization through the API.

Return to 6 Application Programming Interface Programmer’s Guide.

6.20.1 Retrieve Open Support Tickets
You may retrieve all open support tickets.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.tickets. Use the href to retrieve the references to support tickets
in step 3.

3. Get Support Tickets: Retrieve the reference to active support tickets for an organization.
Select <Active>. Use the href to retrieve the open support tickets in step 4.
4. Get Support Tickets Active: Retrieve the open support tickets for an organization.

Return to 6.20 Support.

Return to 6 Application Programming Interface Programmer’s Guide.

6.20.2 Retrieve Closed Support Tickets
You may retrieve support tickets closed within the preceding 90 days.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.
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2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.tickets. Use the href to retrieve the references to support tickets
in step 3.

3. Get Support Tickets: Retrieve the reference to active support tickets for an organization.
Select <History>. Use the href to retrieve the closed support tickets in step 4.
4. Get Support Tickets History: Retrieve the closed support tickets for an organization.

Return to 6.20 Support.
Return to 6 Application Programming Interface Programmer’s Guide.

6.20.3 Retrieve a Specified Support Ticket
You may retrieve the details regarding a specified support ticket.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.

Select the <Link> with a type of admin.tickets. Use the href to retrieve the references to support tickets
in step 3.

3. Get Support Tickets: Retrieve the reference to active support tickets for an organization.

a. Select <Active>. Use the href to retrieve the open support tickets in step 4.
b. Select <History>. Use the href to retrieve the closed support tickets in step 5.

4. Get Support Tickets Active: Retrieve the open support tickets for an organization.

If the desired ticket is an open ticket, select the <TicketReference> for the desired ticket. Use the href to
retrieve the ticket in step 6.

5. Get Support Tickets History: Retrieve the closed support tickets for an organization.

If the desired ticket is a closed ticket, select the <TicketReference> for the desired ticket. Use the href to
retrieve the ticket in step 6.

6. Get Support Tickets by ID: Retrieve the specified support ticket for the organization.

Return to 6.20 Support.
Return to 6 Application Programming Interface Programmer’s Guide.

6.20.4 Submit a Support Ticket
You may submit a new support ticket.
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Note: In step 2, check whether the attribute actionDisabled is set to noAccess or disabled. The attribute will be
set to noAccess if the user does not have permission to make the change.

1. Get Organizations: Retrieve information regarding the organization.

e Under <Organization> for the desired organization,
e Select the <Link> with a type of admin.organization. Use the href to retrieve that administrative
organization in step 2.

2. Get Administrative Organizations by ID: Retrieve information regarding the administrative organization.
Select the <Action> with a name of create. Use the href to create a support ticket in step 3.

Note: Check whether the<Action> attribute actionDisabled is set to noAccess or disabled. If set, stop the
procedure because the action is not permitted.

3.  Action Support Tickets Create: Create the appropriate body for the call and submit to create a support
ticket for the organization.

Return to 6.20 Support.

Return to 6 Application Programming Interface Programmer’s Guide.
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Advance to 8 List of Additions and Changes.

The Application Programming Interface Reference Guide is a definitive reference to the calls in the Enterprise
Cloud Application Programming Interface.

7.1 Anonymous Calls

7.1.1 Gt TIME oo, 248
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Advance to 7.2 Organization.

Anonymous calls are the only calls permitted without authentication. They permit retrieving information essential
to achieving successful authentication and to change passwords after expiration.

Return to 7 Application Programming Interface Reference Guide.

7.12.12  GetTime
Get Time is one of three calls which does not require authentication. The Get Time call returns the current UTC
time on the server.

Note: This call should have a virgule (forward slash, "/") at the end of the call.
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The format of the returned time conforms to the ISO8601 extended date and time format with decimal fraction of
a second:

<four digit year> “-“ <two digit month> “-“ <two digit day> “T” <two digit hour> “:” <two digit
minute> “:” <two digit second> “.” <six digit fractional second> “Z”

An example of the format of the returned time is:

2011-05-12T714:49:10.9111617

Users of the APl should request current server time using the Get Time call, calculate the time difference between
the local computer clock and the Enterprise Cloud clock, and adjust the time stamp in all messages in the session
accordingly.

Request
GET http://{Terremark URI}/cloudapi/ecloud/time/

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/time/

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.time
x-tmrk-token: {token}
Date: {timestamp of response}

<Time xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">
<CurrentServerTime>{current UTC server time}</CurrentServerTime>

</Time>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 131
Content-Type: application/vnd.tmrk.cloud.time
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Thu, 12 May 2011 14:49:10 GMT

<Time xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">
<CurrentServerTime>2011-05-12T14:49:10.911161Z</CurrentServerTime>

</Time>

Return to 7.1 Anonymous Calls.

Return to 7 Application Programming Interface Reference Guide.
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7.1.2 Get Versions
Get Versions is one of three calls which does not require authentication. The Get Versions call returns the versions
available for use on the server.

Note: This call should have a virgule (forward slash, "/") at the end of the call.

The versions are returned in the format as described in 5.8 Version. Versions of the API are not supported
indefinitely. Policy at the time of this document is to support the current version and two prior versions of the API.
In advance of the release or new versions of the API, the version to be displaced will be marked as deprecated.
<Deprecated> is set to true on deprecated versions. <Deprecated> is generally not included if set to false.
Responses to all requests in a deprecated version have the x-tmrk-deprecated described in 5.21 Deprecated header
field also set to true.

Request
GET http://{Terremark URI}/cloudapi/ecloud/versions/

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/versions/

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.version; type=collection
x-tmrk-token: {token}
Date: {timestamp of response}

<SupportedVersions xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">
<VersionInfo>
<Version>{version number in YYY-MM-DD format}</Version>
<Deprecated>{true | false}</Deprecated> <!-- generally not present if false -->

</VersionInfo>

</SupportedVersions>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 348
Content-Type: application/vnd.tmrk.cloud.version; type=collection
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Thu, 12 May 2011 20:00:10 GMT

<SupportedVersions xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<VersionInfo>
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<Version>2011-01-01</Version>
<Deprecated>true</Deprecated>

</VersionInfo>

<VersionInfo>
<Version>2011-04-01</Version>
<Deprecated>false</Deprecated>

</VersionInfo>

<VersionInfo>
<Version>2011-07-01</Version>
<Deprecated>false</Deprecated>

</VersionInfo>

</SupportedVersions>

Return to 7.1 Anonymous Calls.
Return to 7 Application Programming Interface Reference Guide.

7.1.3  Action Change Password

Action Change Password is one of three calls which does not require authentication. The Action Change Password
call edits the password for a specified user. If successful, the call returns information regarding the user name that
was modified.

This call should only be used in response to the following error message:

<Error message="The password has expired." majorErrorCode="401" minorErrorCode="ExpiredPassword"/>

To change the password prior to the expiration of the password, use Action Users Edit Credentials.
Note: This call should have a virgule (forward slash, "/") at the end of the call.

The Authorization header field should not be included in the header of this call.

<UserName> is required and must match a user in the organization.

<OldPassword> is required, must match the password of the user in the organization identified by <UserName>,
and is subject to the system limitations for failed login attempts.

<NewPassword> is required and must comply with the password complexity rules for the organization.

Note: This call requires no confirmation of the password. Such confirmation should be performed prior to
submitting the call.

Request
PUT http://{Terremark URI}/cloudapi/ecloud/changePassword/
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EXAMPLE
PUT http://services.enterprisecloud.terremark.com/cloudapi/ecloud/changePassword//

Body

<ChangePassword>
<UserName>{user email local part}@{user email domain part}</UserName> <!-- Required -->
<0ldPassword>[old password}</OldPassword> <!-- Required -->
<NewPassword>{new password}</NewPassword> <!-- Required -->

</ChangePassword>

EXAMPLE
<ChangePassword>

<UserName>fberfle@gmail.com</UserName>
<0ldPassword>CallmeIshmael</0OldPassword>
<NewPassword>Ascreamingcomesacrossthesky</NewPassword>

</ChangePassword>

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.changePassword
x-tmrk-token: {token}
Date: {timestamp of response}

<ChangePassword>
<UserName>{user email local part}@{user email domain part}</UserName>

</ChangePassword>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 123
Content-Type: application/vnd.tmrk.cloud.changePassword
Date: Wed, 25 Apr 2012 19:50:30 GMT

<ChangePassword xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">
<UserName>fberfle@gmail.com</UserName>

</ChangePassword>

Return to 7.1 Anonymous Calls.

Return to 7 Application Programming Interface Reference Guide.

7.2 Organization
7.2.1 Get OrganizatioNs ....ccoc e e, 253
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Advance to 7.3 Location.
This section contains the calls for the Organization entity.
Return to 7 Application Programming Interface Reference Guide.

7.2.12  Get Organizations

The Get Organizations call is the entry point for the API. The call returns links and references, directly or indirectly,
to all other branches of the API. This call differs in response from Get Organizations by ID only for reseller
organizations.

Note: This call should have a virgule (forward slash, "/") at the end of the call.

Request
GET http://{Terremark URI}/cloudapi/ecloud/organizations/

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/organizations/

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.organization; type=collection
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<Organizations href="/cloudapi/ecloud/organizations" type="application/vnd.tmrk.cloud.organization;
type=collection">

<Organization href="/cloudapi/ecloud/organizations/{organization identifier}" name="{organization
name}" type="application/vnd.tmrk.cloud.organization">

<Links>

<Link href="/cloudapi/ecloud/admin/organizations/{organization identifier}"
type="application/vnd.tmrk.cloud.admin.organization" rel="alternate"/>

<Link href="/cloudapi/ecloud/environments/organizations/{organization identifier}"
type="application/vnd.tmrk.cloud.environment; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/deviceTags/organizations/{organization identifier}"
type="application/vnd.tmrk.cloud.deviceTag; type=collection" rel="down"/>

</Links>
<Locations>

<Location href="/cloudapi/ecloud/locations/{location identifier}" name="{location name}"
type="application/vnd.tmrk.cloud.location">
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<Catalog href="/cloudapi/ecloud/admin/catalog/organizations/{organization
identifier}/locations/{location identifier}"
type="application/vnd.tmrk.cloud.admin.catalogEntry; type=collection"/>

<Environments>

<Environment href="/cloudapi/ecloud/environments/{environment identifier}" name="{environment
name}" type="application/vnd.tmrk.cloud.environment"/>

</Environments>

</Location>

</Locations>

</Organization>

</Organizations>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 1373
Content-Type: application/vnd.tmrk.cloud.organization; type=collection
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Thu, 12 May 2011 19:09:13 GMT

<Organizations href="/cloudapi/ecloud/organizations" type="application/vnd.tmrk.cloud.organization;
type=collection" xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Organization href="/cloudapi/ecloud/organizations/1" name="Organization 1"
type="application/vnd.tmrk.cloud.organization">

<Links>

<Link href="/cloudapi/ecloud/admin/organizations/1"
type="application/vnd.tmrk.cloud.admin.organization" rel="alternate"/>

<Link href="/cloudapi/ecloud/environments/organizations/1"
type="application/vnd.tmrk.cloud.environment; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/deviceTags/organizations/1"
type="application/vnd.tmrk.cloud.deviceTag; type=collection"” rel="down"/>

</Links>
<Locations>

<Location href="/cloudapi/ecloud/locations/1" name="Location 1"
type="application/vnd.tmrk.cloud.location">

<Catalog href="/cloudapi/ecloud/admin/catalog/organizations/1/locations/1"
type="application/vnd.tmrk.cloud.admin.catalogEntry; type=collection"/>

<Environments>

<Environment href="/cloudapi/ecloud/environments/1" name="Environment 1"
type="application/vnd.tmrk.cloud.environment"/>

<Environment href="/cloudapi/ecloud/environments/2" name="Environment 2"
type="application/vnd.tmrk.cloud.environment"/>
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</Environments>
</Location>

<Location href="/cloudapi/ecloud/locations/2" name="Location 2"
type="application/vnd.tmrk.cloud.location">

<Catalog href="/cloudapi/ecloud/admin/catalog/organizations/1/locations/2"
type="application/vnd.tmrk.cloud.admin.catalogEntry; type=collection"/>

<Environments>

<Environment href="/cloudapi/ecloud/environments/3" name="Environment 3"
type="application/vnd.tmrk.cloud.environment"/>

<Environment href="/cloudapi/ecloud/environments/4" name="Environment 4"
type="application/vnd.tmrk.cloud.environment"/>

</Environments>
</Location>
</Locations>
</Organization>

</Organizations>

Return to 7.2 Organization.
Return to 7 Application Programming Interface Reference Guide.

7.2.2 Get Organizations by ID

The Get Organizations by ID call returns information regarding a single organization: links and references, directly
or indirectly, to all other branches of the API for this organization. The response to this call is similar to that of the
Get Organizations call but limited to the requested organization. This call differs in response from Get
Organizations only for reseller organizations.

Request
GET http://{Terremark URI}/cloudapi/ecloud/organizations/{organization identifier}

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/organizations/1

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.organization
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<Organization href="/cloudapi/ecloud/organizations/{organization identifier}" name="{organization
name}" type="application/vnd.tmrk.cloud.organization" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
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instance">
<Links>

<Link href="/cloudapi/ecloud/admin/organizations/{organization identifier}"
type="application/vnd.tmrk.cloud.admin.organization" rel="alternate"/>

<Link href="/cloudapi/ecloud/environments/organizations/{organization identifier}"
type="application/vnd.tmrk.cloud.environment; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/deviceTags/organizations/{organization identifier}"
type="application/vnd.tmrk.cloud.deviceTag; type=collection" rel="down"/>

</Links>
<Locations>

<Location href="/cloudapi/ecloud/locations/{location identifier}" name="{location name}"
type="application/vnd.tmrk.cloud.location">

<Catalog href="/cloudapi/ecloud/admin/catalog/organizations/{organization
identifier}/locations/{location identifier}"
type="application/vnd.tmrk.cloud.admin.catalogEntry; type=collection"/>

<Environments>

<Environment href="/cloudapi/ecloud/environments/{environment identifier}" name="{environment
name}" type="application/vnd.tmrk.cloud.environment"/>

</Environments>

</Location>

</Locations>

</Organization>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 1256
Content-Type: application/vnd.tmrk.cloud.organization
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Thu, 12 May 2011 21:51:19 GMT

<Organization href="/cloudapi/ecloud/organizations/1" name="Organization 1"
type="application/vnd.tmrk.cloud.organization" xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/admin/organizations/1"
type="application/vnd.tmrk.cloud.admin.organization" rel="alternate"/>

<Link href="/cloudapi/ecloud/environments/organizations/1"
type="application/vnd.tmrk.cloud.environment; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/deviceTags/organizations/1"
type="application/vnd.tmrk.cloud.deviceTag; type=collection" rel="down"/>

</Links>
<Locations>

<Location href="/cloudapi/ecloud/locations/1" name="Location 1"
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type="application/vnd.tmrk.cloud.location">

<Catalog href="/cloudapi/ecloud/admin/catalog/organizations/1/locations/1"
type="application/vnd.tmrk.cloud.admin.catalogEntry; type=collection"/>

<Environments>

<Environment href="/cloudapi/ecloud/environments/1" name="Environment 1"
type="application/vnd.tmrk.cloud.environment"/>

<Environment href="/cloudapi/ecloud/environments/2" name="Environment 2"
type="application/vnd.tmrk.cloud.environment"/>

</Environments>
</Location>

<Location href="/cloudapi/ecloud/locations/2" name="Location 2"
type="application/vnd.tmrk.cloud.location">

<Catalog href="/cloudapi/ecloud/admin/catalog/organizations/1/locations/2"
type="application/vnd.tmrk.cloud.admin.catalogEntry; type=collection"/>

<Environments>

<Environment href="/cloudapi/ecloud/environments/3" name="Environment 3"
type="application/vnd.tmrk.cloud.environment"/>

<Environment href="/cloudapi/ecloud/environments/4" name="Environment 4"
type="application/vnd.tmrk.cloud.environment"/>

</Environments>
</Location>
</Locations>

</Organization>

Return to 7.2 Organization.

Return to 7 Application Programming Interface Reference Guide.

7.3 Location
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Advance to 7.4 Tag.

This section contains the calls for the Data Center or Location entity.

Return to 7 Application Programming Interface Reference Guide.

7.3.1  Get Locations by ID
The Get Locations by ID call returns information regarding a single data center location.

Request

GET http://{Terremark URI}/cloudapi/ecloud/locations/{location identifier}
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EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/locations/1

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.location
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<Location href="/cloudapi/ecloud/locations/{location identifier}" name="{location name}"
type="application/vnd.tmrk.cloud.location" xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<FriendlyName>{location name}</FriendlyName>
<Locode>{location code}</Locode>
<IS03166>{ISO 3166-2 country and subdivision code}</IS03166>

</Location>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 238
Content-Type: application/vnd.tmrk.cloud.location
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Thu, 12 May 2011 22:22:35 GMT

<Location href="/cloudapi/ecloud/locations/1" name="Location 1"
type="application/vnd.tmrk.cloud.location" xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<FriendlyName>Location 1</FriendlyName>
<Locode>L0OC1</Locode>
<IS03166>US-ST1</IS03166>

</Location>

Return to 7.3 Location.
Return to 7 Application Programming Interface Reference Guide.

7-4 Tag
7.4.1 G TS e oo e e 259

Advance to 7.5 Environment.
This section contains the calls for the Tag List and Tag entities.

Return to 7 Application Programming Interface Reference Guide.
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7.4.1  GetTags
The Get Tags call returns information regarding tags in a specified organization.

Request
GET http://{Terremark URI}/cloudapi/ecloud/deviceTags/organizations/{organization identifier}

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/deviceTags/organizations/1

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.admin.deviceTag; type=collection
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<DeviceTaglList href="/cloudapi/ecloud/deviceTags/organizations/{organization identifier}"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/organizations/{organization identifier}" name="{organization name}"
type="application/vnd.tmrk.cloud.organization" rel="up"/>

</Links>

<DeviceTag name="{device tag}"/>

</DeviceTaglList>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 269
Content-Type: application/vnd.tmrk.cloud.admin.deviceTag; type=collection
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Fri, 08 Jul 2011 20:42:13 GMT

<DeviceTaglList href="/cloudapi/ecloud/deviceTags/organizations/1"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/organizations/1" name="Organization 1"
type="application/vnd.tmrk.cloud.organization" rel="up"/>

</Links>
<DeviceTag name="Tagl"/>

<DeviceTag name="Tag2"/>
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</DeviceTaglList>

Returnto 7.4 Tag.

Return to 7 Application Programming Interface Reference Guide.

7.5 Environment
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Advance to 7.6 Compute Pool.
This section contains the calls for the Environment entity.
Return to 7 Application Programming Interface Reference Guide.

7.5.1  Get Environments
The Get Environments call returns information regarding environments in a specified organization: links and
references, directly or indirectly, to all other branches of the API for each environment.

<Tasks> presents the twenty most recent tasks in the environment. For additional tasks, select the <Link> with a
type of task; type=collection and use the href to retrieve tasks for the environment.

<ProcessorCount> refers to the number of processors in the virtual machine. Permitted values are: 1, 2, 4, or 8.
<Status> refers to the status of the virtual machine. Permitted values are:

¢ NotDeployed — host has not been defined but not deployed, such as with a physical device.
e Deployed — host is defined and deployed; available for service.

e Orphaned — an attempt was made to create the host but failed.

e TaskInProgress — the host has been defined and creation is in progress.

e CopylnProgress — the host is to be a copy of an existing host and the copy is in progress.

Note: A virtual machine with <Status> of orphaned will contain only <Status>.
<ToolsStatus> refers to VMware Tools. Permitted values are:

¢ Notinstalled — VMware Tools are not installed on the virtual machine.

e NotRunning — VMware Tools are installed on the virtual machine but are not running.

e OutOfDate — VMware Tools are installed and running on the virtual machine but are not the current
version.

e Current — VMware Tools are installed on the virtual machine, are running, and are the current version.

<NetworkType> permitted values are:
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o Dmz (Demilitarized zone) — network on which servers are behind the firewall but permit access from the
public Internet.

e Internal — network on which access to the servers for such reasons as administration and backup are
performed but isolated from the public Internet.

Live Specification Test Values

Condition Outcome
environment identifier = 3 No physical devices
compute pool identifier =3 No virtual machines
Request

GET http://{Terremark URI}/cloudapi/ecloud/environments/organizations/{organization identifier}

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/environments/organizations/1

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.environment; type=collection
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<Environments href="/cloudapi/ecloud/environments/organizations/{organization identifier}"
type="application/vnd.tmrk.cloud.environment; type=collection"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/organizations/{organization identifier}"
type="application/vnd.tmrk.cloud.organization" rel="up"/>

</Links>

<Environment href="/cloudapi/ecloud/environments/{environment identifier}" name="{environment
name}" type="application/vnd.tmrk.cloud.environment">

<Links>

<Link href="/cloudapi/ecloud/locations/{location identifier}"
type="application/vnd.tmrk.cloud.location" rel="up"/>

</Links>
<ComputePools>

<ComputePool href="/cloudapi/ecloud/computePools/{compute pool identifier}" name="{compute pool
name}" type="application/vnd.tmrk.cloud.computePool"/>
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</ComputePools>

</Environment>

</Environments>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 56486
Content-Type: application/vnd.tmrk.cloud.environment; type=collection
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Tue, 01 Nov 2011 21:20:33 GMT

<Environments href="/cloudapi/ecloud/environments/organizations/1"
type="application/vnd.tmrk.cloud.environment; type=collection"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/organizations/1" name="Organization 1"
type="application/vnd.tmrk.cloud.organization" rel="up"/>

</Links>

<Environment href="/cloudapi/ecloud/environments/1" name="Environment 1"
type="application/vnd.tmrk.cloud.environment">

<Links>

<Link href="/cloudapi/ecloud/locations/1" type="application/vnd.tmrk.cloud.location" rel="up"/>
</Links>
<ComputePools>

<ComputePool href="/cloudapi/ecloud/computePools/2" name="Compute Group 2"
type="application/vnd.tmrk.cloud.computePool"/>

<ComputePool href="/cloudapi/ecloud/computePools/3" name="Compute Group 3"
type="application/vnd.tmrk.cloud.computePool"/>

<ComputePool href="/cloudapi/ecloud/computePools/4" name="Compute Group 4"
type="application/vnd.tmrk.cloud.computePool"/>

</ComputePools>
</Environment>

<Environment href="/cloudapi/ecloud/environments/2" name="Environment 2"
type="application/vnd.tmrk.cloud.environment">

<Links>

<Link href="/cloudapi/ecloud/locations/1" type="application/vnd.tmrk.cloud.location" rel="up"/>
</Links>
<ComputePools>

<ComputePool href="/cloudapi/ecloud/computePools/3" name="Compute Group 3"
type="application/vnd.tmrk.cloud.computePool"/>

<ComputePool href="/cloudapi/ecloud/computePools/4" name="Compute Group 4"
type="application/vnd.tmrk.cloud.computePool"/>
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<ComputePool href="/cloudapi/ecloud/computePools/5" name="Compute Group 5"
type="application/vnd.tmrk.cloud.computePool"/>

</ComputePools>
</Environment>

<Environment href="/cloudapi/ecloud/environments/3" name="Environment 3"
type="application/vnd.tmrk.cloud.environment">

<Links>

"

<Link href="/cloudapi/ecloud/locations/1" type="application/vnd.tmrk.cloud.location" rel="up"/>
</Links>
<ComputePools>

<ComputePool href="/cloudapi/ecloud/computePools/4" name="Compute Group 4"
type="application/vnd.tmrk.cloud.computePool"/>

<ComputePool href="/cloudapi/ecloud/computePools/5" name="Compute Group 5"
type="application/vnd.tmrk.cloud.computePool"/>

<ComputePool href="/cloudapi/ecloud/computePools/6" name="Compute Group 6"
type="application/vnd.tmrk.cloud.computePool"/>

</ComputePools>
</Environment>

</Environments>

Return to 7.5 Environment.
Return to 7 Application Programming Interface Reference Guide.

7.5.2  Get Environments by ID
The Get Environments by ID call returns information regarding a single environment: links and references, directly
or indirectly, to all other branches of the API for this environment.

<Tasks> presents the twenty most recent tasks in the environment. For additional tasks, select the <Link> with a
type of task; type=collection and use the href to retrieve tasks for the environment.

<ProcessorCount> refers to the number of processors in the virtual machine. Permitted values are: 1, 2, 4, or 8.
<Status> refers to the status of the virtual machine. Permitted values are:

¢ NotDeployed — host has not been defined but not deployed, such as with a physical device.
o Deployed — host is defined and deployed; available for service.

e Orphaned — an attempt was made to create the host but failed.

e TaskInProgress — the host has been defined and creation is in progress.

e CopylnProgress — the host is to be a copy of an existing host and the copy is in progress.

Note: A virtual machine with <Status> of Orphaned will contain only <Status>.

<ToolsStatus> refers to VMware Tools. Permitted values are:
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¢ Notinstalled — VMware Tools are not installed on the virtual machine.

o NotRunning — VMware Tools are installed on the virtual machine but are not running.

e OutOfDate — VMware Tools are installed and running on the virtual machine but are not the current
version.

e  Current — VMware Tools are installed on the virtual machine, are running, and are the current version.

<NetworkType> permitted values are:

e Dmz (Demilitarized zone) — network on which servers are behind the firewall but permit access from the
public Internet.

e Internal — network on which access to the servers for such reasons as administration and backup are
performed but isolated from the public Internet.

Live Specification Test Values

Condition Outcome
environment identifier = 3 No physical devices
compute pool identifier =3 No virtual machines
Request

GET http://{Terremark URI}/cloudapi/ecloud/environments/{environment identifier}

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/environments/1

Body

none

Response
HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.environment
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<Environment href="/cloudapi/ecloud/environments/{environment identifier}" name="{environment name}"
type="application/vnd.tmrk.cloud.environment"” xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/locations/{location identifier}"
type="application/vnd.tmrk.cloud.location" rel="up"/>

<Link href="/cloudapi/ecloud/organizations/{organization identifier}"
type="application/vnd.tmrk.cloud.organization" rel="up"/>

<Link href="/cloudapi/ecloud/layout/environments/{environment identifier}"
type="application/vnd.tmrk.cloud.deviceLayout" rel="down"/>

<Link href="/cloudapi/ecloud/physicalDevices/environments/{environment identifier}"
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type="application/vnd.tmrk.cloud.physicalDevice; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/tasks/environments/{environment identifier}"
type="application/vnd.tmrk.cloud.task; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/networks/environments/{environment identifier}"
type="application/vnd.tmrk.cloud.network; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/networkSummary/environments/{environment identifier}"
type="application/vnd.tmrk.cloud.environmentNetworkSummary" rel="down"/>

<Link href="/cloudapi/ecloud/resourceSummary/computePools/environments/{environment identifier}"
type="application/vnd.tmrk.cloud.computePoolResourceSummary; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/environments/{environment identifier}"
type="application/vnd.tmrk.cloud.computePool; type=collection" rel="down"/>

</Links>

<Tasks href="/cloudapi/ecloud/tasks/virtualMachines/{virtual machine identifier}"
type="application/vnd.tmrk.cloud.task; type=collection"> <!-- only most recent task -->
<Links>

<Link href="/cloudapi/ecloud/environments/{environment identifier" name="{environment name}"
type="application/vnd.tmrk.cloud.environment" rel="up"/>

</Links>

<Task href="/cloudapi/ecloud/tasks/{task identifier}" type="application/vnd.tmrk.cloud.task">
<Operation>{name of action performed}</Operation>
<Status>{Queued | Running | Complete | Error}</Status>

<ImpactedItem href="{URL of item acted upon}" name="{name of item acted upon} type="{type of
item acted upon}"/>

<StartTime>{time action started}</StartTime>

<CompletedTime>{time action completed}</CompletedTime> <!-- Not present on Queued or Running -->
<Notes>{notes on action}</Notes>

<ErrorMessage>{error message}</ErrorMessage>

<InitiatedBy href="/cloudapi/ecloud/admin/users/{user identifier}" name="{{user email local
part}@{user email domain part} | {API user family name}, {API user given name}}"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<TotalCount>{total number of tasks}</TotalCount>
</Tasks>
<ComputePools>

<ComputePool href="/cloudapi/ecloud/computePools/{compute pool identifier}" name="{compute pool
name}" type="application/vnd.tmrk.cloud.computePool">

<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}"
name="{virtual machine name}" type="application/vnd.tmrk.cloud.virtualMachine">

<Status>{NotDeployed | Deployed | Orphaned | TaskInProgress | CopyInProgress}</Status>
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<ProcessorCount>{1 | 2 | 4 | 8}</ProcessorCount>
<Memory>
<Unit>{unit of memory value}</Unit>
<Value>{memory size}</Value>
</Memory>
<Storage>
<Unit>{unit of storage value}</Unit>
<Value>{storage size}</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/{operating system short
name}/computePools/{compute pool identifier}" name="{operating system name}"
type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>{true | false}</PoweredOn>
<ToolsStatus>{NotInstalled | NotRunning | OutOfDate | Current}</ToolsStatus>

</VirtualMachine>

</VirtualMachines>

</ComputePool>

</ComputePools>
<Networks>

<Network href="/cloudapi/ecloud/networks/{network identifier}" name="{network address}/{network
prefix length}" type="application/vnd.tmrk.cloud.network">

<NetworkType>{Dmz | Internal}</NetworkType>

</Network>

</Networks>
<PhysicalDevices>

<PhysicalDevice href="/cloudapi/ecloud/physicalServers/{physical server identifier}"
name="{physical server name}" type="application/vnd.tmrk.cloud.physicalServer"/>

<PhysicalDevice href="/cloudapi/ecloud/physicalRouters/{physical router identifier}"
name="{physical router name}" type="application/vnd.tmrk.cloud.physicalRouter"/>

<PhysicalDevice href="/cloudapi/ecloud/haRouters/{HA router identifier}" name="{HA router name}"
type="application/vnd.tmrk.cloud.haRouter">

<PhysicalDevice href="/cloudapi/ecloud/storageDevices/{storage device identifier}" name="{storage
device name}" type="application/vnd.tmrk.cloud.storageDevice"/>

</PhysicalDevices>

</Environment>

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 266



e
v terremark

a Verizon Company

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 16494
Content-Type: application/vnd.tmrk.cloud.environment
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Tue, 01 Nov 2011 21:11:15 GMT

<Environment href="/cloudapi/ecloud/environments/1" name="Environment 1"
type="application/vnd.tmrk.cloud.environment" xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>
<Link href="/cloudapi/ecloud/locations/1" type="application/vnd.tmrk.cloud.location" rel="up"/>

<Link href="/cloudapi/ecloud/organizations/1" type="application/vnd.tmrk.cloud.organization"
rel="up"/>

<Link href="/cloudapi/ecloud/layout/environments/1" type="application/vnd.tmrk.cloud.devicelLayout"
rel="down"/>

<Link href="/cloudapi/ecloud/physicalDevices/environments/1"
type="application/vnd.tmrk.cloud.physicalDevice; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/tasks/environments/1" type="application/vnd.tmrk.cloud.task;
type=collection"” rel="down"/>

<Link href="/cloudapi/ecloud/networks/environments/1" type="application/vnd.tmrk.cloud.network;
type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/networkSummary/environments/1"
type="application/vnd.tmrk.cloud.environmentNetworkSummary" rel="down"/>

<Link href="/cloudapi/ecloud/resourceSummary/computePools/environments/1"
type="application/vnd.tmrk.cloud.computePoolResourceSummary; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/environments/1"
type="application/vnd.tmrk.cloud.computePool; type=collection" rel="down"/>

</Links>

<Tasks href="/cloudapi/ecloud/tasks/environments/1" type="application/vnd.tmrk.cloud.task;
type=collection">

<Links>

<Link href="/cloudapi/ecloud/environments/1" name="Environment 1"
type="application/vnd.tmrk.cloud.environment" rel="up"/>

</Links>

<Task href="/cloudapi/ecloud/tasks/1000" type="application/vnd.tmrk.cloud.task">
<Operation>Create Firewall Rule</Operation>
<Status>Complete</Status>

<ImpactedItem href="/cloudapi/ecloud/firewallAcls/custom/1" name="sample firewall acl 1"
type="application/vnd.tmrk.cloud.firewallAcl"/>

<StartTime>2011-09-08T14:51:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T15:00:20.4104712Z</CompletedTime>
<Notes>sample notes herel@00</Notes>

<ErrorMessage/>
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<InitiatedBy href="/cloudapi/ecloud/admin/users/1000" name="user 1000"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<Task href="/cloudapi/ecloud/tasks/999" type="application/vnd.tmrk.cloud.task">
<Operation>Create Server</Operation>
<Status>Running</Status>

<ImpactedItem href="/cloudapi/ecloud/virtualMachines/1" name="sample virtual machine 1"
type="application/vnd.tmrk.cloud.virtualMachine"/>

<StartTime>2011-09-08T14:50:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:59:20.4104712Z</CompletedTime>
<Notes>sample notes here999</Notes>

<ErrorMessage/>

<InitiatedBy href="/cloudapi/ecloud/admin/users/999" name="user 999"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<Task href="/cloudapi/ecloud/tasks/998" type="application/vnd.tmrk.cloud.task">
<Operation>Activate Public IP</Operation>
<Status>Queued</Status>

<ImpactedItem href="/cloudapi/ecloud/publicIps/1" name="sample public ip 1"
type="application/vnd.tmrk.cloud.publicIp"/>

<StartTime>2011-09-08T14:49:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:58:20.4104712Z</CompletedTime>
<Notes>sample notes here998</Notes>

<ErrorMessage/>

<InitiatedBy href="/cloudapi/ecloud/admin/users/998" name="user 998"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<Task href="/cloudapi/ecloud/tasks/997" type="application/vnd.tmrk.cloud.task">
<Operation>Add RNAT Association</Operation>
<Status>Error</Status>

<ImpactedItem href="/cloudapi/ecloud/ipAddresses/networks/1/1.1.1.1" name="sample ip address 1"
type="application/vnd.tmrk.cloud.ipAddress"/>

<StartTime>2011-09-08T14:48:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:57:20.4104712Z</CompletedTime>
<Notes>sample notes here997</Notes>

<ErrorMessage>sample error message here997</ErrorMessage>

<InitiatedBy href="/cloudapi/ecloud/admin/users/997" name="user 997"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>
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<Task href="/cloudapi/ecloud/tasks/996" type="application/vnd.tmrk.cloud.task">
<Operation>Add RNAT Association</Operation>
<Status>Complete</Status>

<ImpactedItem href="/cloudapi/ecloud/networks/1" name="sample network 1"
type="application/vnd.tmrk.cloud.network"/>

<StartTime>2011-09-08T14:47:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:56:20.4104712Z</CompletedTime>
<Notes>sample notes here996</Notes>

<ErrorMessage/>

<InitiatedBy href="/cloudapi/ecloud/admin/users/996" name="user 996"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<Task href="/cloudapi/ecloud/tasks/995" type="application/vnd.tmrk.cloud.task">
<Operation>Add Node Service</Operation>
<Status>Running</Status>

<ImpactedItem href="/cloudapi/ecloud/nodeServices/1" name="sample node internet 1"
type="application/vnd.tmrk.cloud.nodeService"/>

<StartTime>2011-09-08T14:46:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:55:20.4104712Z</CompletedTime>
<Notes>sample notes here995</Notes>

<ErrorMessage/>

<InitiatedBy href="/cloudapi/ecloud/admin/users/995" name="user 995"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<Task href="/cloudapi/ecloud/tasks/994" type="application/vnd.tmrk.cloud.task">
<Operation>Add Internet Service</Operation>
<Status>Queued</Status>

<ImpactedItem href="/cloudapi/ecloud/internetServices/1" name="sample internet 1"
type="application/vnd.tmrk.cloud.internetService"/>

<StartTime>2011-09-08T14:45:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:54:20.4104712Z</CompletedTime>
<Notes>sample notes here994</Notes>

<ErrorMessage/>

<InitiatedBy href="/cloudapi/ecloud/admin/users/994" name="user 994"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>
<Task href="/cloudapi/ecloud/tasks/993" type="application/vnd.tmrk.cloud.task">
<Operation>Add Trusted Network Group</Operation>

<Status>Error</Status>
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<ImpactedItem href="/cloudapi/ecloud/trustedNetworkGroups/1" name="sample trusted network group
1" type="application/vnd.tmrk.cloud.trustedNetworkGroup"/>

<StartTime>2011-09-08T14:44:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:53:20.4104712Z</CompletedTime>
<Notes>sample notes here993</Notes>

<ErrorMessage>sample error message here993</ErrorMessage>

<InitiatedBy href="/cloudapi/ecloud/admin/users/993" name="user 993"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<Task href="/cloudapi/ecloud/tasks/992" type="application/vnd.tmrk.cloud.task">
<Operation>Activate Device</Operation>
<Status>Complete</Status>

<ImpactedItem href="/cloudapi/ecloud/storageDevices/1" name="sample storage device 1"
type="application/vnd.tmrk.cloud.storageDevice"/>

<StartTime>2011-09-08T14:43:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:52:20.4104712Z</CompletedTime>
<Notes>sample notes here992</Notes>

<ErrorMessage/>

<InitiatedBy href="/cloudapi/ecloud/admin/users/992" name="user 992"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<Task href="/cloudapi/ecloud/tasks/991" type="application/vnd.tmrk.cloud.task">
<Operation>Activate Device</Operation>
<Status>Running</Status>

<ImpactedItem href="/cloudapi/ecloud/haRouters/1" name="sample ha router 1"
type="application/vnd.tmrk.cloud.haRouter"/>

<StartTime>2011-09-08T14:42:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:51:20.4104712Z</CompletedTime>
<Notes>sample notes here991</Notes>

<ErrorMessage/>

<InitiatedBy href="/cloudapi/ecloud/admin/users/991" name="user 991"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<Task href="/cloudapi/ecloud/tasks/990" type="application/vnd.tmrk.cloud.task">
<Operation>Activate Device</Operation>
<Status>Queued</Status>

<ImpactedItem href="/cloudapi/ecloud/physicalRouters/1" name="sample physical router 1"
type="application/vnd.tmrk.cloud.physicalRouter"/>

<StartTime>2011-09-08T14:41:20.4104712Z</StartTime>
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<CompletedTime>2011-09-08T14:50:20.4104712Z</CompletedTime>
<Notes>sample notes here990</Notes>
<ErrorMessage/>

<InitiatedBy href="/cloudapi/ecloud/admin/users/990" name="user 990"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<Task href="/cloudapi/ecloud/tasks/989" type="application/vnd.tmrk.cloud.task">
<Operation>Activate Device</Operation>
<Status>Error</Status>

<ImpactedItem href="/cloudapi/ecloud/physicalServers/1" name="sample physical server 1"
type="application/vnd.tmrk.cloud.physicalServer"/>

<StartTime>2011-09-08T14:40:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:49:20.4104712Z</CompletedTime>
<Notes>sample notes here989</Notes>

<ErrorMessage>sample error message here989</ErrorMessage>

<InitiatedBy href="/cloudapi/ecloud/admin/users/989" name="user 989"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<Task href="/cloudapi/ecloud/tasks/988" type="application/vnd.tmrk.cloud.task">
<Operation>Enable Processor Burst</Operation>
<Status>Complete</Status>

<ImpactedItem href="/cloudapi/ecloud/computePools/1" name="sample compute pool 1"
type="application/vnd.tmrk.cloud.computePool"/>

<StartTime>2011-09-08T14:39:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:48:20.4104712Z</CompletedTime>
<Notes>sample notes here988</Notes>

<ErrorMessage/>

<InitiatedBy href="/cloudapi/ecloud/admin/users/988" name="user 988"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<Task href="/cloudapi/ecloud/tasks/987" type="application/vnd.tmrk.cloud.task">
<Operation>Configure Firewall Log Host</Operation>
<Status>Running</Status>

<ImpactedItem href="/cloudapi/ecloud/firewallLogs/environments/1" name="sample firewall log 1"
type="application/vnd.tmrk.cloud.firewalllLog"/>

<StartTime>2011-09-08T14:38:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:47:20.4104712Z</CompletedTime>
<Notes>sample notes here987</Notes>

<ErrorMessage/>
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<InitiatedBy href="/cloudapi/ecloud/admin/users/987" name="user 987"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<Task href="/cloudapi/ecloud/tasks/986" type="application/vnd.tmrk.cloud.task">
<Operation>Create Firewall Rule</Operation>
<Status>Queued</Status>

<ImpactedItem href="/cloudapi/ecloud/firewallAcls/custom/1" name="sample firewall acl 1"
type="application/vnd.tmrk.cloud.firewallAcl"/>

<StartTime>2011-09-08T14:37:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:46:20.4104712Z</CompletedTime>
<Notes>sample notes here986</Notes>

<ErrorMessage/>

<InitiatedBy href="/cloudapi/ecloud/admin/users/986" name="user 986"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<Task href="/cloudapi/ecloud/tasks/985" type="application/vnd.tmrk.cloud.task">
<Operation>Create Server</Operation>
<Status>Error</Status>

<ImpactedItem href="/cloudapi/ecloud/virtualMachines/1" name="sample virtual machine 1"
type="application/vnd.tmrk.cloud.virtualMachine"/>

<StartTime>2011-09-08T14:36:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:45:20.4104712Z</CompletedTime>
<Notes>sample notes here985</Notes>

<ErrorMessage>sample error message here985</ErrorMessage>

<InitiatedBy href="/cloudapi/ecloud/admin/users/985" name="user 985"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<Task href="/cloudapi/ecloud/tasks/984" type="application/vnd.tmrk.cloud.task">
<Operation>Activate Public IP</Operation>
<Status>Complete</Status>

<ImpactedItem href="/cloudapi/ecloud/publicIps/1" name="sample public ip 1"
type="application/vnd.tmrk.cloud.publicIp"/>

<StartTime>2011-09-08T14:35:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:44:20.4104712Z</CompletedTime>
<Notes>sample notes here984</Notes>

<ErrorMessage/>

<InitiatedBy href="/cloudapi/ecloud/admin/users/984" name="user 984"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>
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<Task href="/cloudapi/ecloud/tasks/983" type="application/vnd.tmrk.cloud.task">
<Operation>Add RNAT Association</Operation>
<Status>Running</Status>

<ImpactedItem href="/cloudapi/ecloud/ipAddresses/networks/1/1.1.1.1" name="sample ip address 1"
type="application/vnd.tmrk.cloud.ipAddress"/>

<StartTime>2011-09-08T14:34:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:43:20.4104712Z</CompletedTime>
<Notes>sample notes here983</Notes>

<ErrorMessage/>

<InitiatedBy href="/cloudapi/ecloud/admin/users/983" name="user 983"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<Task href="/cloudapi/ecloud/tasks/982" type="application/vnd.tmrk.cloud.task">
<Operation>Add RNAT Association</Operation>
<Status>Queued</Status>

<ImpactedItem href="/cloudapi/ecloud/networks/1" name="sample network 1"
type="application/vnd.tmrk.cloud.network"/>

<StartTime>2011-09-08T14:33:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:42:20.4104712Z</CompletedTime>
<Notes>sample notes here982</Notes>

<ErrorMessage/>

<InitiatedBy href="/cloudapi/ecloud/admin/users/982" name="user 982"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<Task href="/cloudapi/ecloud/tasks/981" type="application/vnd.tmrk.cloud.task">
<Operation>Add Node Service</Operation>
<Status>Error</Status>

<ImpactedItem href="/cloudapi/ecloud/nodeServices/1" name="sample node internet 1"
type="application/vnd.tmrk.cloud.nodeService"/>

<StartTime>2011-09-08T14:32:20.4104712Z</StartTime>
<CompletedTime>2011-09-08T14:41:20.4104712Z</CompletedTime>
<Notes>sample notes here981</Notes>

<ErrorMessage>sample error message here981</ErrorMessage>

<InitiatedBy href="/cloudapi/ecloud/admin/users/981" name="user 981"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>
<TotalCount>1000</TotalCount>
</Tasks>

<ComputePools>
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<ComputePool href="/cloudapi/ecloud/computePools/2" name="Compute Group 2"
type="application/vnd.tmrk.cloud.computePool">
<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/3" name="VM3"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>NotDeployed</Status>
<ProcessorCount>2</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>1024</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>120</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/win2003ent/computePools/2"
name="Windows 2003 Enterprise Edition" type="application/vnd.tmrk.cloud.operatingSystem"/>

</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/4" name="VM4"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>Deployed</Status>
<ProcessorCount>4</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>2048</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>10</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/rhel32/computePools/2" name="Red Hat
Linux 32 Bit" type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>true</PoweredOn>
<ToolsStatus>NotRunning</ToolsStatus>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/5" name="VM5"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>CopyInProgress</Status>

<ProcessorCount>4</ProcessorCount>
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<Memory>
<Unit>MB</Unit>
<Value>2048</Value>

</Memory>

<Storage>
<Unit>GB</Unit>
<Value>10</Value>

</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/rhel32/computePools/2" name="Red Hat
Linux 32 Bit" type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>false</PoweredOn>
<ToolsStatus>NotRunning</ToolsStatus>
</VirtualMachine>
</VirtualMachines>
</ComputePool>

<ComputePool href="/cloudapi/ecloud/computePools/3" name="Compute Group 3"
type="application/vnd.tmrk.cloud.computePool"/>

<ComputePool href="/cloudapi/ecloud/computePools/4" name="Compute Group 4"
type="application/vnd.tmrk.cloud.computePool">

<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/5" name="VM5"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>NotDeployed</Status>
<ProcessorCount>2</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>1024</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>120</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/win2003ent/computePools/4"
name="Windows 2003 Enterprise Edition" type="application/vnd.tmrk.cloud.operatingSystem"/>

</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/6" name="VM6"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>Deployed</Status>

<ProcessorCount>4</ProcessorCount>
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<Memory>
<Unit>MB</Unit>
<Value>2048</Value>

</Memory>

<Storage>
<Unit>GB</Unit>
<Value>10</Value>

</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/rhel32/computePools/4" name="Red Hat
Linux 32 Bit" type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>true</PoweredOn>
<ToolsStatus>NotRunning</ToolsStatus>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/7" name="VM7"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>CopyInProgress</Status>
<ProcessorCount>4</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>2048</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>10</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/rhel32/computePools/4" name="Red Hat
Linux 32 Bit" type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>false</PoweredOn>
<ToolsStatus>NotRunning</ToolsStatus>
</VirtualMachine>
</VirtualMachines>
</ComputePool>
</ComputePools>
<Networks>

<Network href="/cloudapi/ecloud/networks/2" name="10.67.2.64/28"
type="application/vnd.tmrk.cloud.network">

<NetworkType>Dmz</NetworkType>
</Network>

<Network href="/cloudapi/ecloud/networks/3" name="10.0.4.32/27"
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type="application/vnd.tmrk.cloud.network">
<NetworkType>Internal</NetworkType>
</Network>
</Networks>
<PhysicalDevices>

<PhysicalDevice href="/cloudapi/ecloud/physicalServers/2" name="Server 11"
type="application/vnd.tmrk.cloud.physicalServer"/>

<PhysicalDevice href="/cloudapi/ecloud/physicalRouters/3" name="Router 12"
type="application/vnd.tmrk.cloud.physicalRouter"/>

</PhysicalDevices>

</Environment>

Return to 7.5 Environment.

Return to 7 Application Programming Interface Reference Guide.

7.6 Compute Pool

7.6.1 GEt COMPULE POOIS....iiiiiiiiie ettt ettt ettt e e e st e e s sbe e e e sbteeeesabaeeeesabtaeessbteeessseeaesssseeansnns 277
7.6.2 Get COMPULE POOIS DY ID....iiiiiiiie ettt e et e e e sbte e e e sbte e e s sbteeessaraeessnraeeesans 283
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Advance to 7.7 Resource.
This section contains the calls for the Compute Pool entity.
Return to 7 Application Programming Interface Reference Guide.

7.6.1  Get Compute Pools
The Get Compute Pools call returns information regarding compute pools defined in an environment.

<ProcessorCount> refers to the number of processors in the virtual machine. Permitted values are: 1, 2, 4, or 8.
<Status> of <VirtualMachine> refers to the status of the virtual machine. Permitted values are:

o NotDeployed — host has not been defined but not deployed, such as with a physical device.
o Deployed — host is defined and deployed; available for service.

e Orphaned — an attempt was made to create the host but failed.

e TaskInProgress — the host has been defined and creation is in progress.

e CopylnProgress — the host is to be a copy of an existing host and the copy is in progress.

Note: A virtual machine with <Status> of o0rphaned will contain only <Status>.
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<Action> for <CpuBurst> and <MemoryBurst> will depend upon the <Status>. The available action for processor
burst and memory burst for the two values of <Status> are shown in the table.

Burst | <Action> Attributes

<Status>Enabled<Status/>

Processor | href="/cloudapi/ecloud/computePools/{compute pool identifier}/action/disableCpuBurst"
name="disableCpuBurst"

Memory href="/cloudapi/ecloud/computePools/{compute pool
identifier}/action/disableMemoryBurst" name="disableMemoryBurst"
<Status>Disabled<Status/>

Processor | href="/cloudapi/ecloud/computePools/{compute pool identifier}/action/enableCpuBurst"
name="enableCpuBurst"

Memory href="/cloudapi/ecloud/computePools/{compute pool
identifier}/action/enableMemoryBurst" name="enableMemoryBurst"

Live Specification Test Values

Condition Outcome

compute pool identifier =1 Error: Already bursting
compute pool identifier = 2 Enable burst

compute pool identifier> 2 and < 99 Error: Feature disabled
compute pool identifier = 99 Error: Unauthorized
compute pool identifier> 2 No virtual machines
Request

GET http://{Terremark URI}/cloudapi/ecloud/computePools/environments/{environment identifier}

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/environments/1

Body

none

Response
HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.computePool; type=collection
x-tmrk-token: {token}
Date: {timestamp of response}

<ComputePools href="/cloudapi/ecloud/computePools/environments/{environment identifier}"
type="application/vnd.tmrk.cloud.computePool; type=collection"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/environments/{environment identifier}" name="{environment name}"
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type="application/vnd.tmrk.cloud.environment" rel="up"/>
</Links>

<ComputePool href="/cloudapi/ecloud/computePools/{compute pool identifier}" name="{compute pool
name}" type="application/vnd.tmrk.cloud.computePool">

<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}"
name="{virtual machine name}" type="application/vnd.tmrk.cloud.virtualMachine">

<Status>{NotDeployed | Deployed | Orphaned | TaskInProgress | CopyInProgress}</Status>
<ProcessorCount>{1 | 2 | 4 | 8}</ProcessorCount>
<Memory>
<Unit>{unit of memory value}</Unit>
<Value>{memory size}</Value>
</Memory>
<Storage>
<Unit>{unit of storage value}</Unit>
<Value>{storage size}</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/{operating system short
name}/computePools/{compute pool identifier}" name="{operating system name}"
type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>{true | false}</PoweredOn>
<ToolsStatus>{NotInstalled | NotRunning | OutOfDate | Current}</ToolsStatus>

</VirtualMachine>

</VirtualMachines>

</ComputePool>

</ComputePools>

EXAMPLE
HTTP/1.1 200 OK
Content-Length: 3380
Content-Type: application/vnd.tmrk.cloud.computePool
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Wed, ©2 Nov 2011 16:25:48 GMT

<ComputePools href="/cloudapi/ecloud/computePools/environments/1"
type="application/vnd.tmrk.cloud.computePool; type=collection"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/environments/1" name="Environment 1"
type="application/vnd.tmrk.cloud.environment" rel="up"/>
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</Links>

<ComputePool href="/cloudapi/ecloud/computePools/2" name="Compute Group 2"
type="application/vnd.tmrk.cloud.computePool">

<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/3" name="VM3"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>NotDeployed</Status>
<ProcessorCount>2</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>1024</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>120</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/win2003ent/computePools/2"
name="Windows 2003 Enterprise Edition" type="application/vnd.tmrk.cloud.operatingSystem"/>

</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/4" name="VM4"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>Deployed</Status>
<ProcessorCount>4</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>2048</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>10</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/rhel32/computePools/2" name="Red Hat
Linux 32 Bit" type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>true</PoweredOn>
<ToolsStatus>NotRunning</ToolsStatus>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/5" name="VM5"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>CopyInProgress</Status>
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<ProcessorCount>4</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>2048</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>10</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/rhel32/computePools/2" name="Red Hat
Linux 32 Bit" type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>false</PoweredOn>
<ToolsStatus>NotRunning</ToolsStatus>
</VirtualMachine>
</VirtualMachines>
</ComputePool>

<ComputePool href="/cloudapi/ecloud/computePools/3" name="Compute Group 3"
type="application/vnd.tmrk.cloud.computePool"/>

<ComputePool href="/cloudapi/ecloud/computePools/4" name="Compute Group 4"
type="application/vnd.tmrk.cloud.computePool">

<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/5" name="VM5"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>NotDeployed</Status>
<ProcessorCount>2</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>1024</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>120</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/win2003ent/computePools/4"
name="Windows 2003 Enterprise Edition" type="application/vnd.tmrk.cloud.operatingSystem"/>

</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/6" name="VM6"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>Deployed</Status>
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<ProcessorCount>4</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>2048</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>10</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/rhel32/computePools/4" name="Red Hat
Linux 32 Bit" type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>true</PoweredOn>
<ToolsStatus>NotRunning</ToolsStatus>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/7" name="VM7"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>CopyInProgress</Status>
<ProcessorCount>4</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>2048</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>10</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/rhel32/computePools/4" name="Red Hat
Linux 32 Bit" type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>false</PoweredOn>
<ToolsStatus>NotRunning</ToolsStatus>
</VirtualMachine>
</VirtualMachines>
</ComputePool>

</ComputePools>

Return to 7.6 Compute Pool.

Return to 7 Application Programming Interface Reference Guide.
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7.6.2  Get Compute Pools by ID
The Get Compute Pools by ID call returns information regarding a specified compute pool defined in an
environment.

<ProcessorCount> refers to the number of processors in the virtual machine. Permitted values are: 1, 2, 4, or 8.
<Status> of <VirtualMachine> refers to the status of the virtual machine. Permitted values are:

o NotDeployed — host has not been defined but not deployed, such as with a physical device.
e Deployed — host is defined and deployed; available for service.

e Orphaned — an attempt was made to create the host but failed.

e TaskInProgress — the host has been defined and creation is in progress.

e CopylnProgress — the host is to be a copy of an existing host and the copy is in progress.

Note: A virtual machine with <Status> of orphaned will contain only <Status>.

<Action> for <CpuBurst> and <MemoryBurst> will depend upon the <Status>. The available action for processor
burst and memory burst for the two values of <Status> are shown in the table.

Burst | <Action> Attributes

<Status>Enabled<Status/>

Processor | href="/cloudapi/ecloud/computePools/{compute pool identifier}/action/disableCpuBurst"
name="disableCpuBurst"

Memory href="/cloudapi/ecloud/computePools/{compute pool
identifier}/action/disableMemoryBurst" name="disableMemoryBurst"
<Status>Disabled<Status/>

Processor | href="/cloudapi/ecloud/computePools/{compute pool identifier}/action/enableCpuBurst"
name="enableCpuBurst"

Memory href="/cloudapi/ecloud/computePools/{compute pool
identifier}/action/enableMemoryBurst" name="enableMemoryBurst"

Live Specification Test Values

Condition Outcome

compute pool identifier =1 Error: Already bursting
compute pool identifier = 2 Enable burst

compute pool identifier> 2 and < 99 Error: Feature disabled
compute pool identifier = 99 Error: Unauthorized
compute pool identifier> 2 No virtual machines
Request

GET http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool identifier}
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EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1

Body

none

Response
HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.computePool
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<ComputePool href="/cloudapi/ecloud/computePools/{compute pool identifier}" name="{compute pool
name}" type="application/vnd.tmrk.cloud.computePool” xmlns:i="http://www.w3.0rg/2001/XMLSchema-
instance">

<Links>

<Link href="/cloudapi/ecloud/organizations/{organization identifier}"
type="application/vnd.tmrk.cloud.organization" rel="up"/>

<Link href="/cloudapi/ecloud/environments/organizations/{organization identifier}"
type="application/vnd.tmrk.cloud.environment; type=collection" rel="up"/>

<Link href="/cloudapi/ecloud/environments/{environment identifier}"
type="application/vnd.tmrk.cloud.environment"” rel="up"/>

<Link href="/cloudapi/ecloud/admin/catalog/organizations/{organization identifier}"
type="application/vnd.tmrk.cloud.admin.catalogEntry; type=collection" rel="up"/>

<Link href="/cloudapi/ecloud/templates/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.template; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}/usage/memory"
type="application/vnd.tmrk.cloud.computePoolMemoryUsage" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}/usage/cpu"
type="application/vnd.tmrk.cloud.computePoolCpuUsage" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}/usage/storage"
type="application/vnd.tmrk.cloud.computePoolStorageUsageDetail" rel="down"/>

<Link href="/cloudapi/ecloud/resourceSummary/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePoolResourceSummary" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}/performanceStatistics”
type="application/vnd.tmrk.cloud.computePoolPerformanceStatistics" rel="down"/>

<Link href="/cloudapi/ecloud/operatingSystemFamilies/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.operatingSystemFamily; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/layout/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.deviceLayout" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.virtualMachine; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/detachedDisks/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.detachedDisk; type=collection" rel="down"/>

</Links>
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<Actions>

<Action href="/cloudapi/ecloud/computePools/{compute pool identifier}" name="edit"
type="application/vnd.tmrk.cloud.computePool"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/{compute pool
identifier}/action/createVirtualMachine" name="createVirtualMachine"
type="application/vnd.tmrk.cloud.createVirtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/{compute pool
identifier}/action/copyVirtualMachine" name="copyVirtualMachine"
type="application/vnd.tmrk.cloud.copyVirtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/{compute pool
identifier}/action/copyIdenticalVirtualMachine" name="copyIdenticalVirtualMachine"
type="application/vnd.tmrk.cloud.copyIdenticalVirtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/{compute pool
identifier}/action/createBlankVirtualMachine" name="createBlankVirtualMachine"
type="application/vnd.tmrk.cloud.createBlankVirtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/{compute pool
identifier}/action/importVirtualMachine” name="importVirtualMachine"
type="application/vnd.tmrk.cloud.importVirtualMachine"/>

</Actions>
<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}"
name="{virtual machine name}" type="application/vnd.tmrk.cloud.virtualMachine">

<Status>{NotDeployed | Deployed | Orphaned | TaskInProgress | CopyInProgress}</Status>
<ProcessorCount>{1 | 2 | 4 | 8}</ProcessorCount>
<Memory>
<Unit>{unit of memory value}</Unit>
<Value>{memory size}</Value>
</Memory>
<Storage>
<Unit>{unit of storage value}</Unit>
<Value>{storage size}</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/{operating system short
name}/computePools/{compute pool identifier}" name="{operating system name}"
type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>{true | false}</PoweredOn>
<ToolsStatus>{NotInstalled | NotRunning | OutOfDate | Current}</ToolsStatus>

</VirtualMachine>

</VirtualMachines>
<Purchased>

<Cpu>
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<Unit>{unit of processor value}</Unit>
<Value>{processor purchased}</Value>
</Cpu>
<Memory>
<Unit>{unit of memory value}</Unit>
<Value>{memory size}</Value>
</Memory>
<Storage>
<Unit>{unit of storage value}</Unit>
<Value>{storage size}</Value>
</Storage>
</Purchased>
<CpuBurst>
<Actions>

<Action href="/cloudapi/ecloud/computePools/{compute pool identifier}/action/disableCpuBurst"
name="disableCpuBurst" type="application/vnd.tmrk.cloud.task"/>

<Action href="/cloudapi/ecloud/computePools/{compute pool identifier}/action/enableCpuBurst"
name="enableCpuBurst" type="application/vnd.tmrk.cloud.task" actionDisabled="{noAccess |
disabled}"/>

</Actions>

<Status>{Disabled | Enabled}</Status>
</CpuBurst>
<MemoryBurst>

<Actions>

<Action href="/cloudapi/ecloud/computePools/{compute pool identifier}/action/disableMemoryBurst"
name="disableMemoryBurst" type="application/vnd.tmrk.cloud.task"/>

<Action href="/cloudapi/ecloud/computePools/{compute pool identifier}/action/enableMemoryBurst"
name="enableMemoryBurst" type="application/vnd.tmrk.cloud.task" actionDisabled="{noAccess |
disabled}"/>

</Actions>
<Status>{Disabled | Enabled}</Status>
</MemoryBurst>

</ComputePool>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 5639
Content-Type: application/vnd.tmrk.cloud.computePool
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Fri, 13 Jan 2012 17:44:22 GMT

<ComputePool href="/cloudapi/ecloud/computePools/1" name="Compute Pool 1"
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type="application/vnd.tmrk.cloud.computePool"” xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">
<Links>

<Link href="/cloudapi/ecloud/organizations/1" name="Organization 1"
type="application/vnd.tmrk.cloud.organization" rel="up"/>

<Link href="/cloudapi/ecloud/environments/organizations/1"
type="application/vnd.tmrk.cloud.environment; type=collection" rel="up"/>

<Link href="/cloudapi/ecloud/environments/1" name="Environment 1"
type="application/vnd.tmrk.cloud.environment" rel="up"/>

<Link href="/cloudapi/ecloud/admin/catalog/organizations/1"
type="application/vnd.tmrk.cloud.admin.catalogEntry; type=collection" rel="up"/>

<Link href="/cloudapi/ecloud/templates/computePools/1" type="application/vnd.tmrk.cloud.template;
type=collection"” rel="down"/>

<Link href="/cloudapi/ecloud/computePools/1/usage/memory"
type="application/vnd.tmrk.cloud.computePoolMemoryUsage" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/1/usage/cpu"
type="application/vnd.tmrk.cloud.computePoolCpuUsage" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/1/usage/storage"
type="application/vnd.tmrk.cloud.computePoolStorageUsageDetail"” rel="down"/>

<Link href="/cloudapi/ecloud/resourceSummary/computePools/1"
type="application/vnd.tmrk.cloud.computePoolResourceSummary" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/1/performanceStatistics"
type="application/vnd.tmrk.cloud.computePoolPerformanceStatistics" rel="down"/>

<Link href="/cloudapi/ecloud/operatingSystemFamilies/computePools/1"
type="application/vnd.tmrk.cloud.operatingSystemFamily; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/layout/computePools/1" type="application/vnd.tmrk.cloud.devicelayout"
rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/computePools/1"
type="application/vnd.tmrk.cloud.virtualMachine; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/detachedDisks/computePools/1"
type="application/vnd.tmrk.cloud.detachedDisk; type=collection" rel="down"/>

</Links>
<Actions>

<Action href="/cloudapi/ecloud/computePools/1" name="edit"
type="application/vnd.tmrk.cloud.computePool"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/1/action/createVirtualMachine"
name="createVirtualMachine" type="application/vnd.tmrk.cloud.createVirtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/1/action/copyVirtualMachine"
name="copyVirtualMachine" type="application/vnd.tmrk.cloud.copyVirtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/1/action/copyIdenticalVirtualMachine"
name="copyVirtualMachine" type="application/vnd.tmrk.cloud.copyIdenticalVirtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/1/action/createBlankVirtualMachine"
name="createBlankVirtualMachine" type="application/vnd.tmrk.cloud.createBlankVirtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/1/action/importVirtualMachine"
name="importVirtualMachine" type="application/vnd.tmrk.cloud.importVirtualMachine"/>
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</Actions>
<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/1" name="VM1"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>NotDeployed</Status>
<ProcessorCount>2</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>1024</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>120</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/win2003ent/computePools/1"
name="Windows 2003 Enterprise Edition" type="application/vnd.tmrk.cloud.operatingSystem"/>

</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/2" name="VM2"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>Deployed</Status>
<ProcessorCount>4</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>2048</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>10</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/rhel32/computePools/1" name="Red Hat
Linux 32 Bit" type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>true</PoweredOn>
<ToolsStatus>NotRunning</ToolsStatus>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/3" name="VM3"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>CopyInProgress</Status>
<ProcessorCount>4</ProcessorCount>

<Memory>
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<Unit>MB</Unit>
<Value>2048</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>10</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/rhel32/computePools/1" name="Red Hat
Linux 32 Bit" type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>false</PoweredOn>
<ToolsStatus>NotRunning</ToolsStatus>
</VirtualMachine>
</VirtualMachines>
<Purchased>
<Cpu>
<Unit>MHz</Unit>
<Value>1</Value>
</Cpu>
<Memory>
<Unit>GB</Unit>
<Value>2</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>250</Value>
</Storage>
</Purchased>
<CpuBurst>
<Actions>

<Action href="/cloudapi/ecloud/computePools/1/action/disableCpuBurst" name="disableCpuBurst"
type="application/vnd.tmrk.cloud.task"/>

<Action href="/cloudapi/ecloud/computePools/1/action/enableCpuBurst"” name="enableCpuBurst"
type="application/vnd.tmrk.cloud.task" actionDisabled="disabled"/>

</Actions>
<Status>Enabled</Status>
</CpuBurst>
<MemoryBurst>

<Actions>
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<Action href="/cloudapi/ecloud/computePools/1/action/disableMemoryBurst”
name="disableMemoryBurst" type="application/vnd.tmrk.cloud.task"/>

<Action href="/cloudapi/ecloud/computePools/1/action/enableMemoryBurst"” name="enableMemoryBurst"
type="application/vnd.tmrk.cloud.task" actionDisabled="disabled"/>

</Actions>
<Status>Enabled</Status>
</MemoryBurst>

</ComputePool>

Return to 7.6 Compute Pool.

Return to 7 Application Programming Interface Reference Guide.

7.6.3 Action Compute Pools Edit
The Action Compute Pools Edit call edits the name for a specified compute pool. If successful, the call returns
information regarding the compute pool that was modified.

The name attribute on <ComputePool ...> is required, may not exceed twenty-five characters, and may be changed.
<VirtualMachines> and <Purchased> are optional and ignored if present.

<CpuBurst> and <MemoryBurst> are optional and ignored if present. To enable processor or memory burst, use
the calls Action Resources Enable Burst Processor and Action Resources Enable Burst Memory respectively. To
disable processor or memory burst, use the calls Action Resources Disable Burst Processor and Action Resources
Disable Burst Memory respectively.

Request
PUT http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool identifier}

EXAMPLE
PUT http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/2

Body
<ComputePool name="{compute pool name}"> <!-- Required -->
<VirtualMachines> <!-- Optional, ignored if present -->

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}"
name="{virtual machine name}" type="application/vnd.tmrk.cloud.virtualMachine">

<Status>{NotDeployed | Deployed | Orphaned | TaskInProgress | CopyInProgress}</Status>
<ProcessorCount>{1 | 2 | 4 | 8}</ProcessorCount>
<Memory>

<Unit>{unit of memory value}</Unit>

<Value>{memory size}</Value>

</Memory>
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<Storage>
<Unit>{unit of storage value}</Unit>
<Value>{storage size}</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/{operating system short
name}/computePools/{compute pool identifier}" name="{operating system name}"
type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>{true | false}</PoweredOn>
<ToolsStatus>{NotInstalled | NotRunning | OutOfDate | Current}</ToolsStatus>

</VirtualMachine>

</VirtualMachines>
<Purchased> <!-- Optional, ignored if present -->
<Cpu>
<Unit>{unit of processor value}</Unit>
<Value>{processor purchased}</Value>
</Cpu>
<Memory>
<Unit>{unit of memory value}</Unit>
<Value>{memory size}</Value>
</Memory>
<Storage>
<Unit>{unit of storage value}</Unit>
<Value>{storage size}</Value>
</Storage>
</Purchased>
<CpuBurst> <!-- Optional, ignored if present -->
<Status>{Disabled | Enabled}</Status>
</CpuBurst>
<MemoryBurst> <!-- Optional, ignored if present -->
<Status>{Disabled | Enabled}</Status>
</MemoryBurst>

</ComputePool>

EXAMPLE
<ComputePool name="Compute Pool New 1"/>

Response
HTTP/1.1 200 OK

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 291



e
v terremark

a Verizon Company

Content-Length: {length of response body}

Content-Type: application/vnd.tmrk.cloud.task

x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}

Date: {timestamp of response}

<ComputePool href="/cloudapi/ecloud/computePools/{compute pool identifier}" name="{compute pool
name}" type="application/vnd.tmrk.cloud.computePool” xmlns:i="http://www.w3.0org/2001/XMLSchema-
instance">

<Links>

<Link href="/cloudapi/ecloud/organizations/{organization identifier}"
type="application/vnd.tmrk.cloud.organization" rel="up"/>

<Link href="/cloudapi/ecloud/environments/organizations/{organization identifier}"
type="application/vnd.tmrk.cloud.environment; type=collection" rel="up"/>

<Link href="/cloudapi/ecloud/environments/{environment identifier}" name="{environment name}"
type="application/vnd.tmrk.cloud.environment" rel="up"/>

<Link href="/cloudapi/ecloud/admin/catalog/organizations/{organization identifier}"
type="application/vnd.tmrk.cloud.admin.catalogEntry; type=collection" rel="up"/>

<Link href="/cloudapi/ecloud/templates/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.template; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}/usage/memory"
type="application/vnd.tmrk.cloud.computePoolMemoryUsage" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}/usage/cpu"
type="application/vnd.tmrk.cloud.computePoolCpuUsage" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}/usage/storage"
type="application/vnd.tmrk.cloud.computePoolStorageUsageDetail" rel="down"/>

<Link href="/cloudapi/ecloud/resourceSummary/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePoolResourceSummary" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}/performanceStatistics”
type="application/vnd.tmrk.cloud.computePoolPerformanceStatistics" rel="down"/>

<Link href="/cloudapi/ecloud/operatingSystemFamilies/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.operatingSystemFamily; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/layout/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.devicelLayout" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.virtualMachine; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/detachedDisks/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.detachedDisk; type=collection" rel="down"/>

</Links>
<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/{compute pool
identifier}/action/createVirtualMachine” name="createVirtualMachine"
type="application/vnd.tmrk.cloud.createVirtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/{compute pool
identifier}/action/copyVirtualMachine" name="copyVirtualMachine"
type="application/vnd.tmrk.cloud.copyVirtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/{compute pool
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identifier}/action/copyIdenticalVirtualMachine" name="copyIdenticalVirtualMachine"
type="application/vnd.tmrk.cloud.copyIdenticalVirtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/{compute pool
identifier}/action/createBlankVirtualMachine" name="createBlankVirtualMachine"
type="application/vnd.tmrk.cloud.createBlankVirtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/{compute pool
identifier}/action/importVirtualMachine" name="importVirtualMachine"
type="application/vnd.tmrk.cloud.importVirtualMachine"/>

</Actions>
<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}"
name="{virtual machine name}" type="application/vnd.tmrk.cloud.virtualMachine">

<Status>{NotDeployed | Deployed | Orphaned | TaskInProgress | CopyInProgress}</Status>
<ProcessorCount>{1 | 2 | 4 | 8}</ProcessorCount>
<Memory>
<Unit>{unit of memory value}</Unit>
<Value>{memory size}</Value>
</Memory>
<Storage>
<Unit>{unit of storage value}</Unit>
<Value>{storage size}</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/{operating system short
name}/computePools/{compute pool identifier}" name="{operating system name}"
type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>{true | false}</PoweredOn>
<ToolsStatus>{NotInstalled | NotRunning | OutOfDate | Current}</ToolsStatus>

</VirtualMachine>

</VirtualMachines>
<Purchased>
<Cpu>
<Unit>{unit of processor value}</Unit>
<Value>{processor purchased}</Value>
</Cpu>
<Memory>
<Unit>{unit of memory value}</Unit>
<Value>{memory size}</Value>
</Memory>

<Storage>
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<Unit>{unit of storage value}</Unit>
<Value>{storage size}</Value>
</Storage>
</Purchased>
<CpuBurst>
<Actions>

<Action href="/cloudapi/ecloud/computePools/{compute pool identifier}/action/disableCpuBurst"
name="disableCpuBurst" type="application/vnd.tmrk.cloud.task"/>

<Action href="/cloudapi/ecloud/computePools/{compute pool identifier}/action/enableCpuBurst"
name="enableCpuBurst" type="application/vnd.tmrk.cloud.task" actionDisabled="{noAccess |
disabled}"/>

</Actions>

<Status>{Disabled | Enabled}</Status>
</CpuBurst>
<MemoryBurst>

<Actions>

<Action href="/cloudapi/ecloud/computePools/{compute pool identifier}/action/disableMemoryBurst"
name="disableMemoryBurst" type="application/vnd.tmrk.cloud.task"/>

<Action href="/cloudapi/ecloud/computePools/{compute pool identifier}/action/enableMemoryBurst"
name="enableMemoryBurst" type="application/vnd.tmrk.cloud.task" actionDisabled="{noAccess |
disabled}"/>

</Actions>
<Status>{Disabled | Enabled}</Status>
</MemoryBurst>

</ComputePool>

EXAMPLE
HTTP/1.1 200 OK
Content-Length: 3922
Content-Type: application/vnd.tmrk.cloud.computePool
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Tue, 21 Jun 2011 19:00:43 GMT

<ComputePool href="/cloudapi/ecloud/computePools/2" name="Compute Pool New 1"
type="application/vnd.tmrk.cloud.computePool" xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/organizations/1" type="application/vnd.tmrk.cloud.organization"
rel="up"/>

<Link href="/cloudapi/ecloud/environments/organizations/1"
type="application/vnd.tmrk.cloud.environment; type=collection" rel="up"/>

<Link href="/cloudapi/ecloud/environments/1" type="application/vnd.tmrk.cloud.environment"
rel="up"/>

<Link href="/cloudapi/ecloud/admin/catalog/organizations/1"
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type="application/vnd.tmrk.cloud.admin.catalogEntry; type=collection" rel="up"/>

<Link href="/cloudapi/ecloud/templates/computePools/2" type="application/vnd.tmrk.cloud.template;
type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/2/usage/memory"
type="application/vnd.tmrk.cloud.computePoolMemoryUsage" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/2/usage/cpu”
type="application/vnd.tmrk.cloud.computePoolCpuUsage" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/2/usage/storage"
type="application/vnd.tmrk.cloud.computePoolStorageUsageDetail"” rel="down"/>

<Link href="/cloudapi/ecloud/resourceSummary/computePools/2"
type="application/vnd.tmrk.cloud.computePoolResourceSummary" rel="down"/>

<Link href="/cloudapi/ecloud/computePools/2/performanceStatistics"”
type="application/vnd.tmrk.cloud.computePoolPerformanceStatistics" rel="down"/>

<Link href="/cloudapi/ecloud/operatingSystemFamilies/computePools/2"
type="application/vnd.tmrk.cloud.operatingSystemFamily; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/layout/computePools/2" type="application/vnd.tmrk.cloud.devicelLayout"
rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/computePools/2"
type="application/vnd.tmrk.cloud.virtualMachine; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/detachedDisks/computePools/2"
type="application/vnd.tmrk.cloud.detachedDisk; type=collection" rel="down"/>

</Links>
<Actions>

<Action href="/cloudapi/ecloud/computePools/2" name="edit"
type="application/vnd.tmrk.cloud.computePool"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/2/action/createVirtualMachine"
name="createVirtualMachine" type="application/vnd.tmrk.cloud.createVirtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/2/action/copyVirtualMachine"
name="copyVirtualMachine" type="application/vnd.tmrk.cloud.copyVirtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/1/action/copyIdenticalVirtualMachine"
name="copyIdenticalVirtualMachine"
type="application/vnd.tmrk.cloud.copyIdenticalVirtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/2/action/createBlankVirtualMachine"
name="createBlankVirtualMachine" type="application/vnd.tmrk.cloud.createBlankVirtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/computePools/2/action/importVirtualMachine"
name="importVirtualMachine" type="application/vnd.tmrk.cloud.importVirtualMachine"/>

</Actions>
<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/1" name="VM1"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>NotDeployed</Status>
<ProcessorCount>2</ProcessorCount>

<Memory>
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<Unit>MB</Unit>
<Value>1024</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>120</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/win2003ent/computePools/1"
name="Windows 2003 Enterprise Edition" type="application/vnd.tmrk.cloud.operatingSystem"/>

</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/2" name="VM2"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>Deployed</Status>
<ProcessorCount>4</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>2048</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>10</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/rhel32/computePools/1" name="Red Hat
Linux 32 Bit" type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>true</PoweredOn>
<ToolsStatus>NotRunning</ToolsStatus>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/3" name="VM3"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>CopyInProgress</Status>
<ProcessorCount>4</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>2048</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>10</Value>
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</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/rhel32/computePools/1" name="Red Hat
Linux 32 Bit" type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>false</PoweredOn>
<ToolsStatus>NotRunning</ToolsStatus>
</VirtualMachine>
</VirtualMachines>
<Purchased>
<Cpu>
<Unit>MHz</Unit>
<Value>1</Value>
</Cpu>
<Memory>
<Unit>GB</Unit>
<Value>2</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>250</Value>
</Storage>
</Purchased>
<CpuBurst>
<Actions>

<Action href="/cloudapi/ecloud/computePools/2/action/disableCpuBurst" name="disableCpuBurst"
type="application/vnd.tmrk.cloud.task" actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/computePools/2/action/enableCpuBurst" name="enableCpuBurst"
type="application/vnd.tmrk.cloud.task"/>

</Actions>
<Status>Disabled</Status>
</CpuBurst>
<MemoryBurst>
<Actions>

<Action href="/cloudapi/ecloud/computePools/2/action/disableMemoryBurst”
name="disableMemoryBurst" type="application/vnd.tmrk.cloud.task" actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/computePools/2/action/enableMemoryBurst"” name="enableMemoryBurst"
type="application/vnd.tmrk.cloud.task"/>

</Actions>
<Status>Disabled</Status>

</MemoryBurst>
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</ComputePool>

Return to 7.6 Compute Pool.

Return to 7 Application Programming Interface Reference Guide.

7.7 Resource

7.7.1 Get RESOUICES SUMMIANY LiST ...uueiiiiiiiiiieieiiitteee ettt ettt e e e e e s e st re e e e e e e s e aabaaeeeeesesessnnnnneeens 298
7.7.2 Gt RESOUICES SUMIMAIY i e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aeaeaaaaeaaaens 304
7.7.3 Get RESOUICES USAEE PrOCESSON . cceeieieeeeeeeee ettt e e e e e e e e e e e e e e e e e e e e e e e e e aaeaeeens 307
7.7.4 Get Resources Usage Processor DELail........ccoccuiiiiicciiiii ettt et e et e e e evee e e s e e e e e 311
7.7.5 Get ReSOUICESs USABE IMEBMOIY cociiii i 314
7.7.6 Get Resources Usage Memory Detail..........ocoiiiiiieiiiic ettt et e e e e rre e e 318
7.7.7 Get ReSOUICES USABe STOMaZe...ccc i e e e e e e e e e e e e e e e 321
7.7.8 Get Resources Performance StatistiCS......oiuiie ittt ettt et 324
7.7.9 Get Resources Performance Statistics Processor Daily .........occuveiiiciiiiiiciiie e 326
7.7.10  Get Resources Performance Statistics Processor HOUrlY .........ccoooieiiiiiiie et 332
7.7.11  Get Resources Performance Statistics Memory Daily .........cccoveiieiiiicciiie e e 349
7.7.12  Get Resources Performance Statistics Memory HOUFIY ........cccoooiiiiiiiiciiie et 355
7.7.13  Action Resources ENable BUrst PrOCESSON .......cocuiiiieriieiiienienite ettt sttt ens 372
7.7.14  Action Resources Enable BUrst MEMOIY .......uuiiiiciiii ittt tee e e e s eabee e e 374
7.7.15  Action Resources Disable BUIrSt PrOCESSON ......c.c.cecuiiiiiiiiienieiieiie ettt 375
7.7.16  Action Resources Disable BUIrst IMEMOIY ........uoeiieiiieieeiiee e ceiiee e eettee e eettee s eeitee e e e eabeee s enbeee e eenbaeasenres 377

Advance to 7.8 Template.
A resource is processor, memory, storage, and bursting available within a compute pool.

7.7.1  Get Resources Summary List
The Get Resources Summary List call returns summary information regarding resource utilization in the compute
pools defined in an environment.

Request

GET http://{Terremark URI}/cloudapi/ecloud/resourceSummary/computePools/environments/{environment
identifier}

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/resourceSummary/ ..
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computePools/environments/1

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.computePoolResourceSummary; type=collection
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<ComputePoolResourceSummarylList
href="/cloudapi/ecloud/resourceSummary/computePools/environments/{environment identifier}"
type="application/vnd.tmrk.cloud.computePoolResourceSummary; type=collection"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/environments/{environment identifier}" name="{environment name}"
type="application/vnd.tmrk.cloud.environment" rel="up"/>

</Links>

<ComputePoolResourceSummary href="/cloudapi/ecloud/resourceSummary/computePools/{compute pool
identifier}" type="application/vnd.tmrk.cloud.computePoolResourceSummary">

<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}" name="{compute pool name}"
type="application/vnd.tmrk.cloud.computePool"” rel="up"/>

</Links>
<StartTime>{measurement start time}</StartTime>
<EndTime>{measurement end time}</EndTime>
<Cpu>
<Allocated>
<Unit>{unit of processor allocated value}</Unit>
<Value>{processor allocated}</Value>
</Allocated>
<Consumed>
<Unit>{unit of processor consumed value}</Unit>
<Value>{processor consumed}</Value>
</Consumed>
<Purchased>
<Unit>{unit of processor purchased value}</Unit>
<Value>{processor purchased}</Value>
</Purchased>

<Utilization>{utilization percentage}</Utilization>
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</Cpu>
<Memory>
<Allocated>
<Unit>{unit of memory allocated value}</Unit>
<Value>{memory allocated size}</Value>
</Allocated>
<Consumed>
<Unit>{unit of memory consumed value}</Unit>
<Value>{memory consumed size}</Value>
</Consumed>
<Purchased>
<Unit>{unit of memory purchased value}</Unit>
<Value>{memory purchased size}</Value>
</Purchased>
<Utilization>{utilization percentage}</Utilization>
</Memory>
<Storage>
<Purchased>
<Unit>{unit of storage purchased value}</Unit>
<Value>{storage purchased size}</Value>
</Purchased>
<Used>
<Unit>{unit of storage used value}</Unit>
<Value>{storage used size}</Value>
</Used>
</Storage>
<VirtualMachines>
<Count>{count of VM deployed}</Count>
<PoweredOnCount>{count of VM running}</PoweredOnCount>
</VirtualMachines>

</ComputePoolResourceSummary>

</ComputePoolResourceSummaryList>

EXAMPLE
HTTP/1.1 200 OK
Content-Length: 2438
Content-Type: application/vnd.tmrk.cloud.computePoolResourceSummary; type=collection
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
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x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Thu, ©3 May 2012 14:18:06 GMT

<ComputePoolResourceSummaryList href="/cloudapi/ecloud/resourceSummary/computePools/environments/1"
type="application/vnd.tmrk.cloud.computePoolResourceSummary; type=collection"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/environments/1" name="Environment 1"
type="application/vnd.tmrk.cloud.environment" rel="up"/>

</Links>

<ComputePoolResourceSummary href="/cloudapi/ecloud/resourceSummary/computePools/1"
type="application/vnd.tmrk.cloud.computePoolResourceSummary">

<Links>

<Link href="/cloudapi/ecloud/computePools/1" name="Compute Pool 1"
type="application/vnd.tmrk.cloud.computePool"” rel="up"/>

</Links>
<StartTime>2012-05-02T14:13:06.5411543Z</StartTime>
<EndTime>2012-05-03T14:13:06.5411543Z</EndTime>
<Cpu>
<Allocated>
<Unit>GHz</Unit>
<Value>8</Value>
</Allocated>
<Consumed>
<Unit>GHz</Unit>
<Value>1</Value>
</Consumed>
<Purchased>
<Unit>GHz</Unit>
<Value>5</Value>
</Purchased>
<Utilization>2@</Utilization>
</Cpu>
<Memory>
<Allocated>
<Unit>GB</Unit>
<Value>3</Value>
</Allocated>
<Consumed>

<Unit>GB</Unit>
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<Value>10</Value>
</Consumed>
<Purchased>
<Unit>GB</Unit>
<Value>20</Value>
</Purchased>
<Utilization>1@</Utilization>
</Memory>
<Storage>
<Purchased>
<Unit>GB</Unit>
<Value>100</Value>
</Purchased>
<Used>
<Unit>GB</Unit>
<Value>10</Value>
</Used>
</Storage>
<VirtualMachines>
<Count>3</Count>
<PoweredOnCount>2</PoweredOnCount>
</VirtualMachines>
</ComputePoolResourceSummary>

<ComputePoolResourceSummary href="/cloudapi/ecloud/resourceSummary/computePools/2"
type="application/vnd.tmrk.cloud.computePoolResourceSummary">

<Links>

<Link href="/cloudapi/ecloud/computePools/2" name="Compute Pool 2"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

</Links>
<StartTime>2012-05-02T14:13:06.5411543Z</StartTime>
<EndTime>2012-05-03T14:13:06.5411543Z</EndTime>
<Cpu>
<Allocated>
<Unit>GHz</Unit>
<Value>8</Value>
</Allocated>
<Consumed>

<Unit>GHz</Unit>
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<Value>1</Value>
</Consumed>
<Purchased>
<Unit>GHz</Unit>
<Value>5</Value>
</Purchased>
<Utilization>2@</Utilization>
</Cpu>
<Memory>
<Allocated>
<Unit>GB</Unit>
<Value>3</Value>
</Allocated>
<Consumed>
<Unit>GB</Unit>
<Value>10</Value>
</Consumed>
<Purchased>
<Unit>GB</Unit>
<Value>20</Value>
</Purchased>
<Utilization>1@</Utilization>
</Memory>
<Storage>
<Purchased>
<Unit>GB</Unit>
<Value>100</Value>
</Purchased>
<Used>
<Unit>GB</Unit>
<Value>10</Value>
</Used>
</Storage>
<VirtualMachines>
<Count>3</Count>
<PoweredOnCount>2</PoweredOnCount>

</VirtualMachines>
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</ComputePoolResourceSummary>

</ComputePoolResourceSummaryList>

Return to 7.7 Resource.
Return to 7 Application Programming Interface Reference Guide.

7.7.2 Get Resources Summary
The Get Resources Summary call returns resource summary information regarding a specified compute pool
defined in an environment.

Request
GET http://{Terremark URI}/cloudapi/ecloud/resourceSummary/computePools/{compute pool identifier}

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/resourceSummary/computePools/1

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.computePoolResourceSummary
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<ComputePoolResourceSummary href="/cloudapi/ecloud/resourceSummary/computepools/{compute pool
identifier}" type="application/vnd.tmrk.cloud.computePoolResourceSummary"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool" rel="up"/>

</Links>
<StartTime>{measurement start time}</StartTime>
<EndTime>{measurement end time}</EndTime>
<Cpu>
<Allocated>
<Unit>{unit of processor allocated value}</Unit>
<Value>{processor allocated}</Value>
</Allocated>
<Consumed>
<Unit>{unit of processor consumed value}</Unit>

<Value>{processor consumed}</Value>
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</Consumed>
<Purchased>
<Unit>{unit of processor purchased value}</Unit>
<Value>{processor purchased}</Value>
</Purchased>
<Utilization>{utilization percentage}</Utilization>
</Cpu>
<Memory>
<Allocated>
<Unit>{unit of memory allocated value}</Unit>
<Value>{memory allocated size}</Value>
</Allocated>
<Consumed>
<Unit>{unit of memory consumed value}</Unit>
<Value>{memory consumed size}</Value>
</Consumed>
<Purchased>
<Unit>{unit of memory purchased value}</Unit>
<Value>{memory purchased size}</Value>
</Purchased>
<Utilization>{utilization percentage}</Utilization>
</Memory>
<Storage>
<Purchased>
<Unit>{unit of storage purchased value}</Unit>
<Value>{storage purchased size}</Value>
</Purchased>
<Used>
<Unit>{unit of storage used value}</Unit>
<Value>{storage used size}</Value>
</Used>
</Storage>
<VirtualMachines>
<Count>{count of VM deployed}</Count>
<PoweredOnCount>{count of VM running}</PoweredOnCount>
</VirtualMachines>

</ComputePoolResourceSummary>

e
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EXAMPLE

HTTP/1.1 200 OK
Content-Length: 1073
Content-Type: application/vnd.tmrk.cloud.computePoolResourceSummary
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Thu, ©3 May 2012 15:03:52 GMT

<ComputePoolResourceSummary href="/cloudapi/ecloud/resourcesummary/computepools/1"
type="application/vnd.tmrk.cloud.computePoolResourceSummary"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computepools/1" name="Compute Pool 1"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

</Links>
<StartTime>2012-05-02T14:58:53.4806096Z</StartTime>
<EndTime>2012-05-03T14:58:53.4806096Z</EndTime>
<Cpu>
<Allocated>
<Unit>GHz</Unit>
<Value>8</Value>
</Allocated>
<Consumed>
<Unit>GHz</Unit>
<Value>1</Value>
</Consumed>
<Purchased>
<Unit>GHz</Unit>
<Value>5</Value>
</Purchased>
<Utilization>2@</Utilization>
</Cpu>
<Memory>
<Allocated>
<Unit>GB</Unit>
<Value>3</Value>
</Allocated>
<Consumed>
<Unit>GB</Unit>
<Value>10</Value>

</Consumed>
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<Purchased>
<Unit>GB</Unit>
<Value>20</Value>
</Purchased>
<Utilization>1@</Utilization>
</Memory>
<Storage>
<Purchased>
<Unit>GB</Unit>
<Value>100</Value>
</Purchased>
<Used>
<Unit>GB</Unit>
<Value>10</Value>
</Used>
</Storage>
<VirtualMachines>
<Count>3</Count>
<PoweredOnCount>2</PoweredOnCount>
</VirtualMachines>

</ComputePoolResourceSummary>

Return to 7.7 Resource.

Return to 7 Application Programming Interface Reference Guide.

7.7.3 Get Resources Usage Processor

The Get Resources Usage Processor call returns information regarding processor usage for a specified compute
pool defined in an environment at five minute intervals for the 24 hours ending one hour prior to the current time,
rounded later. For example, if current time is 11:22, the end time 10:25.

Request
GET http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool identifier}/usage/cpu

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1/usage/cpu

Body

none
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Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.computePoolCpuUsage
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<ComputePoolCpuUsage href="/cloudapi/ecloud/computePools/{compute pool identifier}/usage/cpu"

type="application/vnd.tmrk.cloud.computePoolCpuUsage" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}/usage/cpu/details?time={time}"
type="application/vnd.tmrk.cloud.computePoolCpuUsageDetail" rel="down"/>

</Links>
<StartTime>{measurement start time}</StartTime>
<EndTime>{measurement end time}</EndTime>
<CpuUsageDetailSummary>
<CpuUsageDetail>
<Time>{snapshot time}</Time>
<Value>
<Unit>{unit of processor used value}</Unit>
<Value>{processor used}</Value>
</Value>

</CpuUsageDetail>

</CpuUsageDetailSummary>

</ComputePoolCpuUsage>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 35816
Content-Type: application/vnd.tmrk.cloud.computePoolCpuUsage
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Fri, 22 Jul 2011 19:32:05 GMT

<ComputePoolCpuUsage href="/cloudapi/ecloud/computePools/1/usage/cpu"

type="application/vnd.tmrk.cloud.computePoolCpuUsage" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/1" type="application/vnd.tmrk.cloud.computePool”
rel="up"/>

<Link href="/cloudapi/ecloud/computePools/1/usage/cpu/details?time=2011-07-21T19%3a27%3a02Z"
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type="application/vnd.tmrk.cloud.computePoolCpuUsageDetail" rel="down"/>
</Links>
<StartTime>2011-06-01T19:23:47.1461673Z</StartTime>
<EndTime>2011-06-02T19:23:47.1461673Z</EndTime>
<CpuUsageDetailSummary>
<CpuUsageDetail>
<Time>2011-06-01T19:23:47.1461673Z</Time>
<Value>
<Unit>MHz</Unit>
<Value>50</Value>
</Value>
</CpuUsageDetail>
<CpuUsageDetail>
<Time>2011-06-01T19:28:47.1461673Z</Time>
<Value>
<Unit>MHz</Unit>
<Value>36</Value>
</Value>
</CpuUsageDetail>
<CpuUsageDetail>
<Time>2011-06-01T19:33:47.1461673Z</Time>
<Value>
<Unit>MHz</Unit>
<Value>36</Value>
</Value>
</CpuUsageDetail>
<CpuUsageDetail>
<Time>2011-06-01T719:38:47.1461673Z</Time>
<Value>
<Unit>MHz</Unit>
<Value>36</Value>
</Value>
</CpuUsageDetail>
<CpuUsageDetail>
<Time>2011-06-01T19:43:47.1461673Z</Time>
<Value>

<Unit>MHz</Unit>
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<Value>36</Value>
</Value>
</CpuUsageDetail>
<CpuUsageDetail>
<Time>2011-06-01T19:48:47.1461673Z</Time>
<Value>
<Unit>MHz</Unit>
<Value>36</Value>
</Value>

</CpuUsageDetail>
<!-- 23 hours additional usage data in 5 minute time slices -->

<CpuUsageDetail>
<Time>2011-06-02T18:58:47.1461673Z</Time>
<Value>
<Unit>MHz</Unit>
<Value>36</Value>
</Value>
</CpuUsageDetail>
<CpuUsageDetail>
<Time>2011-06-02T719:03:47.1461673Z</Time>
<Value>
<Unit>MHz</Unit>
<Value>36</Value>
</Value>
</CpuUsageDetail>
<CpuUsageDetail>
<Time>2011-06-02T719:08:47.1461673Z</Time>
<Value>
<Unit>MHz</Unit>
<Value>36</Value>
</Value>
</CpuUsageDetail>
<CpuUsageDetail>
<Time>2011-06-02T19:13:47.1461673Z</Time>

<Value>
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<Unit>MHz</Unit>
<Value>36</Value>
</Value>
</CpuUsageDetail>
<CpuUsageDetail>
<Time>2011-06-02T19:18:47.1461673Z</Time>
<Value>
<Unit>MHz</Unit>
<Value>36</Value>
</Value>
</CpuUsageDetail>
<CpuUsageDetail>
<Time>2011-06-02T19:23:47.1461673Z</Time>
<Value>
<Unit>MHz</Unit>
<Value>36</Value>
</Value>
</CpuUsageDetail>
</CpuUsageDetailSummary>
</ComputePoolCpuUsage>

Return to 7.7 Resource.
Return to 7 Application Programming Interface Reference Guide.

7.7.4 Get Resources Usage Processor Detail

The Get Resources Usage Processor Detail call returns information regarding processor usage for a specified
compute pool defined in an environment at the time in the URL query part, a specified five minute time interval
within the 24 hours ending one hour prior to the current time, rounded later. For example, if current time is 11:22,
the start time is 10:25 the previous day and the end time 10:25 today. The response includes usage of every virtual
machine during the interval.

Note:

e The query part is required and the time passed as the parameter must precisely match a time in the
preceding 24 hours. Times are on five minute intervals starting on the hour. Available times are in <Time>
in the response to Get Resources Usage Processor.

e If the time in the parameter is within the 24 hour window as described above but not an available time
(not a minute divisible by five), the call succeeds but returns no information.

e If the time in the parameter is not within the 24 hour window as described above, the call fails.
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<Deleted> is applicable and appears only when virtual machines have been removed subsequent to the time of the
snapshot.

Request

GET http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/cpu/details?time={time}

EXAMPLE

GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1/ ..
usage/cpu/details?time=2011-06-02T721:30:00Z

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.computePoolCpuUsageDetail
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<ComputePoolCpuUsageDetail href="/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/cpu/details?time={time}"
type="application/vnd.tmrk.cloud.computePoolCpuUsageDetail"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool"” rel="up"/>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}/usage/cpu"
type="application/vnd.tmrk.cloud.computePoolCpuUsage" rel="up"/>

</Links>

<Time>{time}</Time>

<Value>
<Unit>{unit of processor used value}</Unit>
<Value>{processor used}</Value>

</Value>

<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}"
name="{virtual machine name}" type="application/vnd.tmrk.cloud.virtualMachine">

<Usage>
<Unit>{unit of processor used value}</Unit>
<Value>{processor used}</Value>

</Usage>

<Utilization>{utilization percentage}</Utilization>
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<Deleted>{true | false}</Deleted> <!-- only appears when VM removed after snapshot -->

</VirtualMachine>

</VirtualMachines>

</ComputePoolCpuUsageDetail>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 1102
Content-Type: application/vnd.tmrk.cloud.computePoolCpuUsageDetail
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Thu, ©2 Jun 2011 22:26:19 GMT

<ComputePoolCpuUsageDetail href="/cloudapi/ecloud/computePools/1/usage/cpu/details?time=2011-06-
02T721:30:00Z" type="application/vnd.tmrk.cloud.computePoolCpuUsageDetail"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/1" type="application/vnd.tmrk.cloud.computePool"
rel="up"/>

<Link href="/cloudapi/ecloud/computePools/1/usage/cpu”
type="application/vnd.tmrk.cloud.computePoolCpuUsage" rel="up"/>

</Links>
<Time>2011-06-02T21:30:00Z</Time>
<Value>
<Unit>MHz</Unit>
<Value>100</Value>
</Value>
<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/1" name="VM1"
type="application/vnd.tmrk.cloud.virtualMachine">

<Usage>
<Unit>MHz</Unit>
<Value>55</Value>
</Usage>
<Utilization>53</Utilization>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/2" name="VM2"
type="application/vnd.tmrk.cloud.virtualMachine">

<Usage>
<Unit>MHz</Unit>
<Value>30</Value>
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</Usage>
<Utilization>25</Utilization>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/6" name="VM3"
type="application/vnd.tmrk.cloud.virtualMachine">

<Usage>
<Unit>MB</Unit>
<Value>15</Value>
</Usage>
<Utilization>53</Utilization>
<Deleted>true</Deleted>
</VirtualMachine>
</VirtualMachines>

</ComputePoolCpuUsageDetail >

Return to 7.7 Resource.
Return to 7 Application Programming Interface Reference Guide.

7.7.5 Get Resources Usage Memory

The Get Resources Usage Memory call returns information regarding memory usage for a specified compute pool
defined in an environment at five minute intervals for the 24 hours ending one hour prior to the current time,
rounded later. For example, if current time is 11:22, the end time 10:25.

Request
GET http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool identifier}/usage/memory

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1/usage/memory

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.computePoolMemoryUsage
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<ComputePoolMemoryUsage href="/cloudapi/ecloud/computePools/{compute pool identifier}/usage/memory"
type="application/vnd.tmrk.cloud.computePoolMemoryUsage" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
instance">

<Links>
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<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

<Link href="/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/memory/details?time={time}"
type="application/vnd.tmrk.cloud.computePoolMemoryUsageDetail" rel="down"/>

</Links>
<StartTime>{measurement start time}</StartTime>
<EndTime>{measurement end time}</EndTime>
<MemoryUsageDetailSummary>
<MemoryUsageDetail>
<Time>{snapshot time}</Time>
<Value>
<Unit>{unit of memory value}</Unit>
<Value>{memory size}</Value>
</Value>

</MemoryUsageDetail>

</MemoryUsageDetailSummary>

</ComputePoolMemoryUsage>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 37280
Content-Type: application/vnd.tmrk.cloud.computePoolMemoryUsage
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Fri, 22 Jul 2011 19:33:49 GMT

<ComputePoolMemoryUsage href="/cloudapi/ecloud/computePools/1/usage/memory"
type="application/vnd.tmrk.cloud.computePoolMemoryUsage" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/1" type="application/vnd.tmrk.cloud.computePool”
rel="up"/>

<Link href="/cloudapi/ecloud/computePools/1/usage/memory/details?time=2011-07-21T19%3a28%3a49z"
type="application/vnd.tmrk.cloud.computePoolMemoryUsageDetail" rel="down"/>

</Links>
<StartTime>2011-06-01T21:17:23.423084Z</StartTime>
<EndTime>2011-06-02T21:17:23.423084Z</EndTime>
<MemoryUsageDetailSummary>
<MemoryUsageDetail>
<Time>2011-06-01T21:17:23.423084Z</Time>

<Value>
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<Unit>MB</Unit>
<Value>459</Value>
</Value>
</MemoryUsageDetail>
<MemoryUsageDetail>
<Time>2011-06-01T21:22:23.423084Z</Time>
<Value>
<Unit>MB</Unit>
<Value>459</Value>
</Value>
</MemoryUsageDetail>
<MemoryUsageDetail>
<Time>2011-06-01T21:27:23.423084Z</Time>
<Value>
<Unit>MB</Unit>
<Value>459</Value>
</Value>
</MemoryUsageDetail>
<MemoryUsageDetail>
<Time>2011-06-01T21:32:23.423084Z</Time>
<Value>
<Unit>MB</Unit>
<Value>459</Value>
</Value>
</MemoryUsageDetail>
<MemoryUsageDetail>
<Time>2011-06-01T21:37:23.423084Z</Time>
<Value>
<Unit>MB</Unit>
<Value>459</Value>
</Value>
</MemoryUsageDetail>
<MemoryUsageDetail>
<Time>2011-06-01T21:42:23.423084Z</Time>
<Value>
<Unit>MB</Unit>
<Value>459</Value>

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 316



e
v terremark

a Verizon Company

</Value>

</MemoryUsageDetail>
<!-- 23 hours additional usage data in 5 minute time slices -->

<MemoryUsageDetail>
<Time>2011-06-02T20:52:23.423084Z</Time>
<Value>
<Unit>MB</Unit>
<Value>459</Value>
</Value>
</MemoryUsageDetail>
<MemoryUsageDetail>
<Time>2011-06-02T720:57:23.423084Z</Time>
<Value>
<Unit>MB</Unit>
<Value>459</Value>
</Value>
</MemoryUsageDetail>
<MemoryUsageDetail>
<Time>2011-06-02721:02:23.423084Z</Time>
<Value>
<Unit>MB</Unit>
<Value>459</Value>
</Value>
</MemoryUsageDetail>
<MemoryUsageDetail>
<Time>2011-06-02T721:07:23.423084Z</Time>
<Value>
<Unit>MB</Unit>
<Value>459</Value>
</Value>
</MemoryUsageDetail>
<MemoryUsageDetail>
<Time>2011-06-02T21:12:23.423084Z</Time>
<Value>

<Unit>MB</Unit>
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<Value>459</Value>
</Value>
</MemoryUsageDetail>
<MemoryUsageDetail>
<Time>2011-06-02T21:17:23.423084Z</Time>
<Value>
<Unit>MB</Unit>
<Value>459</Value>
</Value>
</MemoryUsageDetail>
</MemoryUsageDetailSummary>

</ComputePoolMemoryUsage>

Return to 7.7 Resource.
Return to 7 Application Programming Interface Reference Guide.

7.7.6  Get Resources Usage Memory Detail

The Get Resources Usage Memory Detail call returns information regarding memory usage for a specified compute
pool defined in an environment at the time in the URL query part, a specified five minute time interval within the
24 hours ending one hour prior to the current time, rounded later. For example, if current time is 11:22, the start
time is 10:25 the previous day and the end time 10:25 today. The response includes usage of every virtual machine
during the interval.

Note:

e The query part is required and the time passed as the parameter must precisely match a time in the
preceding 24 hours. Times are on five minute intervals starting on the hour. Available times are in <Time>
in the response to Get Resources Usage Memory.

e [f the time in the parameter is within the 24 hour window as described above but not an available time
(not a minute divisible by five), the call succeeds but returns no information.

o If the time in the parameter is not within the 24 hour window as described above, the call fails.

<Deleted> is applicable and appears only when virtual machine have been removed subsequent to the time of the
snapshot.

Request

GET http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/memory/details?time={time}

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1/ ..
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usage/memory/details?time=2011-06-02T21:30:00Z

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.computePoolMemoryUsageDetail
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<ComputePoolMemoryUsageDetail href="/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/memory/details?time={time}"
type="application/vnd.tmrk.cloud.computePoolMemoryUsageDetail"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}/usage/memory"
type="application/vnd.tmrk.cloud.computePoolMemoryUsage" rel="up"/>

</Links>

<Time>{time of snapshot}</Time>

<Value>
<Unit>{unit of memory used value}</Unit>
<Value>{memory used}</Value>

</Value>

<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}"
name="{virtual machine name}" type="application/vnd.tmrk.cloud.virtualMachine">

<Usage>
<Unit>{unit of memory used value}</Unit>
<Value>{memory used}</Value>
</Usage>
<Utilization>{utilization percentage}</Utilization>
<Deleted>{true | false}</Deleted> <!-- only appears when VM removed after snapshot -->

</VirtualMachine>

</VirtualMachines>

</ComputePoolMemoryUsageDetail>

EXAMPLE
HTTP/1.1 200 OK
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Content-Length: 1114

Content-Type: application/vnd.tmrk.cloud.computePoolMemoryUsageDetail
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101

x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798

Date: Thu, 062 Jun 2011 22:01:02 GMT

<ComputePoolMemoryUsageDetail href="/cloudapi/ecloud/computePools/1/usage/memory/details?time=2011-
06-02T21:30:00Z" type="application/vnd.tmrk.cloud.computePoolMemoryUsageDetail"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/1" type="application/vnd.tmrk.cloud.computePool”
rel="up"/>

<Link href="/cloudapi/ecloud/computePools/1/usage/memory"
type="application/vnd.tmrk.cloud.computePoolMemoryUsage" rel="up"/>

</Links>
<Time>2011-06-02T721:30:00Z</Time>
<Value>
<Unit>MB</Unit>
<Value>100</Value>
</Value>
<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/1" name="VM1"
type="application/vnd.tmrk.cloud.virtualMachine">

<Usage>
<Unit>MB</Unit>
<Value>55</Value>
</Usage>
<Utilization>53</Utilization>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/2" name="VM2"
type="application/vnd.tmrk.cloud.virtualMachine">

<Usage>
<Unit>MB</Unit>
<Value>30</Value>
</Usage>
<Utilization>25</Utilization>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/6" name="VM6"
type="application/vnd.tmrk.cloud.virtualMachine">

<Usage>
<Unit>MB</Unit>
<Value>15</Value>
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</Usage>
<Utilization>53</Utilization>
<Deleted>true</Deleted>
</VirtualMachine>
</VirtualMachines>

</ComputePoolMemoryUsageDetail>

Return to 7.7 Resource.
Return to 7 Application Programming Interface Reference Guide.

7.7.7 Get Resources Usage Storage

The Get Resources Usage Storage call returns information regarding current storage usage for a specified compute
pool defined in an environment for active virtual machines and detached disks. The response includes usage of
every active virtual machine and every detached disk.

Request
GET http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool identifier}/usage/storage

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1/usage/storage

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.computePoolStorageUsageDetail
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<ComputePoolStorageUsageDetail href="/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/storage" type="application/vnd.tmrk.cloud.computePoolStorageUsageDetail”
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool" rel="up"/>

</Links>
<Allocated>
<Unit>{unit of storage allocated value}</Unit>
<Value>{storage allocated on compute pool}</Value>
</Allocated>

<VirtualMachines>
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<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}"
name="{virtual machine name}" type="application/vnd.tmrk.cloud.virtualMachine">

<DiskCount>{quantity of disks in VM}</DiskCount>
<Allocated>
<Unit>{unit of storage allocated value}</Unit>
<Value>{storage allocated size}</Value>
</Allocated>

</VirtualMachine>

</VirtualMachines>

<DetachedDisks href="/cloudapi/ecloud/detachedDisks/computePools/1"
type="application/vnd.tmrk.cloud.detachedDisk; type=collection">

<DetachedDisk href="/cloudapi/ecloud/detachedDisks/1" name="DetachedDisk1"
type="application/vnd.tmrk.cloud.detachedDisk" >

<Size>
<Unit>GB</Unit>
<Value>5</Value>
</Size>

</DetachedDisk>

</DetachedDisks>

</ComputePoolStorageUsageDetail>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 1481
Content-Type: application/vnd.tmrk.cloud.computePoolStorageUsageDetail
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Thu, 15 Dec 2011 16:47:01 GMT

<ComputePoolStorageUsageDetail href="/cloudapi/ecloud/computePools/1/usage/storage"
type="application/vnd.tmrk.cloud.computePoolStorageUsageDetail"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/1" name="Compute Pool 1"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

</Links>

<Allocated>
<Unit>GB</Unit>
<Value>30</Value>

</Allocated>
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<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/1" name="VM1"
type="application/vnd.tmrk.cloud.virtualMachine">

<DiskCount>1</DiskCount>
<Allocated>
<Unit>GB</Unit>
<Value>3</Value>
</Allocated>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/2" name="VM2"
type="application/vnd.tmrk.cloud.virtualMachine">

<DiskCount>1</DiskCount>
<Allocated>
<Unit>GB</Unit>
<Value>7</Value>
</Allocated>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/6" name="VM6"
type="application/vnd.tmrk.cloud.virtualMachine">

<DiskCount>2</DiskCount>
<Allocated>
<Unit>GB</Unit>
<Value>10</Value>
</Allocated>
</VirtualMachine>
</VirtualMachines>
<DetachedDisks>

<DetachedDisk href="/cloudapi/ecloud/detachedDisks/1" name="Detached Disk1"
type="application/vnd.tmrk.cloud.detachedDisk">

<Size>
<Unit>GB</Unit>
<Value>2</Value>
</Size>
</DetachedDisk>

<DetachedDisk href="/cloudapi/ecloud/detachedDisks/2" name="Detached Disk2"
type="application/vnd.tmrk.cloud.detachedDisk">

<Size>
<Unit>GB</Unit>

<Value>3</Value>
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</Size>
</DetachedDisk>
</DetachedDisks>

</ComputePoolStorageUsageDetail>

Return to 7.7 Resource.
Return to 7 Application Programming Interface Reference Guide.

7.7.8  Get Resources Performance Statistics
The Get Resources Performance Statistics call returns references to obtain the individual performance statistics
reports in a compute pool.

Request

GET http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool
identifier}/performanceStatistics

EXAMPLE

GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1/ ..
performanceStatistics

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.computePoolPerformanceStatistics
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<ComputePoolPerformanceStatistics href="/cloudapi/ecloud/computePools/{compute pool
identifier}/performanceStatistics”
type="application/vnd.tmrk.cloud.computePoolPerformanceStatistics"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

</Links>
<Hourly>

<Cpu href="/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/cpu/performanceStatistics/hourly"
type="application/vnd.tmrk.cloud.performanceStatistics"/>

<Memory href="/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/memory/performanceStatistics/hourly"
type="application/vnd.tmrk.cloud.performanceStatistics"/>
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</Hourly>
<Daily>

<Cpu href="/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/cpu/performanceStatistics/daily"
type="application/vnd.tmrk.cloud.performanceStatistics"/>

<Memory href="/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/memory/performanceStatistics/daily"
type="application/vnd.tmrk.cloud.performanceStatistics"/>

</Daily>

</ComputePoolPerformanceStatistics>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 955
Content-Type: application/vnd.tmrk.cloud.computePoolPerformanceStatistics
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Tue, 12 Jul 2011 17:53:29 GMT

<ComputePoolPerformanceStatistics href="/cloudapi/ecloud/computePools/1/performanceStatistics"
type="application/vnd.tmrk.cloud.computePoolPerformanceStatistics”
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/1" type="application/vnd.tmrk.cloud.computePool”
rel="up"/>

</Links>
<Hourly>

<Cpu href="/cloudapi/ecloud/computePools/1/usage/cpu/performanceStatistics/hourly"
type="application/vnd.tmrk.cloud.performanceStatistics"/>

<Memory href="/cloudapi/ecloud/computePools/1/usage/memory/performanceStatistics/hourly"
type="application/vnd.tmrk.cloud.performanceStatistics"/>

</Hourly>
<Daily>

<Cpu href="/cloudapi/ecloud/computePools/1/usage/cpu/performanceStatistics/daily"
type="application/vnd.tmrk.cloud.performanceStatistics"/>

<Memory href="/cloudapi/ecloud/computePools/1/usage/memory/performanceStatistics/daily"
type="application/vnd.tmrk.cloud.performanceStatistics"/>

</Daily>

</ComputePoolPerformanceStatistics>

Return to 7.7 Resource.

Return to 7 Application Programming Interface Reference Guide.
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7.7.9 Get Resources Performance Statistics Processor Daily

The Get Resources Performance Statistics Processor Daily call returns daily information regarding processor
performance for a specified compute pool defined in an environment for the specified time period. The call
retrieves information for each full day, 00:00:00Z to 23:59:59Z, available between requested times.

The call has two modes:
1. Default mode, no URL query part, returns statistics for the previous seven days.

The default endTime is midnight the beginning of the current day and the default startTime is midnight
seven days prior to the endTime. For example, if the call is made at 2011-07-12T14:48:00Z, then startTime
is 2011-07-05T00:00:00Z and endTime is 2011-07-12T00:00:00Z.

2. Query mode, with a URL query part containing startTime and endTime, returns statistics for the complete
days between requested dates.

The desired date range is formed as a URL query and appended to the call URL. The date parameters,
startTime and endTime, are name-value pairs separated by an equal sign (=). They are expressed in the UTC
timezone in 1ISO8601 extended date and time format as discussed in 5.22 Date. The date parameters are
separated from each other with an ampersand (&) and from the rest of the URL by a question mark (?). For
example: ?startTime=2011-06-20T00:00:00Z&endTime=2011-06-22T00:00:00Z.

In query mode, if either parameter is missing, the default value is used. Only complete days are returned. For
example, 2011-06-20T00:00:00Z to 2011-06-22T00:00:00Z returns information for 2 days: June 20 and June 21.
Conversely, 2011-06-20T22:00:00Z to 2011-06-21T22:30:00Z returns no information as no complete days are in the
requested interval.

Request
1. Default mode, no URL query part.

GET http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/cpu/performanceStatistics/daily

EXAMPLE

GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1/usage/cpu/ ..
performanceStatistics/daily

2. Query mode, with a URL query part containing startTime and endTime.

GET http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/cpu/performanceStatistics/daily?startTime={startTime}&endTime={endTime}

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1/usage/cpu/ ..
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performanceStatistics/daily?startTime=2011-06-02T22:00:00Z&endTime=2011-06-04T22:00:00Z

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.performanceStatistics
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<PerformanceStatistics href="/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/cpu/performanceStatistics/daily?starttime={startTime}&endtime={endTime}"
type="application/vnd.tmrk.cloud.performanceStatistics" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}/performanceStatistics”
type="application/vnd.tmrk.cloud.computePoolPerformanceStatistics" rel="up"/>

</Links>

<StartTime>{measurement start time}</StartTime>
<EndTime>{measurement end time}</EndTime>
<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}" name="{virtual
machine name}" type="application/vnd.tmrk.cloud.virtualMachine">

<PerformanceStatistic>
<Time>{daily time}</Time>
<Used>
<Unit>{unit of used value}</Unit>
<Value>{used size}</Value>
</Used>

</PerformanceStatistic>
</VirtualMachine>

</VirtualMachines>

</PerformanceStatistics>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 3720
Content-Type: application/vnd.tmrk.cloud.performanceStatistics
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x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Fri, @9 Sep 2011 13:55:41 GMT

<PerformanceStatistics
href="/cloudapi/ecloud/computePools/1/usage/cpu/performanceStatistics/daily?starttime=2011-09-
02+04%3200%3200z8&amp ;endtime=2011-09-08+04%3200%3200z"
type="application/vnd.tmrk.cloud.performanceStatistics" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/1" type="application/vnd.tmrk.cloud.computePool”
rel="up"/>

<Link href="/cloudapi/ecloud/computePools/1/performanceStatistics"
type="application/vnd.tmrk.cloud.computePoolPerformanceStatistics" rel="up"/>

</Links>
<StartTime>2011-09-02T04:00:00Z</StartTime>
<EndTime>2011-09-08T04:00:00Z</EndTime>
<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/1" name="VM1"
type="application/vnd.tmrk.cloud.virtualMachine">

<PerformanceStatistic>
<Time>2011-09-02T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-03T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-04T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>

</PerformanceStatistic>
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<Time>2011-09-05T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-06T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-07T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>

</VirtualMachine>

e
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<VirtualMachine href="/cloudapi/ecloud/virtualMachines/2" name="VM2"

type="application/vnd.tmrk.cloud.virtualMachine">
<PerformanceStatistic>
<Time>2011-09-02T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
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</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-03T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-04T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-05T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-06T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-07T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>

<PerformanceStatistic>
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<Time>2011-09-08T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/6" name="VM6"
type="application/vnd.tmrk.cloud.virtualMachine">

<PerformanceStatistic>
<Time>2011-09-02T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-03T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-04T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-05T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>

</PerformanceStatistic>

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 331



e
v terremark

a Verizon Company

<PerformanceStatistic>
<Time>2011-09-06T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-07T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>7383</Value>
</Used>
</PerformanceStatistic>
</VirtualMachine>
</VirtualMachines>

</PerformanceStatistics>

Return to 7.7 Resource.
Return to 7 Application Programming Interface Reference Guide.

7.7.10 Get Resources Performance Statistics Processor Hourly

The Get Resources Performance Statistics Processor Hourly call returns hourly information regarding processor
performance for a specified compute pool defined in an environment for the specified time period. The call
retrieves information for each full hour, nn:00:00Z to nn:59:59Z, available between requested times.

The call has two modes:
1. Default mode, no URL query part, returns statistics for the previous 24 hours.

The default endTime is the end of the hour prior to the current time and the default startTime is the
beginning of the hour 24 hours prior to the endTime. For example, if the call is made at 2011-07-
12T14:48:00Z, then startTime is 2011-07-11T13:00:00Z and endTime is 2011-07-12T14:00:00Z.
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2. Query mode, with a URL query part containing startTime and endTime, returns statistics for the complete
days between requested dates.

The desired date range is formed as a URL query and appended to the call URL. The date parameters,
startTime and endTime, are name-value pairs separated by an equal sign (=). They are expressed in the UTC
timezone in 1ISO8601 extended date and time format as discussed in 5.22 Date. The date parameters are
separated from each other with an ampersand (&) and from the rest of the URL by a question mark (?). For
example: ?startTime=2011-06-20T00:00:00Z&endTime=2011-06-22T00:00:00Z.

In query mode, if either parameter is missing, the default value is used. Only complete hours are returned. For
example, 2011-06-22T06:00:00Z to 2011-06-22T08:00:00Z returns information for 2 hours: the 06:00 hour and the
07:00 hour. Conversely, 2011-06-21T14:10:00Z to 2011-06-21T15:50:00Z returns no information as no complete
hours are in the requested interval.

Request
1. Default mode, no URL query part.

GET http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/cpu/performanceStatistics/hourly

EXAMPLE

GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1/usage/cpu/ ..
performanceStatistics/hourly

2. Query mode, with a URL query part containing startTime and endTime.

GET http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/cpu/performanceStatistics/hourly?startTime={startTime}&endTime={endTime}

EXAMPLE

GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1/usage/cpu/ ..
performanceStatistics/hourly?startTime=2011-06-02T23:00:00Z&endTime=2011-06-03T01:00:00Z

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.performanceStatistics
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<PerformanceStatistics href="/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/cpu/performanceStatistics/hourly?starttime={startTime}&endtime={endTime}"
type="application/vnd.tmrk.cloud.performanceStatistics" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
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instance">
<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}/performanceStatistics”
type="application/vnd.tmrk.cloud.computePoolPerformanceStatistics" rel="up"/>

</Links>

<StartTime>{measurement start time}</StartTime>
<EndTime>{measurement end time}</EndTime>
<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}" name="{virtual
machine name}" type="application/vnd.tmrk.cloud.virtualMachine">

<PerformanceStatistic>
<Time>{hourly time}</Time>
<Used>
<Unit>{unit of used value}</Unit>
<Value>{used size}</Value>
</Used>

</PerformanceStatistic>
</VirtualMachine>

</VirtualMachines>

</PerformanceStatistics>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 10147
Content-Type: application/vnd.tmrk.cloud.performanceStatistics
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Fri, @9 Sep 2011 14:06:19 GMT

<PerformanceStatistics
href="/cloudapi/ecloud/computePools/1/usage/cpu/performanceStatistics/hourly?starttime=2011-09-
08+04%3200%3200z8&amp ; endtime=2011-09-09+03%3200%3200z"
type="application/vnd.tmrk.cloud.performanceStatistics" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/1" type="application/vnd.tmrk.cloud.computePool”
rel="up"/>

<Link href="/cloudapi/ecloud/computePools/1/performanceStatistics"”
type="application/vnd.tmrk.cloud.computePoolPerformanceStatistics" rel="up"/>
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</Links>
<StartTime>2011-09-08T04:00:00Z</StartTime>
<EndTime>2011-09-09703:00:00Z</EndTime>
<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/1" name="VM1"
type="application/vnd.tmrk.cloud.virtualMachine">

<PerformanceStatistic>
<Time>2011-09-08T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T05:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T06:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T07:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T08:00:00Z</Time>

<Used>
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<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T09:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T10:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T11:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T12:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T13:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
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</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T14:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T15:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T16:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T17:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T18:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value»>9939</Value>
</Used>

</PerformanceStatistic>
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<PerformanceStatistic>
<Time>2011-09-08T19:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T20:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T21:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T22:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T23:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value»>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>

<Time>2011-09-09T00:00:00Z</Time>
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<Unit>MHz</Unit>
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</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T01:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T02:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T03:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>

</VirtualMachine>

e
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<VirtualMachine href="/cloudapi/ecloud/virtualMachines/2" name="VM2"

type="application/vnd.tmrk.cloud.virtualMachine">
<PerformanceStatistic>
<Time>2011-09-08T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>

<PerformanceStatistic>
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<Time>2011-09-08T05:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T06:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T07:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T08:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T09:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T10:00:00Z</Time>

<Used>
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<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T11:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T12:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T13:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T14:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T15:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
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</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T16:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T17:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T18:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T19:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T720:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>

</PerformanceStatistic>
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<PerformanceStatistic>
<Time>2011-09-08T21:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T22:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T723:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T00:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T01:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value»>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>

<Time>2011-09-09T02:00:00Z</Time>
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<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T03:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/6" name="VM6"
type="application/vnd.tmrk.cloud.virtualMachine">

<PerformanceStatistic>
<Time>2011-09-08T04:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T05:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T06:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>

<PerformanceStatistic>
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<Time>2011-09-08T07:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T08:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T09:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T10:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T11:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T12:00:00Z</Time>

<Used>
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<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T13:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T14:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T15:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T16:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T17:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
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</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T18:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T19:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T20:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T21:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T22:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value»>9939</Value>
</Used>

</PerformanceStatistic>
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<PerformanceStatistic>
<Time>2011-09-08T23:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T00:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T01:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T02:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value>9939</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T03:00:00Z</Time>
<Used>
<Unit>MHz</Unit>
<Value»>9939</Value>
</Used>
</PerformanceStatistic>
</VirtualMachine>

</VirtualMachines>

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 348



e
v terremark

a Verizon Company

</PerformanceStatistics>

Return to 7.7 Resource.
Return to 7 Application Programming Interface Reference Guide.

7.7.11 Get Resources Performance Statistics Memory Daily

The Get Resources Performance Statistics Memory Daily call returns daily information regarding memory
performance for a specified compute pool defined in an environment for the specified time period. The call
retrieves information for each full day, 00:00:00Z to 23:59:59Z, available between requested times.

The call has two modes:
1. Default mode, no URL query part, returns statistics for the previous seven days.

The default endTime is midnight the beginning of the current day and the default startTime is midnight
seven days prior to the endTime. For example, if the call is made at 2011-07-12T14:48:00Z, then startTime
is 2011-07-05T00:00:00Z and endTime is 2011-07-12T00:00:00Z.

2. Query mode, with a URL query part containing startTime and endTime, returns statistics for the complete
days between requested dates.

The desired date range is formed as a URL query and appended to the call URL. The date parameters,
startTime and endTime, are name-value pairs separated by an equal sign (=). They are expressed in the UTC
timezone in 1ISO8601 extended date and time format as discussed in 5.22 Date. The date parameters are
separated from each other with an ampersand (&) and from the rest of the URL by a question mark (?). For
example: ?startTime=2011-06-20T00:00:00Z&endTime=2011-06-22T00:00:00Z.

In query mode, if either parameter is missing, the default value is used. Only complete days are returned. For
example, 2011-06-20T00:00:00Z to 2011-06-22T00:00:00Z returns information for 2 days: June 20 and June 21.
Conversely, 2011-06-20T22:00:00Z to 2011-06-21T22:30:00Z returns no information as no complete days are in the
requested interval.

Request
1. Default mode, no URL query part.

GET http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/memory/performanceStatistics/daily

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1/usage/memory/ ..
performanceStatistics/daily

2. Query mode, with a URL query part containing startTime and endTime.
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GET http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/memory/performanceStatistics/daily?startTime={startTime}&endTime={endTime}

EXAMPLE

GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1/usage/memory/ ..
performanceStatistics/daily?startTime=2011-06-02T22:00:00Z&endTime=2011-06-04T22:00:00Z

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.performanceStatistics
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<PerformanceStatistics href="/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/memory/performanceStatistics/daily?starttime={startTime}&endtime={endTime}"
type="application/vnd.tmrk.cloud.performanceStatistics" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}/performanceStatistics”
type="application/vnd.tmrk.cloud.computePoolPerformanceStatistics" rel="up"/>

</Links>

<StartTime>{measurement start time}</StartTime>
<EndTime>{measurement end time}</EndTime>
<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}" name="{virtual
machine name}" type="application/vnd.tmrk.cloud.virtualMachine">

<PerformanceStatistic>
<Time>{daily time}</Time>
<Used>
<Unit>{unit of used value}</Unit>
<Value>{used size}</Value>
</Used>

</PerformanceStatistic>
</VirtualMachine>

</VirtualMachines>
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</PerformanceStatistics>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 3702
Content-Type: application/vnd.tmrk.cloud.performanceStatistics
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Fri, 09 Sep 2011 14:18:39 GMT

<PerformanceStatistics
href="/cloudapi/ecloud/computePools/1/usage/memory/performanceStatistics/daily?starttime=2011-09-
02+04%3200%3200z8&amp ;endtime=2011-09-08+04%3200%3200z"
type="application/vnd.tmrk.cloud.performanceStatistics" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/1" type="application/vnd.tmrk.cloud.computePool"
rel="up"/>

<Link href="/cloudapi/ecloud/computePools/1/performanceStatistics"”
type="application/vnd.tmrk.cloud.computePoolPerformanceStatistics" rel="up"/>

</Links>
<StartTime>2011-09-02T04:00:00Z</StartTime>
<EndTime>2011-09-08T04:00:00Z</EndTime>
<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/1" name="VM1"
type="application/vnd.tmrk.cloud.virtualMachine">

<PerformanceStatistic>
<Time>2011-09-02T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-03T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-04T04:00:00Z</Time>

<Used>
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<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-05T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-06T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-07T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/2" name="VM2"
type="application/vnd.tmrk.cloud.virtualMachine">

<PerformanceStatistic>

<Time>2011-09-02T04:00:00Z</Time>
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<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-03T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-04T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-05T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-06T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-07T04:00:00Z</Time>
<Used>

<Unit>MB</Unit>
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<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/6" name="VM6"
type="application/vnd.tmrk.cloud.virtualMachine">

<PerformanceStatistic>
<Time>2011-09-02T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-03T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-04T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-05T04:00:00Z</Time>

<Used>
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<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-06T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-07T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>8329</Value>
</Used>
</PerformanceStatistic>
</VirtualMachine>
</VirtualMachines>

</PerformanceStatistics>

Return to 7.7 Resource.
Return to 7 Application Programming Interface Reference Guide.

7.7.12 Get Resources Performance Statistics Memory Hourly

The Get Resources Performance Statistics Memory Hourly call returns hourly information regarding memory
performance for a specified compute pool defined in an environment for the specified time period. The call
retrieves information for each full hour, nn:00:00Z to nn:59:59Z, available between requested times.

The call has two modes:
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1. Default mode, no URL query part, returns statistics for the previous 24 hours.

The default endTime is the end of the hour prior to the current time and the default startTime is the
beginning of the hour 24 hours prior to the endTime. For example, if the call is made at 2011-07-
12T14:48:00Z, then startTime is 2011-07-11T13:00:00Z and endTime is 2011-07-12T14:00:00Z.

2. Query mode, with a URL query part containing startTime and endTime, returns statistics for the complete
days between requested dates.

The desired date range is formed as a URL query and appended to the call URL. The date parameters,
startTime and endTime, are name-value pairs separated by an equal sign (=). They are expressed in the UTC
timezone in 1ISO8601 extended date and time format as discussed in 5.22 Date. The date parameters are
separated from each other with an ampersand (&) and from the rest of the URL by a question mark (?). For
example: ?startTime=2011-06-20T00:00:00Z&endTime=2011-06-22T00:00:00Z.

In query mode, if either parameter is missing, the default value is used. Only complete hours are returned. For
example, 2011-06-22T06:00:00Z to 2011-06-22T08:00:00Z returns information for 2 hours: the 06:00 hour and the
07:00 hour. Conversely, 2011-06-21T14:10:00Z to 2011-06-21T15:50:00Z returns no information as no complete
hours are in the requested interval.

Request
1. Default mode, no URL query part.

GET http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/memory/performanceStatistics/hourly

EXAMPLE

GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1/usage/memory/ ..
performanceStatistics/hourly

2. Query mode, with a URL query part containing startTime and endTime.

GET http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/memory/performanceStatistics/hourly?startTime={startTime}&endTime={endTime}

EXAMPLE

GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1/usage/memory/ ..
performanceStatistics/hourly?startTime=2011-06-02T23:00:00Z&endTime=2011-06-03T01:00:00Z

Body

none
Response

HTTP/1.1 200 OK
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Content-Length: {length of response body}

Content-Type: application/vnd.tmrk.cloud.performanceStatistics
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}

Date: {timestamp of response}

<PerformanceStatistics href="/cloudapi/ecloud/computePools/{compute pool
identifier}/usage/memory/performanceStatistics/hourly?starttime={startTime}&endtime={endTime}"
type="application/vnd.tmrk.cloud.performanceStatistics" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}/performanceStatistics”
type="application/vnd.tmrk.cloud.computePoolPerformanceStatistics" rel="up"/>

</Links>

<StartTime>{measurement start time}</StartTime>
<EndTime>{measurement end time}</EndTime>
<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}"
name="{virtual machine name}" type="application/vnd.tmrk.cloud.virtualMachine">

<PerformanceStatistic>
<Time>{hourly time}</Time>
<Used>
<Unit>{unit of used value}</Unit>
<Value>{used size}</Value>
</Used>

</PerformanceStatistic>
</VirtualMachine>

</VirtualMachines>

</PerformanceStatistics>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 10078
Content-Type: application/vnd.tmrk.cloud.performanceStatistics
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Fri, 09 Sep 2011 14:27:08 GMT

<PerformanceStatistics
href="/cloudapi/ecloud/computePools/1/usage/memory/performanceStatistics/hourly?starttime=2011-09-
08+04%3200%3200z8&amp ; endtime=2011-09-09+03%3200%3200z"
type="application/vnd.tmrk.cloud.performanceStatistics" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
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instance">
<Links>

<Link href="/cloudapi/ecloud/computePools/1" type="application/vnd.tmrk.cloud.computePool”
rel="up"/>

<Link href="/cloudapi/ecloud/computePools/1/performanceStatistics"
type="application/vnd.tmrk.cloud.computePoolPerformanceStatistics" rel="up"/>

</Links>
<StartTime>2011-09-08T04:00:00Z</StartTime>
<EndTime>2011-09-09T03:00:00Z</EndTime>
<VirtualMachines>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/1" name="VM1"
type="application/vnd.tmrk.cloud.virtualMachine">

<PerformanceStatistic>
<Time>2011-09-08T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T05:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T06:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T07:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
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</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T08:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T09:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T10:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T11:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T12:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>

</PerformanceStatistic>
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<PerformanceStatistic>
<Time>2011-09-08T13:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T14:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T15:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T16:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T17:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>

<Time>2011-09-08T18:00:00Z</Time>
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<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T19:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T20:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T21:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T22:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T23:00:00Z</Time>
<Used>

<Unit>MB</Unit>
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</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T00:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T01:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T02:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T03:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>

</VirtualMachine>

e
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<VirtualMachine href="/cloudapi/ecloud/virtualMachines/2" name="VM2"

type="application/vnd.tmrk.cloud.virtualMachine">
<PerformanceStatistic>
<Time>2011-09-08T04:00:00Z</Time>

<Used>
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<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T05:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T06:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T07:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T08:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T09:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
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</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T10:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T11:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T12:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T13:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T14:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>

</PerformanceStatistic>
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<PerformanceStatistic>
<Time>2011-09-08T15:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T16:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T17:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T18:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T19:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>

<Time>2011-09-08T20:00:00Z</Time>
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<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T21:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T22:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T23:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T00:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T01:00:00Z</Time>
<Used>

<Unit>MB</Unit>

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 366



e
v terremark

a Verizon Company

<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T02:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T03:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/6" name="VM6"
type="application/vnd.tmrk.cloud.virtualMachine">

<PerformanceStatistic>
<Time>2011-09-08T04:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T05:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T06:00:00Z</Time>

<Used>
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<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T07:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T08:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T09:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T10:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T11:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
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</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T12:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T13:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T14:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T15:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T16:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>

</PerformanceStatistic>
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<PerformanceStatistic>
<Time>2011-09-08T17:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T18:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T19:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T20:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T21:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>

<Time>2011-09-08T22:00:00Z</Time>
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<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-08T23:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T00:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T01:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T02:00:00Z</Time>
<Used>
<Unit>MB</Unit>
<Value>4738</Value>
</Used>
</PerformanceStatistic>
<PerformanceStatistic>
<Time>2011-09-09T03:00:00Z</Time>
<Used>

<Unit>MB</Unit>
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<Value>4738</Value>
</Used>
</PerformanceStatistic>
</VirtualMachine>
</VirtualMachines>

</PerformanceStatistics>

Return to 7.7 Resource.
Return to 7 Application Programming Interface Reference Guide.

7.7.23 Action Resources Enable Burst Processor
The Action Resources Enable Burst Processor call enables processor burst mode for a specified compute pool. If
successful, the call returns the task that enabled the processor burst mode.

<Status> refers to the status of the task. Permitted values are:

e Queued - the task is queued for execution.
e Running — the task is running.

e Complete — the task completed successfully.
e  Error —the task failed with an error.

<CompletedTime> is not applicable to <Status> of Queued or Running and is not included in the response.

Live Specification Test Values

Condition Outcome

compute pool identifier =1 Error: Already bursting
compute pool identifier = 2 Enable burst

compute pool identifier> 2 and < 99 Error: Feature disabled
compute pool identifier =99 Error: Unauthorized
Request

POST http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool
identifier}/action/enableCpuBurst

EXAMPLE

POST http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/2/ ..
action/enableCpuBurst

Body

none

Response
HTTP/1.1 202 Accepted
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Content-Length: {length of response body}

Content-Type: application/vnd.tmrk.cloud.computePool
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}

Date: {timestamp of response}

<Task href="/cloudapi/ecloud/tasks/{task identifier}" type="application/vnd.tmrk.cloud.task"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Operation>Enable Processor Burst</Operation>
<Status>{Queued | Running | Complete | Error}</Status>

<ImpactedItem href="{URL of item acted upon}" name="{name of item acted upon} type="{type of item
acted upon}"/>

<StartTime>{time action started}</StartTime>

<CompletedTime>{time action completed}</CompletedTime> <!-- Not present on Queued or Running -->
<Notes>{notes on action}</Notes>

<ErrorMessage>{error message}</ErrorMessage>

<InitiatedBy href="/cloudapi/ecloud/admin/users/{user identifier}" name="{{user email local
part}@{user email domain part} | {API user family name}, {API user given name}}"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

EXAMPLE

HTTP/1.1 202 Accepted
Content-Length: 450
Content-Type: application/vnd.tmrk.cloud.task
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Tue, 31 May 2011 13:47:11 GMT

<Task href="/cloudapi/ecloud/tasks/1" type="application/vnd.tmrk.cloud.task"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Operation>Enable Processor Burst</Operation>
<Status>Queued</Status>

<ImpactedItem href="/cloudapi/ecloud/computePools/2"
type="application/vnd.tmrk.cloud.computePool"/>

<StartTime>2011-05-31T13:47:11.6938241Z</StartTime>
<Notes>Some notes about the operation.</Notes>

<InitiatedBy href="/cloudapi/ecloud/admin/users/1" name="User 1"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

Return to 7.7 Resource.

Return to 7 Application Programming Interface Reference Guide.
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7.7.14 Action Resources Enable Burst Memory
The Action Resources Enable Burst Memory call enables memory burst mode for a specified compute pool. If
successful, the call returns the task that enabled the memory burst mode.

<Status> refers to the status of the task. Permitted values are:

e Queued — the task is queued for execution.
e Running — the task is running.

e Complete — the task completed successfully.
e  Error — the task failed with an error.

<CompletedTime> is not applicable to <Status> of Queued or Running and is not included in the response.

Live Specification Test Values

Condition Outcome

compute pool identifier =1 Error: Already bursting
compute pool identifier = 2 Enable burst

compute pool identifier> 2 and < 99 Error: Feature disabled
compute pool identifier = 99 Error: Unauthorized
Request

POST http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool
identifier}/action/enableMemoryBurst

EXAMPLE

POST http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/2/ ..
action/enableMemoryBurst

Body

none

Response

HTTP/1.1 202 Accepted
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.task
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<Task href="/cloudapi/ecloud/tasks/{task identifier}" type="application/vnd.tmrk.cloud.task"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Operation>Enable Memory Burst</Operation>
<Status>{Queued | Running | Complete | Error}</Status>

<ImpactedItem href="{URL of item acted upon}" name="{name of item acted upon} type="{type of item
acted upon}"/>
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<StartTime>{time action started}</StartTime>

<CompletedTime>{time action completed}</CompletedTime> <!-- Not present on Queued or Running -->
<Notes>{notes on action}</Notes>

<ErrorMessage>{error message}</ErrorMessage>

<InitiatedBy href="/cloudapi/ecloud/admin/users/{user identifier}" name="{{user email local
part}@{user email domain part} | {API user family name}, {API user given name}}"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

EXAMPLE

HTTP/1.1 202 Accepted
Content-Length: 453
Content-Type: application/vnd.tmrk.cloud.task
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Tue, 31 May 2011 13:58:19 GMT

<Task href="/cloudapi/ecloud/tasks/1" type="application/vnd.tmrk.cloud.task"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Operation>Enable Memory Burst</Operation>
<Status>Queued</Status>

<ImpactedItem href="/cloudapi/ecloud/computePools/2"
type="application/vnd.tmrk.cloud.computePool"/>

<StartTime>2011-05-31T13:58:19.5078241Z</StartTime>
<Notes>Some notes about the operation.</Notes>

<InitiatedBy href="/cloudapi/ecloud/admin/users/1" name="User 1"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

Return to 7.7 Resource.
Return to 7 Application Programming Interface Reference Guide.

7.7.15 Action Resources Disable Burst Processor
The Action Resources Disable Burst Processor call disables processor burst mode for a specified compute pool. If
successful, the call returns the task that disabled the processor burst mode.

<Status> refers to the status of the task. Permitted values are:

e Queued —the task is queued for execution.
e Running — the task is running.

e Complete — the task completed successfully.
e Error —the task failed with an error.

<CompletedTime> is not applicable to <Status> of Queued or Running and is not included in the response.
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Live Specification Test Values

Condition Outcome

compute pool identifier =1 Disable burst

compute pool identifier = 2 Error: Not bursting
compute pool identifier> 2 and < 99 Error: Feature disabled
compute pool identifier = 99 Error: Unauthorized
Request

POST http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool
identifier}/action/disableCpuBurst

EXAMPLE

POST http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1/ ..
action/disableCpuBurst

Body

none

Response

HTTP/1.1 202 Accepted
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.task
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<Task href="/cloudapi/ecloud/tasks/{task identifier}" type="application/vnd.tmrk.cloud.task"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Operation>Disable Processor Burst</Operation>
<Status>{Queued | Running | Complete | Error}</Status>

<ImpactedItem href="{URL of item acted upon}" name="{name of item acted upon} type="{type of item
acted upon}"/>

<StartTime>{time action started}</StartTime>

<CompletedTime>{time action completed}</CompletedTime> <!-- Not present on Queued or Running -->
<Notes>{notes on action}</Notes>

<ErrorMessage>{error message}</ErrorMessage>

<InitiatedBy href="/cloudapi/ecloud/admin/users/{user identifier}" name="{{user email local
part}@{user email domain part} | {API user family name}, {API user given name}}"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

EXAMPLE
HTTP/1.1 202 Accepted
Content-Length: 451
Content-Type: application/vnd.tmrk.cloud.task
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
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x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Fri, 27 May 2011 22:50:38 GMT

<Task href="/cloudapi/ecloud/tasks/1" type="application/vnd.tmrk.cloud.task"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Operation>Disable Processor Burst</Operation>
<Status>Queued</Status>

<ImpactedItem href="/cloudapi/ecloud/computePools/1"
type="application/vnd.tmrk.cloud.computePool"/>

<StartTime>2011-05-27T22:50:38.1151072Z</StartTime>
<Notes>Some notes about the operation.</Notes>

<InitiatedBy href="/cloudapi/ecloud/admin/users/1" name="User 1"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

Return to 7.7 Resource.
Return to 7 Application Programming Interface Reference Guide.

7.7.26 Action Resources Disable Burst Memory
The Action Resources Disable Burst Memory call disables memory burst mode for a specified compute pool. If
successful, the call returns the task that disabled the memory burst mode.

<Status> refers to the status of the task. Permitted values are:

e Queued — the task is queued for execution.
e Running - the task is running.

e Complete — the task completed successfully.
e Error — the task failed with an error.

<CompletedTime> is not applicable to <Status> of Queued or Running and is not included in the response.

Live Specification Test Values

Condition Outcome

compute pool identifier = 1 Disable burst

compute pool identifier = 2 Error: Not bursting
compute pool identifier> 2 and < 99 Error: Feature disabled
compute pool identifier = 99 Error: Unauthorized
Request

POST http://{Terremark URI}/cloudapi/ecloud/computePools/{compute pool
identifier}/action/disableMemoryBurst

EXAMPLE
POST http://services.enterprisecloud.terremark.com/cloudapi/ecloud/computePools/1/ ..
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action/disableMemoryBurst

Body

none

Response

HTTP/1.1 202 Accepted
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.task
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<Task href="/cloudapi/ecloud/tasks/{task identifier}" type="application/vnd.tmrk.cloud.task"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Operation>Disable Memory Burst</Operation>
<Status>{Queued | Running | Complete | Error}</Status>

<ImpactedItem href="{URL of item acted upon}" name="{name of item acted upon} type="{type of item
acted upon}"/>

<StartTime>{time action started}</StartTime>

<CompletedTime>{time action completed}</CompletedTime> <!-- Not present on Queued or Running -->
<Notes>{notes on action}</Notes>

<ErrorMessage>{error message}</ErrorMessage>

<InitiatedBy href="/cloudapi/ecloud/admin/users/{user identifier}" name="{{user email local
part}@{user email domain part} | {API user family name}, {API user given name}}"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

EXAMPLE

HTTP/1.1 202 Accepted
Content-Length: 454
Content-Type: application/vnd.tmrk.cloud.task
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Tue, 31 May 2011 14:00:02 GMT

<Task href="/cloudapi/ecloud/tasks/1" type="application/vnd.tmrk.cloud.task"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Operation>Disable Memory Burst</Operation>
<Status>Queued</Status>

<ImpactedItem href="/cloudapi/ecloud/computePools/1"
type="application/vnd.tmrk.cloud.computePool"/>

<StartTime>2011-05-31T14:00:02.5888241Z</StartTime>
<Notes>Some notes about the operation.</Notes>

<InitiatedBy href="/cloudapi/ecloud/admin/users/1" name="User 1"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>
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Return to 7.7 Resource.

Return to 7 Application Programming Interface Reference Guide.

7.8 Template
7.8.1 LG A =T 0 T o] =) =PSRN 379
7.8.2 GEt TEMPIALES DY ID ceeeeiiiiee ettt e e et e e s st ee e e s sbeae e s sbeeeesebeaeeesbeeeeenans 381

Advance to 7.9 Virtual Machine.
This section contains the calls for the Templates entity.
Return to 7 Application Programming Interface Reference Guide.

7.8.1  Get Templates
The Get Templates call returns information regarding templates defined in a compute pool.

Request
GET http://{Terremark URI}/cloudapi/ecloud/templates/computePools/{compute pool identifier}

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/templates/computePools/1

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.template; type=collection
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<Templates href="/cloudapi/ecloud/templates/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.template; type=collection”
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

</Links>
<Families>
<Family>
<Name>{template operating system family}</Name>

<Categories>
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<Category>
<Name>{template category}</Name>
<OperatingSystems>
<OperatingSystem>
<Name>{operating system name}</Name>
<Templates>

<Template href="/cloudapi/ecloud/templates/{template identifier}/computePools/{compute
pool identifier}" name="{template name}" type="application/vnd.tmrk.cloud.template"/>

</Templates>

</OperatingSystem>

</OperatingSystems>
</Category>

</Categories>

</Family>

</Families>

</Templates>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 727
Content-Type: application/vnd.tmrk.cloud.template; type=collection
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Thu, 02 Jun 2011 18:48:42 GMT

<Templates href="/cloudapi/ecloud/templates/computePools/1"
type="application/vnd.tmrk.cloud.template; type=collection"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/1" type="application/vnd.tmrk.cloud.computePool”
rel="up"/>

</Links>
<Families>
<Family>
<Name>Windows Templates</Name>
<Categories>
<Category>

<Name>Win</Name>
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<OperatingSystems>
<OperatingSystem>
<Name>Windows</Name>
<Templates>

<Template href="/cloudapi/ecloud/templates/1/computePools/1" name="Win 32 bit"
type="application/vnd.tmrk.cloud.template"/>

<Template href="/cloudapi/ecloud/templates/2/computePools/1" name="Win 64 bit"
type="application/vnd.tmrk.cloud.template"/>

</Templates>
</OperatingSystem>
</OperatingSystems>
</Category>
</Categories>
</Family>
</Families>

</Templates>

Return to 7.8 Template.

Return to 7 Application Programming Interface Reference Guide.

7.8.2  Get Templates by ID
The Get Templates by ID call returns information regarding a specified template defined in a compute pool.

<LicensedSoftware> is not present on templates without licensing costs.

Request

GET http://{Terremark URI}/cloudapi/ecloud/templates/{template identifier}/computePools/{compute pool
identifier}

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/templates/2/computePools/1

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.template
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<Template href="/cloudapi/ecloud/templates/{template identifier}/computePools/{compute pool
identifier}" name="{template name}" type="application/vnd.tmrk.cloud.template"

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131 Version 2012-06-01 Revision 1
terremark.com Page | 381



e
v terremark

a Verizon Company

xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">
<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

</Links>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/{operating system short
name}/computePools/{compute pool identifier}" name="{operating system name}"
type="application/vnd.tmrk.cloud.operatingSystem"/>

<Description>{textual description}</Description>
<Storage>
<Size>
<Unit>{unit of storage value}</Unit>
<Value>{storage size}</Value>
</Size>
<HourlyCost>{hourly cost}</HourlyCost>
</Storage>
<NetworkAdapters>{count of network adapters}</NetworkAdapters>
<Customization>
<Type>{operating system family}</Type>
<CanPowerOn>{true | false}</CanPoweroOn>
<PasswordRequired>{true | false}</PasswordRequired>
<SshKeyRequired>{true | false}</SshKeyRequired>
</Customization>
<LicensedSoftware>
<LicenseProvider>{service provider}</LicenseProvider>
<HourlylLicensedSoftware>
<Software>
<Description>{textual description}</Description>
<ProcessorCountPerUnit>{processor count of software license}</ProcessorCountPerUnit>
<CostPerUnit>{cost per unit of software license}</CostPerUnit>
</Software>
</HourlylLicensedSoftware>
<MonthlylLicensedSoftware>
<Software>
<Description>{textual description}</Description>
<ProcessorCountPerUnit>{processor count of software license}</ProcessorCountPerUnit>
<CostPerUnit>{cost per unit of software license}</CostPerUnit>

</Software>
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</MonthlylLicensedSoftware>

</LicensedSoftware>

</Template>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 766
Content-Type: application/vnd.tmrk.cloud.template
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Tue, 21 Jun 2011 14:44:32 GMT

<Template href="/cloudapi/ecloud/templates/2/computePools/1" name="Template 2"
type="application/vnd.tmrk.cloud.template” xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/1" type="application/vnd.tmrk.cloud.computePool"
rel="up"/>

</Links>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/linux/computePools/1" name="Linux"
type="application/vnd.tmrk.cloud.operatingSystem"/>

<Description>Templ. description</Description>
<Storage>
<Size>
<Unit>GB</Unit>
<Value>20</Value>
</Size>
<HourlyCost>@</HourlyCost>
</Storage>
<NetworkAdapters>1</NetworkAdapters>
<Customization>
<Type>Linux</Type>
<CanPowerOn>true</CanPowerOn>
<PasswordRequired>false</PasswordRequired>
<SshKeyRequired>true</SshKeyRequired>
</Customization>

</Template>

Return to 7.8 Template.

Return to 7 Application Programming Interface Reference Guide.
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7.9 Virtual Machine
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Action Virtual Machines TOOIS UNMOUNT.........ouvviiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeee e eeeeeeeeeeeeeeeeeeeeereeseeeeee 500

Advance to 7.10 Operating System Family / Operating System.

This section contains the calls for the Virtual Machine entity.

Return to 7 Application Programming Interface Reference Guide.

7.9.12  Get Virtual Machines

The Get Virtual Machines call returns information regarding virtual machines defined in a compute pool.

<Status> refers to the status of the virtual machine. Permitted values are:

o NotDeployed — host has been defined but not deployed.

e Deployed — host is defined and deployed; available for service.

e Orphaned — an attempt was made to create the host but failed.

e TaskInProgress — the host has been defined and creation is in progress.

e CopylnProgress — the host is to be a copy of an existing host and the copy is in progress.

Note: A virtual machine with <Status> of Orphaned will contain only <Links>, <Actions>, <Tasks>, and <Status>.

<ProcessorCount> refers to the number of processors in the virtual machine. Permitted values are: 1, 2, 4, or 8.

<ToolsStatus> refers to VMware Tools. Permitted values are:

e Notlnstalled - VMware Tools are not installed on the virtual machine.

¢ NotRunning — VMware Tools are installed on the virtual machine but are not running.

e OutOfDate — VMware Tools are installed and running on the virtual machine but are not the current

version.

e Current — VMware Tools are installed on the virtual machine, are running, and are the current version.

Live Specification Test Values

Condition

Outcome

virtual machine identifier mod 2 =0

Linux configuration (SSH key required)

virtual machine identifier mod 2 1= 0

Windows configuration (password required)

virtual machine identifier = not(38 or 46)

Operating system Asian Linux

virtual machine identifier = 38

Operating system Windows 7

virtual machine identifier = 46

Operating system DOS

virtual machine identifier = 1 or not (mod 10 = 0 or mod
5=00ormod4=00ormod3=0)

Virtual machine status Deployed

virtual machine identifier mod 10 =0

Virtual machine status orphaned

virtual machine identifier mod 5 =0

Virtual machine status CopyInProgress

virtual machine identifier mod 4 =0

Virtual machine status NotDeployed
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Condition

Outcome

virtual machine identifier mod 3 =0

Virtual machine status TaskInProgress

virtual machine identifier mod4=00ormod 10=0

Powered off

virtual machine identifier mod 7 =0

Has tasks running

virtual machine identifier = 1 or not (mod 5 =0 or mod
4=00rmod3=0)

VMware Tools status Current

virtual machine identifier mod 5=0

VMware Tools status NotInstalled

virtual machine identifier mod 4 =0

VMware Tools status NotRunning

virtual machine identifier mod 3 =0

VMware Tools status outofDate

virtual machine identifier mod 4 =0

VMware Tools media Mounted

Request

GET http://{Terremark URI}/cloudapi/ecloud/virtualMachines/computePools/{compute pool identifier}

EXAMPLE

GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/virtualMachines/computePools/1

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}

Content-Type: application/vnd.tmrk.cloud.virtualMachine; type=collection

x-tmrk-token: {token}
Date: {timestamp of response}

<VirtualMachines href="/cloudapi/ecloud/virtualMachines/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.virtualMachine; type=collection"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}" name="Compute Pool 1"
type="application/vnd.tmrk.cloud.computePool"” rel="up"/>

</Links>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}" name="{virtual
machine name}" type="application/vnd.tmrk.cloud.virtualMachine">

<Status>{NotDeployed | Deployed | Orphaned | TaskInProgress | CopyInProgress}</Status>

<ProcessorCount>{1 | 2 | 4 | 8}</ProcessorCount>

<Memory>
<Unit>{unit of memory value}</Unit>
<Value>{memory size}</Value>
</Memory>

<Storage>
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<Unit>{unit of storage value}</Unit>
<Value>{storage size}</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/{operating system short
name}/computePools/{compute pool identifier}" name="{operating system name}"
type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>{true | false}</PoweredOn>
<ToolsStatus>{NotInstalled | NotRunning | OutOfDate | Current}</ToolsStatus>

</VirtualMachine>

</VirtualMachines>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 3441
Content-Type: application/vnd.tmrk.cloud.virtualMachine; type=collection
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Wed, 02 Nov 2011 16:26:06 GMT

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/computePools/1"
type="application/vnd.tmrk.cloud.virtualMachine; type=collection"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/1" name="Compute Pool 1"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

</Links>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/1" name="VM1"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>NotDeployed</Status>
<ProcessorCount>2</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>1024</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>120</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/win2003ent/computePools/1" name="Windows
2003 Enterprise Edition" type="application/vnd.tmrk.cloud.operatingSystem"/>

</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/2" name="VM2"
type="application/vnd.tmrk.cloud.virtualMachine">
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<Status>Deployed</Status>
<ProcessorCount>4</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>2048</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>10</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/rhel32/computePools/1" name="Red Hat
Linux 32 Bit" type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>true</PoweredOn>
<ToolsStatus>NotRunning</ToolsStatus>
</VirtualMachine>

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/3" name="VM3"
type="application/vnd.tmrk.cloud.virtualMachine">

<Status>CopyInProgress</Status>
<ProcessorCount>4</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>2048</Value>
</Memory>
<Storage>
<Unit>GB</Unit>
<Value>10</Value>
</Storage>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/rhel32/computePools/1" name="Red Hat
Linux 32 Bit" type="application/vnd.tmrk.cloud.operatingSystem"/>

<PoweredOn>false</PoweredOn>
<ToolsStatus>NotRunning</ToolsStatus>
</VirtualMachine>

</VirtualMachines>

Return to 7.9 Virtual Machine.

Return to 7 Application Programming Interface Reference Guide.
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7.9.2 Get Virtual Machines by ID
The Get Virtual Machines by ID call returns information regarding a specified virtual machine defined in an
environment.

<Tasks> refers to tasks regarding the virtual machine. Only the most recent tasks, up to twenty, are returned. Use
the href to retrieve the complete list of tasks.

<CompletedTime> is not present on tasks Queued or Running.

<TotalCount> refers to the total number of tasks regarding this entity.
<NetworkHosts> provides a fast path to the utilization of the virtual machine.
<Status> refers to the status of the virtual machine. Permitted values are:

o NotDeployed — host has been defined but not deployed.

o Deployed — host is defined and deployed; available for service.

e Orphaned — an attempt was made to create the host but failed.

e TaskInProgress — the host has been defined and creation is in progress.

e CopylnProgress — the host is to be a copy of an existing host and the copy is in progress.

Note: A virtual machine with <Status> of orphaned will contain only <Links>, <Actions>, <Tasks>, and <Status>.
<ProcessorCount> refers to the number of processors in the virtual machine. Permitted values are: 1, 2, 4, or 8.
<NetworkType> permitted values are:

e Dmz (Demilitarized zone) — network on which servers are behind the firewall but permit access from the
public Internet.

e Internal — network on which access to the servers for such reasons as administration and backup are
performed but isolated from the public Internet.

<ToolsStatus> refers to VMware Tools. Permitted values are:

¢ Notinstalled — VMware Tools are not installed on the virtual machine.

e NotRunning — VMware Tools are installed on the virtual machine but are not running.

e OutOfDate — VMware Tools are installed and running on the virtual machine but are not the current
version.

e Current — VMware Tools are installed on the virtual machine, are running, and are the current version.
<MediaStatus> is the status of the VMware Tools media; permitted values are:
e Unmounted — No media is mounted on the virtual machine.

e |IsoMounted — Media is with an ISO image is mounted on the virtual machine.
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¢ VMwareToolsMounted — VMware Tools media is mounted on the virtual machine.

<DetectedIpAddresses> are IP addresses detected on the virtual machine but not assigned to the virtual machine in
the Enterprise Cloud.

<PendingRetryOperation ...> will appear only if an operation is pending a retry after failing. The href and type will
have values appropriate to only one of the possible pending operations:

® <PendingRetryOperation href="/cloudapi/ecloud/detachDiskRetryOperations/virtualMachines/{virtual
machine identifier}" type="application/vnd.tmrk.cloud.detachDiskRetryOperation">

® <PendingRetryOperation href="/cloudapi/ecloud/attachDiskRetryOperations/virtualMachines/{virtual
machine identifier}" type="application/vnd.tmrk.cloud.attachDiskRetryOperation">

Live Specification Test Values

Condition Outcome

virtual machine identifier mod 2 =0 Linux configuration (SSH key required)
virtual machine identifier mod 2 |=0 Windows configuration (password required)
virtual machine identifier = not(38 or 46) Operating system Asian Linux

virtual machine identifier = 38 Operating system Windows 7

virtual machine identifier = 46 Operating system DOS

virtual machine identifier = 1 or not (mod 10 =0 or mod | Virtual machine status Deployed
5=00ormod4=00ormod3=0)

virtual machine identifier mod 10=0 Virtual machine status orphaned
virtual machine identifier mod 5=0 Virtual machine status CopyInProgress
virtual machine identifier mod 4 =0 Virtual machine status NotDeployed
virtual machine identifier mod 3 =0 Virtual machine status TaskInProgress
virtual machine identifier mod 4 =0 or mod 10=0 Powered off

virtual machine identifier mod 7 =0 Has tasks running

virtual machine identifier = 1 or not (mod 5 =0 or mod VMware Tools status Current
4=00rmod3=0)

virtual machine identifier mod 5=0 VMware Tools status NotInstalled
virtual machine identifier mod 4 =0 VMware Tools status NotRunning
virtual machine identifier mod 3 =0 VMware Tools status outofDate
virtual machine identifier mod 4 =0 VMware Tools media Mounted
virtual machine identifier = 11 Retry operation pending

Request

GET http://{Terremark URI}/cloudapi/ecloud/virtualMachines/{virtual machine identifier}

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/virtualMachines/1
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Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.virtualMachine
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}" name="{virtual
machine name}" type="application/vnd.tmrk.cloud.virtualMachine"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool"” rel="up"/>

<Link href="/cloudapi/ecloud/environments/{environment identifier}" name="{environment name}"
type="application/vnd.tmrk.cloud.environment" rel="up"/>

<Link href="/cloudapi/ecloud/tasks/virtualMachines/{virtual machine identifier}"
type="application/vnd.tmrk.cloud.task; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/guest/processes”
type="application/vnd.tmrk.cloud.guest.process; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/configurationOptions"
type="application/vnd.tmrk.cloud.virtualMachineConfigurationOptions" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/guest/action/files"
type="application/octet-stream" rel="down"/>

</Links>
<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}" name="edit"
type="application/vnd.tmrk.cloud.virtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/move" name="move"
type="application/vnd.tmrk.cloud.moveLayoutRequest"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}" name="remove"
actionDisabled="{noAccess | disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/export"
name="export" type="application/vnd.tmrk.cloud.exportVirtualMachine" actionDisabled="{noAccess
disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/powerOff"
name="power:powerOff"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/reboot"
name="power:reboot"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/shutdown"
name="power:shutdown"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/powerOn"
name="power:powerOn" actionDisabled="{noAccess | disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/tools/action/mount"
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name="tools:mount"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/tools/action/unmount"
name="tools:unmount" actionDisabled="{noAccess | disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/guest/action/createProcess" name="createGuestProcess"
type="application/vnd.tmrk.cloud.guest.process"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/guest/action/files"
name="createFile" type="application/octet-stream"/>

</Actions>

<Tasks href="/cloudapi/ecloud/tasks/virtualMachines/{virtual machine identifier}"
type="application/vnd.tmrk.cloud.task; type=collection"> <!-- only most recent task -->

<Task href="/cloudapi/ecloud/tasks/{task identifier}" type="application/vnd.tmrk.cloud.task">
<Operation>{name of action performed}</Operation>
<Status>{Queued | Running | Complete | Error}</Status>

<ImpactedItem href="{URL of item acted upon}" name="{name of item acted upon} type="{type of
item acted upon}"/>

<StartTime>{time action started}</StartTime>

<CompletedTime>{time action completed}</CompletedTime> <!-- Not present on Queued or Running -->
<Notes>{notes on action}</Notes>

<ErrorMessage>{error message}</ErrorMessage>

<InitiatedBy href="/cloudapi/ecloud/admin/users/{user identifier}" name="{{user email local
part}@{user email domain part} | {API user family name}, {API user given name}}"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<TotalCount>{total number of tasks}</TotalCount>
</Tasks>
<Description>{textual description}</Description>
<Tags>

<Tag>{user-defined tag}</Tag>

</Tags>
<Layout>

<Row href="/cloudapi/ecloud/layoutRows/{row identifier}" name="{row name}"
type="application/vnd.tmrk.cloud.layoutRow"/>

<Group href="/cloudapi/ecloud/layoutGroups/{group identifier}" name="{group name}"
type="application/vnd.tmrk.cloud.layoutGroup"/>

</Layout>

<NetworkHost href="/cloudapi/ecloud/networkHosts/{network host identifier}" name="{network host
name}" type="application/vnd.tmrk.cloud.networkHost"/>

<Status>{NotDeployed | Deployed | Orphaned | TaskInProgress | CopyInProgress}</Status>
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<PoweredOn>{true | false}</PoweredOn>

<HardwareConfiguration href="/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/hardwareConfiguration"” type="application/vnd.tmrk.cloud.virtualMachineHardware">

<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/hardwareConfiguration"
name="edit" type="application/vnd.tmrk.cloud.virtualMachineHardware"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/hardwareConfiguration/disks/actions/detach” name="detachDisks"
type="application/vnd.tmrk.cloud.detachDisks" actionDisabled="{noAccess | disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/hardwareConfiguration/disks/actions/attach” name="attachDisks"
type="application/vnd.tmrk.cloud.attachDisks" actionDisabled="{noAccess | disabled}"/>

</Actions>

<ProcessorCount>{1 | 2 | 4 | 8}</ProcessorCount>
<Memory>
<Unit>{unit of memory value}</Unit>
<Value>{memory size}</Value>
</Memory>
<Disks>
<Disk>
<Index>{disk index}</Index>
<Size>
<Unit>{unit of disk size value}</Unit>
<Value>{disk size}</Value>
</Size>
<Name>{disk name}</Name>

</Disk>

</Disks>
<Nics>

<Nic>

<UnitNumber>{network interface card number}</UnitNumber>

<Name>{network interface card name}</Name>
<MacAddress>{network interface card MAC address}</MacAddress>

<Network href="/cloudapi/ecloud/networks/{network identifier}" name="{network address}/{network
prefix length}" type="application/vnd.tmrk.cloud.network">

<NetworkType>{Dmz | Internal}</NetworkType>
</Network>

</Nic>

Terremark Worldwide, Inc. One Biscayne Tower, 2 South Biscayne Blvd. Ste 2900 Miami, FL 33131

Version 2012-06-01 Revision 1
terremark.com

Page | 393



e
v terremark

a Verizon Company

</Nics>
</HardwareConfiguration>
<IpAddresses>

<AssignedIpAddresses href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/assignedIps"
type="application/vnd.tmrk.cloud.virtualMachineAssignedIps">

<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/assignedIps"
name="edit" type="application/vnd.tmrk.cloud.virtualMachineAssignedIps"/>

</Actions>
<Networks>

<Network href="/cloudapi/ecloud/networks/{network identifier}" name="{network address}/{network
prefix length}" type="application/vnd.tmrk.cloud.network">

<IpAddresses>

<IpAddress>{assigned IP address}</IpAddress>

</IpAddresses>

</Network>

</Networks>
</AssignedIpAddresses>
<DetectedIpAddresses>
<IpAddress>{detected IP address}</IpAddress>

</DetectedIpAddresses>
</IpAddresses>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/{operating system short
name}/computePools/{compute pool identifier}" name="{operating system name}"
type="application/vnd.tmrk.cloud.operatingSystem"/>

<ToolsStatus>{NotInstalled | NotRunning | OutOfDate | Current}</ToolsStatus>
<MediaStatus>{Unmounted | IsoMounted | VmwareToolsMounted}</MediaStatus>
<CustomizationPending>{true | false}</CustomizationPending>

<PendingRetryOperation href="/cloudapi/ecloud/{detachDiskRetryOperations |
attachDiskRetryOperations}/virtualMachines/{virtual machine identifier}"
type="application/vnd.tmrk.cloud.{detachDiskRetryOperation | attachDiskRetryOperation}">

</VirtualMachine>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 3441
Content-Type: application/vnd.tmrk.cloud.virtualMachine
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x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Tue, 31 May 2011 17:35:21 GMT

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/1" name="Virtual Machine 1"
type="application/vnd.tmrk.cloud.virtualMachine" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/1" name="Compute Pool 1"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

<Link href="/cloudapi/ecloud/environments/1" name="Environment 1"
type="application/vnd.tmrk.cloud.environment" rel="up"/>

<Link href="/cloudapi/ecloud/tasks/virtualMachines/1" type="application/vnd.tmrk.cloud.task;
type=collection"” rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/1/guest/processes"”
type="application/vnd.tmrk.cloud.guest.process; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/1/configurationOptions"
type="application/vnd.tmrk.cloud.virtualMachineConfigurationOptions" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/1/guest/action/files" type="application/octet-stream"
rel="down"/>

</Links>
<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/1" name="edit"
type="application/vnd.tmrk.cloud.virtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/action/move" name="move"
type="application/vnd.tmrk.cloud.movelLayoutRequest"/>

<Action href="/cloudapi/ecloud/virtualMachines/1" name="remove" actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/action/export" name="export"
type="application/vnd.tmrk.cloud.exportVirtualMachine" actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/action/powerOff" name="power:powerOff"/>
<Action href="/cloudapi/ecloud/virtualMachines/1/action/reboot" name="power:reboot"/>
<Action href="/cloudapi/ecloud/virtualMachines/1/action/shutdown"” name="power:shutdown"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/action/powerOn" name="power:poweroOn"
actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/tools/action/mount” name="tools:mount"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/tools/action/unmount” name="tools:unmount"
actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/guest/action/createProcess"
name="createGuestProcess" type="application/vnd.tmrk.cloud.guest.process"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/guest/action/files" name="createFile"
type="application/octet-stream"/>

</Actions>

<Tasks href="/cloudapi/ecloud/tasks/virtualMachines/1" type="application/vnd.tmrk.cloud.task;
type=collection">
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<Task href="/cloudapi/ecloud/tasks/1" type="application/vnd.tmrk.cloud.task">
<Operation>CreateVirtualMachine</Operation>
<Status>Complete</Status>

<ImpactedItem href="/cloudapi/ecloud/virtualMachines/computePools/1/action/createVirtualMachine"
name="VirtualMachinel" type="application/vnd.tmrk.cloud.createVirtualMachine"/>

<StartTime>2011-06-21T15:00:32.357</StartTime>
<CompletedTime>2011-06-21T15:02:32.357</CompletedTime>
<Notes>Some notes about the operation.</Notes>

<InitiatedBy href="/cloudapi/ecloud/admin/users/1" name="User 1"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>
<TotalCount>40</TotalCount>
</Tasks>
<Description>This is my VM</Description>
<Tags>
<Tag>Tag 1</Tag>
<Tag>Tag 2</Tag>
</Tags>
<Layout>

<Row href="/cloudapi/ecloud/layoutRows/1" name="Web Tier"
type="application/vnd.tmrk.cloud.layoutRow"/>

<Group href="/cloudapi/ecloud/layoutGroups/1" name="Web Servers"
type="application/vnd.tmrk.cloud.layoutGroup"/>

</Layout>

<NetworkHost href="/cloudapi/ecloud/networkHosts/1" name="VirtualMachinel"
type="application/vnd.tmrk.cloud.networkHost"/>

<Status>Deployed</Status>
<PoweredOn>true</PoweredOn>

<HardwareConfiguration href="/cloudapi/ecloud/virtualMachines/1/hardwareConfiguration”
type="application/vnd.tmrk.cloud.virtualMachineHardware">

<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/1/hardwareConfiguration” name="edit"
type="application/vnd.tmrk.cloud.virtualMachineHardware"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/hardwareConfiguration/disks/actions/detach"
name="detachDisks" type="application/vnd.tmrk.cloud.detachDisks" actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/hardwareConfiguration/disks/actions/attach"
name="attachDisks" type="application/vnd.tmrk.cloud.attachDisks" actionDisabled="disabled"/>

</Actions>
<ProcessorCount>2</ProcessorCount>

<Memory>
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<Unit>MB</Unit>
<Value>1024</Value>
</Memory>
<Disks>
<Disk>
<Index>0</Index>
<Size>
<Unit>GB</Unit>
<Value>2</Value>
</Size>
<Name>Disk 1</Name>
</Disk>
<Disk>
<Index>1</Index>
<Size>
<Unit>GB</Unit>
<Value>10</Value>
</Size>
<Name>Disk 2</Name>
</Disk>
</Disks>
<Nics>
<Nic>
<UnitNumber>0</UnitNumber>
<Name>Network Adapterl</Name>
<MacAddress>00:00:00:00:00:00:01</MacAddress>

<Network href="/cloudapi/ecloud/networks/1" name="10.0.4.32/27"
type="application/vnd.tmrk.cloud.network">

<NetworkType>Dmz</NetworkType>
</Network>
</Nic>
<Nic>
<UnitNumber>1</UnitNumber>
<Name>Network Adapter2</Name>
<MacAddress>00:00:00:00:00:00:02</MacAddress>

<Network href="/cloudapi/ecloud/networks/1" name="10.0.4.32/27"
type="application/vnd.tmrk.cloud.network">

<NetworkType>Dmz</NetworkType>
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</Network>
</Nic>
</Nics>
</HardwareConfiguration>
<IpAddresses>

<AssignedIpAddresses href="/cloudapi/ecloud/virtualMachines/1/assignedIps"”
type="application/vnd.tmrk.cloud.virtualMachineAssignedIps">

<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/1/assignedIps" name="edit"
type="application/vnd.tmrk.cloud.virtualMachineAssignedIps"/>

</Actions>
<Networks>

<Network href="/cloudapi/ecloud/networks/1" name="10.0.4.32/27"
type="application/vnd.tmrk.cloud.network">

<IpAddresses>
<IpAddress>10.0.4.34</IpAddress>
<IpAddress>10.0.4.37</IpAddress>
</IpAddresses>
</Network>
</Networks>
</AssignedIpAddresses>
<DetectedIpAddresses>
<IpAddress>10.0.4.34</IpAddress>
<IpAddress>10.0.4.37</IpAddress>
<IpAddress>10.0.4.38</IpAddress>
</DetectedIpAddresses>
</IpAddresses>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/Asianux32bit/computePools/1" name="Asianux
32-bit" type="application/vnd.tmrk.cloud.operatingSystem"/>

<ToolsStatus>Current</ToolsStatus>
<MediaStatus>Unmounted</MediaStatus>
<CustomizationPending>false</CustomizationPending>

</VirtualMachine>

Return to 7.9 Virtual Machine.
Return to 7 Application Programming Interface Reference Guide.

7.9.3 Get Virtual Machines Hardware Configuration
The Get Virtual Machines Hardware Configuration call returns information regarding the hardware configuration of

a specified virtual machine in a compute pool.
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<ProcessorCount> refers to the number of processors in the virtual machine. Permitted values are: 1, 2, 4, or 8.
<NetworkType> permitted values are:

o Dmz (Demilitarized zone) — network on which servers are behind the firewall but permit access from the
public Internet.

e Internal — network on which access to the servers for such reasons as administration and backup are
performed but isolated from the public Internet.

Live Specification Test Values

Condition Outcome

virtual machine identifier mod 2 =0 Linux configuration (SSH key required)
virtual machine identifier mod 2 |=0 Windows configuration (password required)
Request

GET http://{Terremark URI}/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/hardwareConfiguration

EXAMPLE

GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/virtualMachines/1/ ..
hardwareConfiguration

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.virtualMachineHardware
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<HardwareConfiguration href="/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/hardwareConfiguration" type="application/vnd.tmrk.cloud.virtualMachineHardware"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/hardwareConfiguration"
name="edit" type="application/vnd.tmrk.cloud.virtualMachineHardware"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/hardwareConfiguration/disks/actions/detach"” name="detachDisks"
type="application/vnd.tmrk.cloud.detachDisks" actionDisabled="{noAccess | disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/hardwareConfiguration/disks/actions/attach" name="attachDisks"
type="application/vnd.tmrk.cloud.attachDisks" actionDisabled="{noAccess | disabled}"/>

</Actions>
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<ProcessorCount>{1 | 2 | 4 | 8}</ProcessorCount>
<Memory>
<Unit>{unit of memory value}</Unit>
<Value>{memory size}</Value>
</Memory>
<Disks>
<Disk>
<Index>{disk index}</Index>
<Size>
<Unit>{unit of disk size value}</Unit>
<Value>{disk size}</Value>
</Size>
<Name>{disk name}</Name>

</Disk>

</Disks>
<Nics>
<Nic>
<UnitNumber>{network interface card number}</UnitNumber>
<Name>{network interface card name}</Name>
<MacAddress>{network interface card MAC address}</MacAddress>

<Network href="/cloudapi/ecloud/networks/{network identifier}" name="{network address}/{network
prefix length}" type="application/vnd.tmrk.cloud.network">

<NetworkType>{Dmz | Internal}</NetworkType>
</Network>

</Nic>

</Nics>

</HardwareConfiguration>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 1126
Content-Type: application/vnd.tmrk.cloud.virtualMachineHardware
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Thu, 02 Jun 2011 16:41:50 GMT

<HardwareConfiguration href="/cloudapi/ecloud/virtualMachines/1/hardwareConfiguration”
type="application/vnd.tmrk.cloud.virtualMachineHardware" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
instance">
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<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/1/hardwareConfiguration” name="edit"
type="application/vnd.tmrk.cloud.virtualMachineHardware"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/hardwareConfiguration/disks/actions/detach"
name="detachDisks" type="application/vnd.tmrk.cloud.detachDisks" actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/hardwareConfiguration/disks/actions/attach"
name="attachDisks" type="application/vnd.tmrk.cloud.attachDisks" actionDisabled="disabled"/>

</Actions>
<ProcessorCount>2</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>1024</Value>
</Memory>
<Disks>
<Disk>
<Index>0</Index>
<Size>
<Unit>GB</Unit>
<Value>2</Value>
</Size>
<Name>Disk 1</Name>
</Disk>
<Disk>
<Index>1</Index>
<Size>
<Unit>GB</Unit>
<Value>10</Value>
</Size>
<Name>Disk 2</Name>
</Disk>
</Disks>
<Nics>
<Nic>
<UnitNumber>0</UnitNumber>
<Name>Network Adapterl</Name>
<MacAddress>00:00:00:00:00:00:01</MacAddress>

<Network href="/cloudapi/ecloud/networks/1" name="10.0.4.32/27"
type="application/vnd.tmrk.cloud.network">
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<NetworkType>Dmz</NetworkType>
</Network>
</Nic>
<Nic>
<UnitNumber>1</UnitNumber>
<Name>Network Adapter2</Name>
<MacAddress>00:00:00:00:00:00:02</MacAddress>

<Network href="/cloudapi/ecloud/networks/1" name="10.0.4.32/27"
type="application/vnd.tmrk.cloud.network">

<NetworkType>Dmz</NetworkType>
</Network>
</Nic>
</Nics>

</HardwareConfiguration>

Return to 7.9 Virtual Machine.
Return to 7 Application Programming Interface Reference Guide.

7.9.4 Get Virtual Machines Configuration Options
The Get Virtual Machines Configuration Options call returns information regarding the configuration options of a
specified virtual machine in a compute pool.

<ProcessorCount> refers to the number of processors in the virtual machine. Permitted values are: 1, 2, 4, or 8.
<NetworkType> permitted values are:

e Dmz (Demilitarized zone) — network on which servers are behind the firewall but permit access from the
public Internet.

e Internal — network on which access to the servers for such reasons as administration and backup are
performed but isolated from the public Internet.

Live Specification Test Values

Condition Outcome

virtual machine identifier mod 2=0 Linux configuration (SSH key required)
virtual machine identifier mod 2 1=0 Windows configuration (password required)
Request

GET http://{Terremark URI}/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/configurationOptions
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EXAMPLE

GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/virtualMachines/1/ ..
configurationOptions

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.virtualMachineConfigurationOptions
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<VirtualMachineConfigurationOptions href="/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/configurationOptions™
type="application/vnd.tmrk.cloud.virtualMachineConfigurationOptions"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Disk>
<Minimum>{minimum disks permitted}</Minimum>
<Maximum>{maximum disks permitted}</Maximum>
<SystemDisk>
<ResourceCapacityRange>
<MinimumSize>
<Unit>{unit of minimum size value}</Unit>
<Value>{minimum size}</Value>
</MinimumSize>
<MaximumSize>
<Unit>{unit of maximum size value}</Unit>
<Value>{maximum size}</Value>
</MaximumSize>
<StepFactor>
<Unit>{unit of step factor value}</Unit>
<Value>{step factor size}</Value>
</StepFactor>
</ResourceCapacityRange>
<MonthlyCost>{monthly cost}</MonthlyCost>
</SystemDisk>
<DataDisk>
<ResourceCapacityRange>

<MinimumSize>
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<Unit>{unit of minimum size value}</Unit>
<Value>{minimum size}</Value>
</MinimumSize>
<MaximumSize>
<Unit>{unit of maximum size value}</Unit>
<Value>{maximum size}</Value>
</MaximumSize>
<StepFactor>
<Unit>{unit of step factor value}</Unit>
<Value>{step factor size}</Value>
</StepFactor>
</ResourceCapacityRange>
<MonthlyCost>{monthly cost}</MonthlyCost>
</DataDisk>
</Disk>
<Customization>
<Type>{operating system family}</Type>
<CanPowerOn>{true | false}</CanPoweroOn>
<PasswordRequired>{true | false}</PasswordRequired>
<SshKeyRequired>{true | false}</SshKeyRequired>
</Customization>

</VirtualMachineConfigurationOptions>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 1012
Content-Type: application/vnd.tmrk.cloud.virtualMachineConfigurationOptions
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Tue, 21 Jun 2011 15:07:16 GMT

<VirtualMachineConfigurationOptions href="/cloudapi/ecloud/virtualMachines/1/configurationOptions™
type="application/vnd.tmrk.cloud.virtualMachineConfigurationOptions"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Disk>
<Minimum>1</Minimum>
<Maximum>15</Maximum>
<SystemDisk>
<ResourceCapacityRange>
<MinimumSize>

<Unit>GB</Unit>
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<Value>1</Value>
</MinimumSize>
<MaximumSize>
<Unit>GB</Unit>
<Value>30</Value>
</MaximumSize>
<StepFactor>
<Unit>GB</Unit>
<Value>1</Value>
</StepFactor>
</ResourceCapacityRange>
<MonthlyCost>0</MonthlyCost>
</SystemDisk>
<DataDisk>
<ResourceCapacityRange>
<MinimumSize>
<Unit>GB</Unit>
<Value>25</Value>
</MinimumSize>
<MaximumSize>
<Unit>GB</Unit>
<Value>500</Value>
</MaximumSize>
<StepFactor>
<Unit>GB</Unit>
<Value>5</Value>
</StepFactor>
</ResourceCapacityRange>
<MonthlyCost>0</MonthlyCost>
</DataDisk>
</Disk>
<Customization>
<Type>Windows</Type>
<CanPowerOn>true</CanPowerOn>
<PasswordRequired>true</PasswordRequired>
<SshKeyRequired>false</SshKeyRequired>

</Customization>
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</VirtualMachineConfigurationOptions>

Return to 7.9 Virtual Machine.
Return to 7 Application Programming Interface Reference Guide.

7.9.5 Get Virtual Machines Assigned IP Addresses
The Get Virtual Machines Assigned IP Addresses call returns information regarding the IP addresses assigned to a
specified virtual machine in a compute pool.

Request
GET http://{Terremark URI}/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/assignedIps

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/virtualMachines/1/assignedIps

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.virtualMachineAssignedIps
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<AssignedIpAddresses href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/assignedIps"
type="application/vnd.tmrk.cloud.virtualMachineAssignedIps"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/assignedIps" name="edit"
type="application/vnd.tmrk.cloud.virtualMachineAssignedIps"/>

</Actions>
<Networks>

<Network href="/cloudapi/ecloud/networks/{network identifier}" name="{network address}/{network
prefix length}" type="application/vnd.tmrk.cloud.network">

<IpAddresses>

<IpAddress>{assigned IP address}</IpAddress>

</IpAddresses>

</Network>

</Networks>

</AssignedIpAddresses>
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EXAMPLE

HTTP/1.1 200 OK
Content-Length: 543
Content-Type: application/vnd.tmrk.cloud.virtualMachineAssignedIps
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Thu, 02 Jun 2011 16:46:51 GMT

<AssignedIpAddresses href="/cloudapi/ecloud/virtualMachines/1/assignedIps"
type="application/vnd.tmrk.cloud.virtualMachineAssignedIps"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/1/assignedIps" name="edit"
type="application/vnd.tmrk.cloud.virtualMachineAssignedIps"/>

</Actions>
<Networks>

<Network href="/cloudapi/ecloud/networks/1" name="10.0.4.32/27"
type="application/vnd.tmrk.cloud.network">

<IpAddresses>
<IpAddress>10.0.4.34</IpAddress>
<IpAddress>10.0.4.37</IpAddress>
</IpAddresses>
</Network>
</Networks>

</AssignedIpAddresses>

Return to 7.9 Virtual Machine.
Return to 7 Application Programming Interface Reference Guide.

7.9.6  Get Virtual Machines Guest Processes
The Get Virtual Machines Guest Processes call returns information regarding processes running on a virtual
machine.

Note: The Get Virtual Machine Guest Processes call requires valid credentials for a user with permission to retrieve
processes on the virtual machine. Pass the credentials in the X-Guest-User and X-Guest-Password header fields as
described in 5.16 User and 5.15 Password.

Note: To retrieve processes on a virtual machine requires a <PoweredOn> value of true.

Live Specification Test Values

Condition Outcome
virtual machine identifier mod 4 =0 or mod 10 =0 Powered off
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Request

GET http://{Terremark URI}/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/guest/processes

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/virtualMachines/3/guest/processes

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.guest.process; type=collection
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<GuestProcesses href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/guest/processes"
type="application/vnd.tmrk.cloud.guest.process; type=collection"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}"
type="application/vnd.tmrk.cloud.virtualMachine" rel="up"/>

</Links>

<GuestProcess>
<Name>{process name}</Name>
<ProcessId>{process identifier}</ProcessId>

</GuestProcess>

</GuestProcesses>

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 446
Content-Type: application/vnd.tmrk.cloud.guest.process; type=collection
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Tue, 14 Jun 2011 16:57:10 GMT

<GuestProcesses href="/cloudapi/ecloud/virtualMachines/3/guest/processes"”
type="application/vnd.tmrk.cloud.guest.process; type=collection"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/virtualMachines/3" type="application/vnd.tmrk.cloud.virtualMachine"
rel="up"/>

</Links>
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<GuestProcess>
<Name>processl</Name>
<ProcessId>1</ProcessId>
</GuestProcess>
<GuestProcess>
<Name>process2</Name>
<ProcessId>2</ProcessId>
</GuestProcess>

</GuestProcesses>

Return to 7.9 Virtual Machine.
Return to 7 Application Programming Interface Reference Guide.

7.9.7 Get Virtual Machines Guest File
The Get Virtual Machines Guest File call returns a specified file from a specified virtual machine.

Note:

e The Get Virtual Machine Guest File call requires valid credentials for a user with permission to retrieve the
file on the virtual machine. Pass the credentials in the X-Guest-User and X-Guest-Password header fields as
described in 5.16 User and 5.15 Password.

e The path query part of the URL requires a fully qualified path, also called absolute path, to the filename.

e The total size of the file may not exceed 1MB.

e To retrieve a file from the virtual machine requires a <PoweredOn> value of true.

Live Specification Test Values

Condition Outcome
virtual machine identifier mod4=00ormod 10=0 Powered off
Request

GET http://{Terremark URI}/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/guest/action/files?path={file path and name}

EXAMPLE

GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/virtualMachines/3/ ..
guest/action/files?path=c:\io.sys

Body

none

Response
HTTP/1.1 200 OK
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Content-Length: {length of response body}

Content-Type: application/octet-stream

x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}

Date: {timestamp of response}

{file contents}

EXAMPLE

HTTP/1.1 200 OK
Content-Length: 11
Content-Type: application/octet-stream
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Tue, 14 Jun 2011 17:30:26 GMT

Hello there

Return to 7.9 Virtual Machine.
Return to 7 Application Programming Interface Reference Guide.

7.9.8 Get Virtual Machines MKS Ticket
The Get Virtual Machines MKS Ticket call returns a MKS ticket for the original console connect feature.

Note: Without a client application, the MKS ticket is not useful.

Request
GET http://{Terremark URI}/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/mksTicket

EXAMPLE
GET http://services.enterprisecloud.terremark.com/cloudapi/ecloud/virtualMachines/3/mksTicket

Body

none

Response

HTTP/1.1 200 OK
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.mksTicket
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<MksTicket xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">
<Host>{host name}</Host>
<Port>{port}</Port>
<ConfigurationPath>{host path}</ConfigurationPath>
<Ticket>{ticket}</Ticket>

</MksTicket>
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EXAMPLE

HTTP/1.1 200 OK
Content-Length: 300
Content-Type: application/vnd.tmrk.cloud.mksTicket
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Tue, 25 Oct 2011 21:31:32 GMT

<MksTicket xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">
<Host>MyHost</Host>
<Port>902</Port>

<ConfigurationPath>/vmfs/volumes/55c08bac-6d2b-4420-95fb-
60ab13e36bd4/36000_VirtualMachinel/36000 VirtualMachinel.vmx</ConfigurationPath>

<Ticket>6b90095c-b19a-448a-a95d-fbb60elc187d</Ticket>
</MksTicket>

Return to 7.9 Virtual Machine.
Return to 7 Application Programming Interface Reference Guide.

7.9.9 Action Virtual Machines Create from Template
The Action Virtual Machines Create from Template call creates a new virtual machine from a template in the
compute pool. If successful, the call returns information regarding the virtual machine that was created.

The name attribute on <CreateVirtualMachine ...> is required.

Note: The name may not be that of another virtual machine; must begin with a letter; may contain only letters,
numbers, or hyphens; and must not exceed fifteen characters.

<ProcessorCount> is required and refers to the number of processors in the virtual machine. Permitted values are:
1, 2,4, or 8.

<Memory> is required. Permitted values are in megabytes and must be evenly divisible by 4.
<Layout> is required. Only one of three variations is permitted in a call:
1. Add to an existing group.

<Group> is required and the href attribute on the element is required to identify the group to which the
virtual machine will be added.

2. Addto a newly created group in an existing row.

<Row> is required and the href attribute on the element is required to identify the row in which the new
group will be created.
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<NewGroup> is required to provide the required name, which may not exceed fifty characters, and to
create the group to which the virtual machine will be added.

3. Addto a newly created group in a newly created row.

<NewRow> is required to provide the required name, which may not exceed fifty characters, and to create
the row in which the new group will be created.

<NewGroup> is required to provide the required name, which may not exceed fifty characters, and to
create the group to which the virtual machine will be added.

<Description> is optional but if present the description must not exceed one hundred characters.
<Tags> is optional but is permitted to be empty if no tags are desired on the virtual machine.

One of either <WindowsCustomization> or <LinuxCustomization> is required depending on the operating system
family of the template selected.

1. Requirements common to all operating system families.
<NetworkSettings> and <NetworkAdapterSettings> are required.
At least one <NetworkAdapter> is required. Up to four <NetworkAdapters> may be included.

<Network ...> is required. The href attribute is required to identify the network to which the network
adapter will be bound.

<NetworkType> is optional and ignored if present.
<IpAddress> is required.
<DnsSettings> is optional. If not included, defaults to DNS for the data center.
<PrimaryDns> is required if <DnsSettings> is included.
<PoweredOn> is optional. If not included, defaults to false.
2. Windows operating system family.
<Password> is required.
3. Linux operating system family.
<SshKey> is required and the href attribute on the element is required to identify the SSH key to use.

The href attribute is required on <Template ...>, which itself is required, to identify the template from which to
create the virtual machine.
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<NetworkHosts> provides a fast path to the utilization of the virtual machine.
<Status> refers to the status of the virtual machine. Permitted values are:

o NotDeployed — host has been defined but not deployed.

o Deployed — host is defined and deployed; available for service.

e Orphaned — an attempt was made to create the host but failed.

e TaskInProgress — the host has been defined and creation is in progress.

e CopylnProgress — the host is to be a copy of an existing host and the copy is in progress.

<ProcessorCount> refers to the number of processors in the virtual machine. Permitted values are: 1, 2, 4, or 8.
<NetworkType> permitted values are:

e Dmz (Demilitarized zone) — network on which servers are behind the firewall but permit access from the
public Internet.

e Internal — network on which access to the servers for such reasons as administration and backup are
performed but isolated from the public Internet.

<ToolsStatus> refers to VMware Tools. Permitted values are:

¢ Notinstalled — VMware Tools are not installed on the virtual machine.

e NotRunning — VMware Tools are installed on the virtual machine but are not running.

e OutOfDate — VMware Tools are installed and running on the virtual machine but are not the current
version.

e Current — VMware Tools are installed on the virtual machine, are running, and are the current version.

<MediaStatus> is the status of the VMware Tools media; permitted values are:

e Unmounted — No media is mounted on the virtual machine.
e IsoMounted — Media is with an ISO image is mounted on the virtual machine.
e VMwareToolsMounted — VMware Tools media is mounted on the virtual machine.

<DetectedIpAddresses> are |IP addresses detected on the virtual machine but not assigned to the virtual machine in
the Enterprise Cloud.

<HardwareConfiguration ...>, which exists on the template and therefore exists on the created virtual machine, will
not appear in the response if the task is not complete, which is the normal situation.

<PendingRetryOperation ...> will appear only if an operation is pending a retry after failing. The href and type will
have values appropriate to only one of the possible pending operations:

® <PendingRetryOperation href="/cloudapi/ecloud/detachDiskRetryOperations/virtualMachines/{virtual
machine identifier}" type="application/vnd.tmrk.cloud.detachDiskRetryOperation">
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® <PendingRetryOperation href="/cloudapi/ecloud/attachDiskRetryOperations/virtualMachines/{virtual
machine identifier}" type="application/vnd.tmrk.cloud.attachDiskRetryOperation">

Request

POST http://{Terremark URI}/cloudapi/ecloud/virtualMachines/computePools/{compute pool
identifier}/action/createVirtualMachine

EXAMPLE

POST http://services.enterprisecloud.terremark.com/cloudapi/ecloud/virtualMachines/computePools/1/ ..
action/createVirtualMachine

Body
<CreateVirtualMachine name="{virtual machine name}"> <!-- name is required -->
<ProcessorCount>{1 | 2 | 4 | 8}</ProcessorCount> <!-- Required -->
<Memory> <!-- Required -->

<Unit>{unit of memory value}</Unit>

<Value>{memory size}</Value>

</Memory>
<!-- Only one form of the <Layout> is permitted -->
<Layout> <!-- Required - existing group -->

<Group href="/cloudapi/ecloud/layoutGroups/{group identifier}"
type="application/vnd.tmrk.cloud.layoutGroup"/>

</Layout>
<Layout> <!-- Required - existing row, new group -->

<Row href="/cloudapi/ecloud/layoutRows/{row identifier}"
type="application/vnd.tmrk.cloud.layoutRow"/> <!-- Required -->

<NewGroup>{group name}</NewGroup> <!-- Required -->
</Layout>
<Layout> <!-- Required - new row, new group -->
<NewRow>{row name}</NewRow> <!-- Required -->
<NewGroup>{group name}</NewGroup> <!-- Required -->
</Layout>
<Description>{textual description}</Description> <!-- Optional -->
<Tags> <!-- Optional -->

<Tag>{user defined tag}</Tag>

</Tags>
<WindowsCustomization> <!-- Either WindowsCustomization or LinuxCustomization -->
<NetworkSettings>

<NetworkAdapterSettings>
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<NetworkAdapter>

<Network href="/cloudapi/ecloud/networks/{network identifier}" name="{network
address}/{network prefix length}" type="application/vnd.tmrk.cloud.network"> <!-- Required -
->

<NetworkType>{Dmz | Internal}</NetworkType> <!--Optional, ignored if present -->
</Network
<IpAddress>{IP address}</IpAddress> <!-- Required -->
</NetworkAdapter>

</NetworkAdapterSettings>

<DnsSettings> <!-- Optional -->
<PrimaryDns>{IP address}</PrimaryDns> <!-- Required if DnsSettings used -->
<SecondaryDns>{IP address}</SecondaryDns> <!-- Optional -->
</DnsSettings>
</NetworkSettings>
<Password>{password}</Password> <!-- Required -->
<LicenseKey>{operating system license key}</LicenseKey> <!-- Optional -->

</WindowsCustomization>
<LinuxCustomization> <!-- Either WindowsCustomization or LinuxCustomization is required -->
<NetworkSettings>
<NetworkAdapterSettings>
<NetworkAdapter>

<Network href="/cloudapi/ecloud/networks/{network identifier}" name="{network
address}/{network prefix length}" type="application/vnd.tmrk.cloud.network"/> <!-- Required
-->

<IpAddress>{IP address}</IpAddress> <!-- Required -->
</NetworkAdapter>
</NetworkAdapterSettings>

<DnsSettings> <!-- Optional -->
<PrimaryDns>{IP address}</PrimaryDns> <!-- Required if DnsSettings used -->
<SecondaryDns>{IP address}</SecondaryDns> <!-- Optional -->
</DnsSettings>
</NetworkSettings>
<SshKey href="/cloudapi/ecloud/admin/sshKeys/{SSH key identifier"
type="application/vnd.tmrk.cloud.admin.sshKey"/> <!-- Required -->
</LinuxCustomization> <!-- Either WindowsCustomization or LinuxCustomization -->
<PoweredOn>{true | false}</PoweredOn> <!-- Optional -->
<Template href="/cloudapi/ecloud/templates/{template identifier}/computePools/{compute pool
identifier}"
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type="application/vnd.tmrk.cloud.template"/> <!-- Required -->

</CreateVirtualMachine>

EXAMPLE
<CreateVirtualMachine name="VMName">

<ProcessorCount>2</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>1024</Value>
</Memory>
<Layout>

<Row href="/cloudapi/ecloud/layoutRows/1" name="Web Tier"
type="application/vnd.tmrk.cloud.layoutRow"/>

<NewGroup>GroupName</NewGroup>
</Layout>
<Description>This is my VM</Description>
<Tags>

<Tag>Web</Tag>
</Tags>
<LinuxCustomization>

<NetworkSettings>

<NetworkAdapterSettings>
<NetworkAdapter>

<Network href="/cloudapi/ecloud/networks/1" name="10.0.4.32/27"
type="application/vnd.tmrk.cloud.network"/>

<IpAddress>10.0.4.34</IpAddress>
</NetworkAdapter>
</NetworkAdapterSettings>
<DnsSettings>
<PrimaryDns>10.1.1.1</PrimaryDns>
<SecondaryDns>10.1.1.2</SecondaryDns>
</DnsSettings>
</NetworkSettings>
<SshKey href="/cloudapi/ecloud/admin/sshKeys/1" type="application/vnd.tmrk.cloud.admin.sshKey"/>
</LinuxCustomization>
<PoweredOn>true</PoweredOn>

<Template href="/cloudapi/ecloud/templates/1/computePools/1"
type="application/vnd.tmrk.cloud.template"/>
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</CreateVirtualMachine>

Response

HTTP/1.1 201 Created
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.virtualMachine
Location: /virtualMachines/{virtual machine identifier}
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}" name="{virtual
machine name}" type="application/vnd.tmrk.cloud.virtualMachine"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool"” rel="up"/>

<Link href="/cloudapi/ecloud/environments/{environment identifier}" name="{environment name}"
type="application/vnd. tmrk.cloud.environment" rel="up"/>

<Link href="/cloudapi/ecloud/tasks/virtualMachines/{virtual machine identifier}"
type="application/vnd.tmrk.cloud.task; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/guest/processes”
type="application/vnd.tmrk.cloud.guest.process; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/configurationOptions"
type="application/vnd.tmrk.cloud.virtualMachineConfigurationOptions" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/guest/action/files"
type="application/octet-stream" rel="down"/>

</Links>
<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}" name="edit"
type="application/vnd.tmrk.cloud.virtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/move" name="move"
type="application/vnd.tmrk.cloud.moveLayoutRequest"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}" name="remove"
actionDisabled="{noAccess | disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/export"
name="export" type="application/vnd.tmrk.cloud.exportVirtualMachine" actionDisabled="{noAccess
disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/powerOff"
name="power:power0ff"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/reboot"
name="power:reboot"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/shutdown"
name="power:shutdown"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/powerOn"
name="power:powerOn" actionDisabled="{noAccess | disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/tools/action/mount"
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name="tools:mount"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/tools/action/unmount"
name="tools:unmount" actionDisabled="{noAccess | disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/guest/action/createProcess" name="createGuestProcess"
type="application/vnd.tmrk.cloud.guest.process"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/guest/action/files"
name="createFile" type="application/octet-stream"/>

</Actions>

<Tasks href="/cloudapi/ecloud/tasks/virtualMachines/{virtual machine identifier}"
type="application/vnd.tmrk.cloud.task; type=collection"> <!-- only most recent task -->

<Task href="/cloudapi/ecloud/tasks/{task identifier}" type="application/vnd.tmrk.cloud.task">
<Operation>Create Server</Operation>
<Status>{Queued | Running | Complete | Error}</Status>

<ImpactedItem href="{URL of item acted upon}" name="{name of item acted upon} type="{type of
item acted upon}"/>

<StartTime>{time action started}</StartTime>

<CompletedTime>{time action completed}</CompletedTime> <!-- Not present on Queued or Running -->
<Notes>{notes on action}</Notes>

<ErrorMessage>{error message}</ErrorMessage>

<InitiatedBy href="/cloudapi/ecloud/admin/users/{user identifier}" name="{{user email local
part}@{user email domain part} | {API user family name}, {API user given name}}"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<TotalCount>{total number of tasks}</TotalCount>
</Tasks>
<Description>{textual description}</Description>
<Tags>

<Tag>{user-defined tag}</Tag>

</Tags>
<Layout>

<Row href="/cloudapi/ecloud/layoutRows/{row identifier}" name="{row name}"
type="application/vnd.tmrk.cloud.layoutRow"/>

<Group href="/cloudapi/ecloud/layoutGroups/{group identifier}" name="{group name}"
type="application/vnd.tmrk.cloud.layoutGroup"/>

</Layout>

<NetworkHost href="/cloudapi/ecloud/networkHosts/{network host identifier}" name="{network host
name}" type="application/vnd.tmrk.cloud.networkHost"/>

<Status>{NotDeployed | Deployed | Orphaned | TaskInProgress | CopyInProgress}</Status>
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<PoweredOn>{true | false}</PoweredOn>

<HardwareConfiguration href="/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/hardwareConfiguration"” type="application/vnd.tmrk.cloud.virtualMachineHardware">

<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/hardwareConfiguration"
name="edit" type="application/vnd.tmrk.cloud.virtualMachineHardware"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/hardwareConfiguration/disks/actions/detach” name="detachDisks"
type="application/vnd.tmrk.cloud.detachDisks" actionDisabled="{noAccess | disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/hardwareConfiguration/disks/actions/attach” name="attachDisks"
type="application/vnd.tmrk.cloud.attachDisks" actionDisabled="{noAccess | disabled}"/>

</Actions>

<ProcessorCount>{1 | 2 | 4 | 8}</ProcessorCount>
<Memory>
<Unit>{unit of memory value}</Unit>
<Value>{memory size}</Value>
</Memory>
<Disks>
<Disk>
<Index>{disk index}</Index>
<Size>
<Unit>{unit of disk size value}</Unit>
<Value>{disk size}</Value>
</Size>
<Name>{disk name}</Name>

</Disk>

</Disks>
<Nics>

<Nic>

<UnitNumber>{network interface card number}</UnitNumber>

<Name>{network interface card name}</Name>
<MacAddress>{network interface card MAC address}</MacAddress>

<Network href="/cloudapi/ecloud/networks/{network identifier}" name="{network address}/{network
prefix length}" type="application/vnd.tmrk.cloud.network">

<NetworkType>{Dmz | Internal}</NetworkType>
</Network>

</Nic>
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</Nics>
</HardwareConfiguration>
<IpAddresses>

<AssignedIpAddresses href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/assignedIps"
type="application/vnd.tmrk.cloud.virtualMachineAssignedIps">

<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/assignedIps"
name="edit" type="application/vnd.tmrk.cloud.virtualMachineAssignedIps"/>

</Actions>
<Networks>

<Network href="/cloudapi/ecloud/networks/{network identifier}" name="{network address}/{network
prefix length}" type="application/vnd.tmrk.cloud.network">

<IpAddresses>

<IpAddress>{assigned IP address}</IpAddress>

</IpAddresses>

</Network>

</Networks>
</AssignedIpAddresses>
<DetectedIpAddresses>
<IpAddress>{detected IP address}</IpAddress>

</DetectedIpAddresses>
</IpAddresses>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/{operating system short
name}/computePools/{compute pool identifier}" name="{operating system name}"
type="application/vnd.tmrk.cloud.operatingSystem"/>

<ToolsStatus>{NotInstalled | NotRunning | OutOfDate | Current}</ToolsStatus>
<MediaStatus>{Unmounted | IsoMounted | VmwareToolsMounted}</MediaStatus>
<CustomizationPending>{true | false}</CustomizationPending>

<PendingRetryOperation href="/cloudapi/ecloud/{detachDiskRetryOperations |
attachDiskRetryOperations}/virtualMachines/{virtual machine identifier}"
type="application/vnd.tmrk.cloud.{detachDiskRetryOperation | attachDiskRetryOperation}">

</VirtualMachine>

EXAMPLE

HTTP/1.1 201 Created
Content-Length: 3441
Content-Type: application/vnd.tmrk.cloud.virtualMachine
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Location: /virtualMachines/1

x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Thu, 15 Sep 2011 18:59:39 GMT

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/1" name="VMName"
type="application/vnd.tmrk.cloud.virtualMachine" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/1" name="Compute Pool 1"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

<Link href="/cloudapi/ecloud/environments/1" name="Environment 1"
type="application/vnd.tmrk.cloud.environment" rel="up"/>

<Link href="/cloudapi/ecloud/tasks/virtualMachines/1" type="application/vnd.tmrk.cloud.task;
type=collection"” rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/1/guest/processes"”
type="application/vnd.tmrk.cloud.guest.process; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/1/configurationOptions"
type="application/vnd.tmrk.cloud.virtualMachineConfigurationOptions" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/1/guest/action/files" type="application/octet-stream"
rel="down"/>

</Links>
<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/1" name="edit"
type="application/vnd.tmrk.cloud.virtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/action/move" name="move"
type="application/vnd.tmrk.cloud.movelLayoutRequest"/>

<Action href="/cloudapi/ecloud/virtualMachines/1" name="remove" actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/action/export" name="export"
type="application/vnd.tmrk.cloud.exportVirtualMachine" actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/action/powerOff" name="power:powerOff"/>
<Action href="/cloudapi/ecloud/virtualMachines/1/action/reboot" name="power:reboot"/>
<Action href="/cloudapi/ecloud/virtualMachines/1/action/shutdown"” name="power:shutdown"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/action/power0On" name="power:powerOn"
actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/tools/action/mount” name="tools:mount"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/tools/action/unmount” name="tools:unmount"
actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/guest/action/createProcess"
name="createGuestProcess" type="application/vnd.tmrk.cloud.guest.process"/>

<Action href="/cloudapi/ecloud/virtualMachines/1/guest/action/files" name="createFile"
type="application/octet-stream"/>

</Actions>

<Tasks href="/cloudapi/ecloud/tasks/virtualMachines/833" type="application/vnd.tmrk.cloud.task;
type=collection">
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<Task href="/cloudapi/ecloud/tasks/833" type="application/vnd.tmrk.cloud.task">
<Operation>Create Server</Operation>
<Status>Running</Status>

<ImpactedItem href="/cloudapi/ecloud/virtualMachines/1" name="VMName"
type="application/vnd.tmrk.cloud.virtualMachine"/>

<StartTime>2011-09-15T18:59:40.3845803Z</StartTime>
<Notes>Some notes about the operation.</Notes>

<InitiatedBy href="/cloudapi/ecloud/admin/users/1" name="User 1"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>
<TotalCount>1</TotalCount>
</Tasks>
<Description>This is my VM</Description>
<Tags>
<Tag>Tag 1</Tag>
<Tag>Tag 2</Tag>
</Tags>
<Layout>

<Row href="/cloudapi/ecloud/layoutRows/1" name="Web Tier"
type="application/vnd.tmrk.cloud.layoutRow"/>

<Group href="/cloudapi/ecloud/layoutGroups/4" name="GroupName"
type="application/vnd.tmrk.cloud.layoutGroup"/>

</Layout>

<NetworkHost href="/cloudapi/ecloud/networkHosts/1" name="VirtualMachinel"
type="application/vnd.tmrk.cloud.networkHost"/>

<Status>NotDeployed</Status>
<PoweredOn>false</PoweredOn>
<ToolsStatus>NotInstalled</ToolsStatus>
<MediaStatus>Unmounted</MediaStatus>
<CustomizationPending>false</CustomizationPending>

</VirtualMachine>

Return to 7.9 Virtual Machine.
Return to 7 Application Programming Interface Reference Guide.

7.9.10 Action Virtual Machines Create Copy

The Action Virtual Machines Create Copy call creates a new virtual machine from an existing virtual machine in the
compute pool. Customization of the configuration is permitted during a customizable copy. If successful, the call
returns information regarding the virtual machine that was created.
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The name attribute on <CopyVirtualMachine ...> is required.
Note:

e The name may not be that of another virtual machine; must begin with a letter; may contain only letters,
numbers, or hyphens; and must not exceed fifteen characters.

e The source virtual machine must have a <PoweredOn> value of false.

e The source virtual machine must have a <Status> value of Deployed.

e The source virtual machine must have a <ToolsStatus> value of Current.

e The source virtual machine must have a <CustomizationPending> value of false.

The href attribute is required on <Source ...>, which itself is required, to identify the existing virtual machine to
copy when creating the virtual machine.

<ProcessorCount> is required and refers to the number of processors in the virtual machine. Permitted values are:
1, 2,4, or8.

<Memory> is required. Permitted values are in megabytes and must be evenly divisible by 4.
<Layout> is optional. If present, only one of three variations is permitted in a call:
1. Add to an existing group.

<Group> is required and the href attribute on the element is required to identify the group to which the
virtual machine will be added.

2. Addto a newly created group in an existing row.

<Row> is required and the href attribute on the element is required to identify the row in which the new
group will be created.

<NewGroup> is required to provide the required name, which may not exceed fifty characters, and to
create the group to which the virtual machine will be added.

3. Addto a newly created group in a newly created row.

<NewRow> is required to provide the required name, which may not exceed fifty characters, and to create
the row in which the new group will be created.

<NewGroup> is required to provide the required name, which may not exceed fifty characters, and to
create the group to which the virtual machine will be added.

Note: If not used, the new virtual machine is assigned to the same row and group as the source virtual machine.
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If <DisableCustomization>is true, an exact copy of the source virtual machine is made and neither
<WindowsCustomization> nor <LinuxCustomization> may be present.

One of either <WindowsCustomization> or <LinuxCustomization> is required, unless <DisableCustomization>is
true, depending on the operating system family of the virtual machine from which to copy.

1. Requirements common to all operating system families.
<NetworkSettings> and <NetworkAdapterSettings> are required.
At least one <NetworkAdapter> is required. Up to four <NetworkAdapters> may be included.

<Network ...> is optional. If included the href attribute is required to identify the network to which the
network adapter will be bound. If not included, defaults to the first available subnet.

<NetworkType> is optional and ignored if present.
<IpAddress> is optional. If not included, defaults to the first available IP address on the subnet.
<DnsSettings> is optional. If not included, defaults to DNS for the data center.
<PrimaryDns> is required if <DnsSettings> is included.
<PoweredOn> is optional. If not included, defaults to false.

2. Windows operating system family.
<Password> is required.

3. Linux operating system family.
<SshKey> is optional and ignored if present.

<Description> is optional but if present the description must not exceed one hundred characters.

<Tags> is optional and ignored if present. The tags on the source virtual machine are copied to the newly created
virtual machine. To assign different tags, use Action Virtual Machines Edit to change the tags after the copy
creates the new virtual machine.

Note: <PoweredOn>of true will start the new virtual machine after copying. Because the copy is identical to the
source, subsequently starting the source causes an IP conflict on the network.

<NetworkHosts> provides a fast path to the utilization of the virtual machine.
<Status> refers to the status of the virtual machine. Permitted values are:

e NotDeployed — host has been defined but not deployed.
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o Deployed — host is defined and deployed; available for service.

e Orphaned — an attempt was made to create the host but failed.

e TaskInProgress — the host has been defined and creation is in progress.

e CopylnProgress — the host is to be a copy of an existing host and the copy is in progress.

<ProcessorCount> refers to the number of processors in the virtual machine. Permitted values are: 1, 2, 4, or 8.
<NetworkType> permitted values are:

o Dmz (Demilitarized zone) — network on which servers are behind the firewall but permit access from the
public Internet.

e Internal — network on which access to the servers for such reasons as administration and backup are
performed but isolated from the public Internet.

<ToolsStatus> refers to VMware Tools. Permitted values are:

¢ Notinstalled — VMware Tools are not installed on the virtual machine.

e NotRunning — VMware Tools are installed on the virtual machine but are not running.

e OutOfDate — VMware Tools are installed and running on the virtual machine but are not the current
version.

e Current — VMware Tools are installed on the virtual machine, are running, and are the current version.
<MediaStatus> is the status of the VMware Tools media; permitted values are:

¢ Unmounted — No media is mounted on the virtual machine.
e IsoMounted — Media is with an ISO image is mounted on the virtual machine.
e VMwareToolsMounted — VMware Tools media is mounted on the virtual machine.

<DetectedIpAddresses> are |IP addresses detected on the virtual machine but not assigned to the virtual machine in
the Enterprise Cloud.

<HardwareConfiguration ...>, which exists on the source virtual machine and therefore exists on the copied virtual
machine, will not appear in the response if the task is not complete, which is the normal situation.

<PendingRetryOperation ...> will appear only if an operation is pending a retry after failing. The href and type will
have values appropriate to only one of the possible pending operations:

® <PendingRetryOperation href="/cloudapi/ecloud/detachDiskRetryOperations/virtualMachines/{virtual
machine identifier}" type="application/vnd.tmrk.cloud.detachDiskRetryOperation">

® <PendingRetryOperation href="/cloudapi/ecloud/attachDiskRetryOperations/virtualMachines/{virtual
machine identifier}" type="application/vnd.tmrk.cloud.attachDiskRetryOperation">
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Live Specification Test Values

Condition Outcome

Compute pool identifier = 98 Error: invalid compute pool
virtual machine identifier = not(38 or 46) Operating system Asian Linux
virtual machine identifier = 38 Operating system Windows 7
virtual machine identifier = 46 Operating system DOS

virtual machine identifier = 1 or not (mod 10 = 0 or mod | Virtual machine status Deployed
5=00ormod4=00ormod3=0)

virtual machine identifier mod4=00ormod 10=0 Powered off

virtual machine identifier = 1 or not (mod 5 =0 or mod VMware Tools status Current
4=00rmod3=0)

Request

POST http://{Terremark URI}/cloudapi/ecloud/virtualMachines/computePools/{compute pool
identifier}/action/copyVirtualMachine

EXAMPLE

POST http://services.enterprisecloud.terremark.com/cloudapi/ecloud/virtualMachines/computePools/1/ ..
action/copyVirtualMachine

Body
<CopyVirtualMachine name="{virtual machine name}"> <!-- name is required -->
<Source href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}"
type="application/vnd.tmrk.cloud.virtualMachine"/> <!-- Required -->
<ProcessorCount>{1 | 2 | 4 | 8}</ProcessorCount> <!-- Required -->
<Memory> <!-- Required -->

<Unit>{unit of memory value}</Unit>

<Value>{memory size}</Value>

</Memory>
<!-- Only one form of the <Layout> is permitted -->
<Layout> <!-- Required - existing group -->

<Group href="/cloudapi/ecloud/layoutGroups/{group identifier}"
type="application/vnd.tmrk.cloud.layoutGroup"/>

</Layout>
<Layout> <!-- Required - existing row, new group -->

<Row href="/cloudapi/ecloud/layoutRows/{row identifier}"
type="application/vnd.tmrk.cloud.layoutRow"/> <!-- Required -->

<NewGroup>{group name}</NewGroup> <!-- Required -->
</Layout>
<Layout> <!-- Required - new row, new group -->
<NewRow>{row name}</NewRow> <!-- Required -->
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<NewGroup>{group name}</NewGroup> <!-- Required -->
</Layout>
<DisableCustomization>{true | false}</DisableCustomization> <!-- Optional -->
<WindowsCustomization> <!-- Either WindowsCustomization or LinuxCustomization -->
<NetworkSettings> <!-- Required -->
<NetworkAdapterSettings> <!-- Required -->

<NetworkAdapter> <!-- Optional -->

<Network href="/cloudapi/ecloud/networks/{network identifier}" name="{network
address}/{network prefix length}" type="application/vnd.tmrk.cloud.network"> <!-- Optional -
->

<NetworkType>{Dmz | Internal}</NetworkType> <!--Optional, ignored if present -->
</Network>
<IpAddress>{IP address}</IpAddress> <!-- Optional -->
</NetworkAdapter>

</NetworkAdapterSettings>

<DnsSettings> <!-- Optional -->
<PrimaryDns>{IP address}</PrimaryDns> <!-- Required if DnsSettings used -->
<SecondaryDns>{IP address}</SecondaryDns> <!-- Optional -->
</DnsSettings>
</NetworkSettings>

<Password>{password}</Password> <!--Required -->
<LicenseKey>{operating system license key}</LicenseKey> <!--Optional, ignored if present -->

</WindowsCustomization>

<LinuxCustomization> <!-- Either WindowsCustomization or LinuxCustomization is required -->
<NetworkSettings> <!-- Required -->
<NetworkAdapterSettings> <!-- Required -->

<NetworkAdapter> <!-- Optional -->

<Network href="/cloudapi/ecloud/networks/{network identifier}" name="{network
address}/{network prefix length}" type="application/vnd.tmrk.cloud.network"/> <!-- Optional
-->

<IpAddress>{IP address}</IpAddress> <!-- Optional -->
</NetworkAdapter>
</NetworkAdapterSettings>

<DnsSettings> <!-- Optional -->
<PrimaryDns>{IP address}</PrimaryDns> <!-- Required if DnsSettings used -->
<SecondaryDns>{IP address}</SecondaryDns> <!-- Optional -->
</DnsSettings>
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</NetworkSettings>

<SshKey href="/cloudapi/ecloud/admin/sshKeys/{SSH key identifier}"
type="application/vnd.tmrk.cloud.admin.sshKey"/> <!--Optional, ignored if present -->

</LinuxCustomization> <!-- Either WindowsCustomization or LinuxCustomization -->
<Description>{textual description}</Description> <!-- Optional -->
<Tags> <!-- Optional, ignored if present -->

<Tag>{user defined tag}</Tag>

</Tags>
<PoweredOn>{true | false}</PoweredOn> <!-- Optional -->

</CopyVirtualMachine>

EXAMPLE
<CopyVirtualMachine name="VMName">

<Source href="/cloudapi/ecloud/virtualMachines/38"/>
<ProcessorCount>2</ProcessorCount>
<Memory>
<Unit>MB</Unit>
<Value>1024</Value>
</Memory>
<Layout>
<Row href="/cloudapi/ecloud/layoutRows/1"/>
<NewGroup>GroupName</NewGroup>
</Layout>
<DisableCustomization>false</DisableCustomization>
<WindowsCustomization>
<NetworkSettings>
<NetworkAdapterSettings>
<NetworkAdapter>
<Network href="/cloudapi/ecloud/networks/1" name="10.0.4.32/27"/>
<IpAddress>10.0.4.34</IpAddress>
</NetworkAdapter>
</NetworkAdapterSettings>
<DnsSettings>
<PrimaryDns>10.1.1.1</PrimaryDns>
<SecondaryDns>10.1.1.2</SecondaryDns>
</DnsSettings>
</NetworkSettings>
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<Password>Btfsplk</Password>
<LicenseKey>M733K-IC7LE-WO96J-R7KMF-7RZ2K</LicenseKey>
</WindowsCustomization>
<Description>This is my VM</Description>
<Tags>
<Tag>Web</Tag>
</Tags>
<PoweredOn>true</PoweredOn>

</CopyVirtualMachine>

Response
HTTP/1.1 201 Created
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.virtualMachine
Location: /virtualMachines/{virtual machine identifier}
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}" name="{virtual
machine name}" type="application/vnd.tmrk.cloud.virtualMachine"
xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool"” rel="up"/>

<Link href="/cloudapi/ecloud/environments/{environment identifier}" name="{environment name}"
type="application/vnd.tmrk.cloud.environment" rel="up"/>

<Link href="/cloudapi/ecloud/tasks/virtualMachines/{virtual machine identifier}"
type="application/vnd.tmrk.cloud.task; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/guest/processes”
type="application/vnd.tmrk.cloud.guest.process; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/configurationOptions"
type="application/vnd.tmrk.cloud.virtualMachineConfigurationOptions" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/guest/action/files"
type="application/octet-stream" rel="down"/>

</Links>
<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}" name="edit"
type="application/vnd.tmrk.cloud.virtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/move" name="move"
type="application/vnd.tmrk.cloud.moveLayoutRequest"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}" name="remove"
actionDisabled="{noAccess | disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/export"
name="export" type="application/vnd.tmrk.cloud.exportVirtualMachine" actionDisabled="{noAccess
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disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/powerOff"
name="power:power0ff"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/reboot"
name="power:reboot"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/shutdown"
name="power:shutdown"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/powerOn"
name="power:powerOn" actionDisabled="{noAccess | disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/tools/action/mount"
name="tools:mount"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/tools/action/unmount"
name="tools:unmount" actionDisabled="{noAccess | disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/guest/action/createProcess"” name="createGuestProcess"
type="application/vnd.tmrk.cloud.guest.process"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/guest/action/files"
name="createFile" type="application/octet-stream"/>

</Actions>

<Tasks href="/cloudapi/ecloud/tasks/virtualMachines/{virtual machine identifier}"
type="application/vnd.tmrk.cloud.task; type=collection"> <!-- only most recent task -->

<Task href="/cloudapi/ecloud/tasks/{task identifier}" type="application/vnd.tmrk.cloud.task">
<Operation>Copy Server</Operation>
<Status>{Queued | Running | Complete | Error}</Status>

<ImpactedItem href="{URL of item acted upon}" name="{name of item acted upon} type="{type of
item acted upon}"/>

<StartTime>{time action started}</StartTime>

<CompletedTime>{time action completed}</CompletedTime> <!-- Not present on Queued or Running -->
<Notes>{notes on action}</Notes>

<ErrorMessage>{error message}</ErrorMessage>

<InitiatedBy href="/cloudapi/ecloud/admin/users/{user identifier}" name="{{user email local
part}@{user email domain part} | {API user family name}, {API user given name}}"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>

<TotalCount>{total number of tasks}</TotalCount>
</Tasks>
<Description>{textual description}</Description>
<Tags>

<Tag>{user-defined tag}</Tag>
</Tags>
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<Layout>

<Row href="/cloudapi/ecloud/layoutRows/{row identifier}" name="{row name}"
type="application/vnd.tmrk.cloud.layoutRow"/>

<Group href="/cloudapi/ecloud/layoutGroups/{group identifier}" name="{group name}"
type="application/vnd.tmrk.cloud.layoutGroup"/>

</Layout>

<NetworkHost href="/cloudapi/ecloud/networkHosts/{network host identifier}" name="{network host
name}" type="application/vnd.tmrk.cloud.networkHost"/>

<Status>{NotDeployed | Deployed | Orphaned | TaskInProgress | CopyInProgress}</Status>
<PoweredOn>{true | false}</PoweredOn>

<HardwareConfiguration href="/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/hardwareConfiguration" type="application/vnd.tmrk.cloud.virtualMachineHardware">

<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/hardwareConfiguration"
name="edit" type="application/vnd.tmrk.cloud.virtualMachineHardware"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/hardwareConfiguration/disks/actions/detach" name="detachDisks"
type="application/vnd.tmrk.cloud.detachDisks" actionDisabled="{noAccess | disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine
identifier}/hardwareConfiguration/disks/actions/attach" name="attachDisks"
type="application/vnd.tmrk.cloud.attachDisks" actionDisabled="{noAccess | disabled}"/>

</Actions>
<ProcessorCount>{1 | 2 | 4 | 8}</ProcessorCount>
<Memory>
<Unit>{unit of memory value}</Unit>
<Value>{memory size}</Value>
</Memory>
<Disks>
<Disk>
<Index>{disk index}</Index>
<Size>
<Unit>{unit of disk size value}</Unit>
<Value>{disk size}</Value>
</Size>
<Name>{disk name}</Name>

</Disk>

</Disks>
<Nics>

<Nic>
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<UnitNumber>{network interface card number}</UnitNumber>
<Name>{network interface card name}</Name>
<MacAddress>{network interface card MAC address}</MacAddress>

<Network href="/cloudapi/ecloud/networks/{network identifier}" name="{network address}/{network
prefix length}" type="application/vnd.tmrk.cloud.network">

<NetworkType>{Dmz | Internal}</NetworkType>
</Network>

</Nic>

</Nics>
</HardwareConfiguration>
<IpAddresses>

<AssignedIpAddresses href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/assignedIps"
type="application/vnd.tmrk.cloud.virtualMachineAssignedIps">

<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/assignedIps"”
name="edit" type="application/vnd.tmrk.cloud.virtualMachineAssignedIps"/>

</Actions>
<Networks>

<Network href="/cloudapi/ecloud/networks/{network identifier}" name="{network address}/{network
prefix length}" type="application/vnd.tmrk.cloud.network">

<IpAddresses>

<IpAddress>{assigned IP address}</IpAddress>

</IpAddresses>

</Network>

</Networks>
</AssignedIpAddresses>
<DetectedIpAddresses>
<IpAddress>{detected IP address}</IpAddress>

</DetectedIpAddresses>
</IpAddresses>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/{operating system short
name}/computePools/{compute pool identifier}" name="{operating system name}"
type="application/vnd.tmrk.cloud.operatingSystem"/>

<ToolsStatus>{NotInstalled | NotRunning | OutOfDate | Current}</ToolsStatus>

<MediaStatus>{Unmounted | IsoMounted | VmwareToolsMounted}</MediaStatus>
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<CustomizationPending>{true | false}</CustomizationPending>

<PendingRetryOperation href="/cloudapi/ecloud/{detachDiskRetryOperations |
attachDiskRetryOperations}/virtualMachines/{virtual machine identifier}"
type="application/vnd.tmrk.cloud.{detachDiskRetryOperation | attachDiskRetryOperation}">

</VirtualMachine>

EXAMPLE

HTTP/1.1 201 Created
Content-Length: 3843
Content-Type: application/vnd.tmrk.cloud.virtualMachine
Location: /virtualMachines/138
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/101
x-tmrk-token: cloud-F2A27F74-C04B-4566-AB53-CCCO6DA2F798
Date: Tue, 29 Nov 2011 20:51:54 GMT

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/138" name="VMName"
type="application/vnd.tmrk.cloud.virtualMachine" xmlns:i="http://www.w3.0rg/2001/XMLSchema-
instance">

<Links>

<Link href="/cloudapi/ecloud/computePools/1" name="Compute Pool 1"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

<Link href="/cloudapi/ecloud/environments/1" name="Environment 1"
type="application/vnd.tmrk.cloud.environment" rel="up"/>

<Link href="/cloudapi/ecloud/tasks/virtualMachines/138" type="application/vnd.tmrk.cloud.task;
type=collection"” rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/138/guest/processes"”
type="application/vnd.tmrk.cloud.guest.process; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/138/configurationOptions"
type="application/vnd.tmrk.cloud.virtualMachineConfigurationOptions" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/138/guest/action/files" type="application/octet-
stream" rel="down"/>

</Links>
<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/138" name="edit"
type="application/vnd.tmrk.cloud.virtualMachine" actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/138/action/move" name="move"
type="application/vnd.tmrk.cloud.movelLayoutRequest" actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/138" name="remove" actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/138/action/export" name="export"
type="application/vnd.tmrk.cloud.exportVirtualMachine" actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/138/action/powerOff" name="power:poweroff"
actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/138/action/reboot" name="power:reboot"
actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/138/action/shutdown" name="power:shutdown"
actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/138/action/powerOn" name="power:poweroOn"
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actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/138/tools/action/mount” name="tools:mount"
actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/138/tools/action/unmount"” name="tools:unmount"
actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/138/action/upgradeHardware"” name="upgrade"
actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/138/guest/action/createProcess”
name="createGuestProcess" type="application/vnd.tmrk.cloud.guest.process"”
actionDisabled="disabled"/>

<Action href="/cloudapi/ecloud/virtualMachines/138/guest/action/files" name="createFile"
type="application/octet-stream" actionDisabled="disabled"/>

</Actions>

<Tasks href="/cloudapi/ecloud/tasks/virtualMachines/138" type="application/vnd.tmrk.cloud.task;
type=collection">

<Task href="/cloudapi/ecloud/tasks/833" type="application/vnd.tmrk.cloud.task">
<Operation>Copy Server</Operation>
<Status>Running</Status>

<ImpactedItem href="/cloudapi/ecloud/virtualMachines/138" name="VMName"
type="application/vnd.tmrk.cloud.virtualMachine"/>

<StartTime>2011-11-29T20:51:54.6250187Z</StartTime>
<Notes>Some notes about the operation.</Notes>

<InitiatedBy href="/cloudapi/ecloud/admin/users/1" name="User 1"
type="application/vnd.tmrk.cloud.admin.user"/>

</Task>
<TotalCount>1</TotalCount>
</Tasks>
<Description>This is my VM</Description>
<Tags>
<Tag>Web</Tag>
</Tags>
<Layout>
<Row href="/cloudapi/ecloud/layoutRows/1" type="application/vnd.tmrk.cloud.layoutRow"/>

<Group href="/cloudapi/ecloud/layoutGroups/4" name="GroupName"
type="application/vnd.tmrk.cloud.layoutGroup"/>

</Layout>

<NetworkHost href="/cloudapi/ecloud/networkHosts/38" name="VirtualMachine38"
type="application/vnd.tmrk.cloud.networkHost"/>

<Status>NotDeployed</Status>
<PoweredOn>false</PoweredOn>

<OperatingSystem href="/cloudapi/ecloud/operatingSystems/windows7guest/computePools/1" name="Full
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name of windows7Guest" type="application/vnd.tmrk.cloud.operatingSystem"/>
<MediaStatus>IsoMounted</MediaStatus>
<CustomizationPending>false</CustomizationPending>

</VirtualMachine>

Return to 7.9 Virtual Machine.
Return to 7 Application Programming Interface Reference Guide.

7.9.112 Action Virtual Machines Create Copy Identical

The Action Virtual Machines Create Copy Identical call creates a new virtual machine from an existing virtual
machine in the compute pool. No customization of the configuration is permitted during an identical copy. If
successful, the call returns information regarding the virtual machine that was created.

Note: The newly created virtual machine has the same network address as the source virtual machine. If both are
powered on an IP address conflict will result on the network. The IP address of one of the virtual machines must be
changed before powering on both virtual machines.

The name attribute on <CopyldenticalVirtualMachine ...> is required.
Note:

e The name may not be that of another virtual machine; must begin with a letter; may contain only letters,
numbers, or hyphens; and must not exceed fifteen characters.

e The source virtual machine must have a <PoweredOn> value of false.

e The source virtual machine must have a <Status> value of Deployed.

e The source virtual machine must have a <ToolsStatus> value of Current.

e The source virtual machine must have a <CustomizationPending> value of false.

The href attribute is required on <Source ...>, which itself is required, to identify the existing virtual machine to
copy identically when creating the virtual machine.

<Layout> is optional. If present, only one of three variations is permitted in a call:
1. Add to an existing group.

<Group> is required and the href attribute on the element is required to identify the group to which the
virtual machine will be added.

2. Addto a newly created group in an existing row.

<Row> is required and the href attribute on the element is required to identify the row in which the new
group will be created.
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<NewGroup> is required to provide the required name, which may not exceed fifty characters, and to
create the group to which the virtual machine will be added.

3. Addto a newly created group in a newly created row.

<NewRow> is required to provide the required name, which may not exceed fifty characters, and to create
the row in which the new group will be created.

<NewGroup> is required to provide the required name, which may not exceed fifty characters, and to
create the group to which the virtual machine will be added.

Note: If <Layout> is not used, the new virtual machine is assigned to the same row and group as the source virtual
machine.

<Description> is optional but if present the description must not exceed one hundred characters.
<NetworkHosts> provides a fast path to the utilization of the virtual machine.
<Status> refers to the status of the virtual machine. Permitted values are:

e NotDeployed — host has been defined but not deployed.

e Deployed — host is defined and deployed; available for service.

e Orphaned — an attempt was made to create the host but failed.

o TaskInProgress — the host has been defined and creation is in progress.

e CopylnProgress — the host is to be a copy of an existing host and the copy is in progress.

<ProcessorCount> refers to the number of processors in the virtual machine. Permitted values are: 1, 2, 4, or 8.
<NetworkType> permitted values are:

e Dmz (Demilitarized zone) — network on which servers are behind the firewall but permit access from the
public Internet.

e Internal — network on which access to the servers for such reasons as administration and backup are
performed but isolated from the public Internet.

<ToolsStatus> refers to VMware Tools. Permitted values are:

¢ Notinstalled — VMware Tools are not installed on the virtual machine.

e NotRunning — VMware Tools are installed on the virtual machine but are not running.

e OutOfDate — VMware Tools are installed and running on the virtual machine but are not the current
version.

e  Current — VMware Tools are installed on the virtual machine, are running, and are the current version.

<MediaStatus> is the status of the VMware Tools media; permitted values are:
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e Unmounted — No media is mounted on the virtual machine.
e |soMounted — Media is with an ISO image is mounted on the virtual machine.
e VMwareToolsMounted — VMware Tools media is mounted on the virtual machine.

<DetectedIpAddresses> are |IP addresses detected on the virtual machine but not assigned to the virtual machine in
the Enterprise Cloud.

<HardwareConfiguration ...>, which exists on the source virtual machine and therefore exists on the copied virtual
machine, will not appear in the response if the task is not complete, which is the normal situation.

<Tags> is optional and ignored if present. The tags on the source virtual machine are copied to the newly created
virtual machine. To assign different tags, use Action Virtual Machines Edit to change the tags after the copy
creates the new virtual machine.

<PendingRetryOperation ...> will appear only if an operation is pending a retry after failing. The href and type will
have values appropriate to only one of the possible pending operations:

® <PendingRetryOperation href="/cloudapi/ecloud/detachDiskRetryOperations/virtualMachines/{virtual
machine identifier}" type="application/vnd.tmrk.cloud.detachDiskRetryOperation">

® <PendingRetryOperation href="/cloudapi/ecloud/attachDiskRetryOperations/virtualMachines/{virtual
machine identifier}" type="application/vnd.tmrk.cloud.attachDiskRetryOperation">

Live Specification Test Values

Condition Outcome

Compute pool identifier = 98 Error: invalid compute pool
virtual machine identifier = not(38 or 46) Operating system Asian Linux
virtual machine identifier = 38 Operating system Windows 7
virtual machine identifier = 46 Operating system DOS

virtual machine identifier = 1 or not (mod 10 =0 or mod | Virtual machine status Deployed
5=00ormod4=0o0rmod3=0)

virtual machine identifier mod 4 =0 or mod 10=0 Powered off

virtual machine identifier = 1 or not (mod 5 =0 or mod VMware Tools status Current
4=00rmod3=0)

Request

POST http://{Terremark URI}/cloudapi/ecloud/virtualMachines/computePools/{compute pool
identifier}/action/copyIdenticalVirtualMachine

EXAMPLE

POST http://services.enterprisecloud.terremark.com/cloudapi/ecloud/virtualMachines/computePools/1/ ..
action/copyIdenticalVirtualMachine
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Body

<CopyIdenticalVirtualMachine name="{virtual machine name}"> <!-- name is required -->

<Source href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}"
type="application/vnd.tmrk.cloud.virtualMachine"/> <!-- Required -->

<!-- Only one form of the <Layout> is permitted -->
<Layout> <!-- Required - existing group -->

<Group href="/cloudapi/ecloud/layoutGroups/{group identifier}"
type="application/vnd.tmrk.cloud.layoutGroup"/>

</Layout>
<Layout> <!-- Required - existing row, new group -->

<Row href="/cloudapi/ecloud/layoutRows/{row identifier}"
type="application/vnd.tmrk.cloud.layoutRow"/> <!-- Required -->

<NewGroup>{group name}</NewGroup> <!-- Required -->
</Layout>
<Layout> <!-- Required - new row, new group -->
<NewRow>{row name}</NewRow> <!-- Required -->
<NewGroup>{group name}</NewGroup> <!-- Required -->
</Layout>
<Description>{textual description}</Description> <!-- Optional -->

</CopyIdenticalVirtualMachine>

EXAMPLE
<CopyIdenticalVirtualMachine name="VMName">

<Source href="/cloudapi/ecloud/virtualMachines/2"
type="application/vnd.tmrk.cloud.virtualMachine"/>

<Layout>
<Row href="/cloudapi/ecloud/layoutRows/1" type="application/vnd.tmrk.cloud.layoutRow"/>
<NewGroup>GroupName</NewGroup>

</Layout>

<Description>This is my VM</Description>

</CopyIdenticalVirtualMachine>

Response

HTTP/1.1 201 Created
Content-Length: {length of response body}
Content-Type: application/vnd.tmrk.cloud.virtualMachine
Location: /virtualMachines/{virtual machine identifier}
x-tmrk-currentuser: /cloudapi/ecloud/admin/users/{user identifier}
x-tmrk-token: {token}
Date: {timestamp of response}

<VirtualMachine href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}" name="{virtual
machine name}" type="application/vnd.tmrk.cloud.virtualMachine"
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xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">
<Links>

<Link href="/cloudapi/ecloud/computePools/{compute pool identifier}"
type="application/vnd.tmrk.cloud.computePool” rel="up"/>

<Link href="/cloudapi/ecloud/environments/{environment identifier}" name="{environment name}"
type="application/vnd. tmrk.cloud.environment"” rel="up"/>

<Link href="/cloudapi/ecloud/tasks/virtualMachines/{virtual machine identifier}"
type="application/vnd.tmrk.cloud.task; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/guest/processes”
type="application/vnd.tmrk.cloud.guest.process; type=collection" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/configurationOptions"
type="application/vnd.tmrk.cloud.virtualMachineConfigurationOptions" rel="down"/>

<Link href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/guest/action/files"
type="application/octet-stream" rel="down"/>

</Links>
<Actions>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}" name="edit"
type="application/vnd.tmrk.cloud.virtualMachine"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}/action/move" name="move"
type="application/vnd.tmrk.cloud.moveLayoutRequest"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virtual machine identifier}" name="remove"
actionDisabled="{noAccess | disabled}"/>

<Action href="/cloudapi/ecloud/virtualMachines/{virt