ImageGuard: Help Protect Your Images
ImageGuard will enable you to protect your images from the most commonly used techniques for obtaining images from webpages, with the exception of pressing the PRINT SCREEN key. It is crucial to understand that using ImageGuard doesn’t provide bulletproof methods of image protection, but does act as an effective deterrent which allows you to show your images as intended, with a lower risk of them being taken by users. Please only use this component if you understand and agree that ImageGuard is a deterrent and not a solution to cover every angle.
If someone is knowledgeable enough, they’ll be able take it anyway!
Quick Start Installation

The quickest setup method is as follows. Further options and explanations are explained after this section.

1.Copy everything from the WEBSITE ROOT folder into the root of your website.

2.Open imageguard.js in a basic text editor, such as Notepad. 

3.Alter the value of the imagesFolder variable to the folder your images reside in. For most website owners this will be something like images or pictures and so you would set it to “images/” or “pictures/” respectively (ensuring you leave a trailing slash at the end). If for some reason you have the images in the root of your website, you can just set it to “/”.

4.Now open your webpage and immediately before the </body> tag, add <script src="imageguard.js"></script>
5.Now, for each image you want to protect, copy the filename without the filename extension from the SRC attribute into an ALT attribute. You can use upper and lower case and change hypens to spaces if you like. Now set the SRC attribute to a hash # character, followed by a : and then the file extension of the image you’re protecting. Make sure you set the height & width, without quotation marks around them. Have nothing else in your IMG tag. So, you should have changed from something like <img src=”new-york-city.jpg” alt=”The Big Apple” title=”Big Apple” width=”300” height=”200”> to <img src=”#:jpg” alt=”New York City” width=300 height=200>

6.Now wrap a span around your img tag, giving it a class of ‘imageGuard’. In the case of our image in the above point, this should now look like <span class="imageGuard"> <img src=”#:jpg” alt=”New York City” width=300 height=200></span>
7.Move the original image from it’s folder (ie, images, pictures etc) to the new originals folder in the root of your website. Ensure it’s named as per the ALT attribute, but in lowercase and with hyphens instead of spaces. In our example, our ALT attribute is New York City and the filename is already new-york-city.jpg, so thats fine.

8.OK, the last step is to create a fake image. Copy blank-image.png from the root of your website to the folder where your image initially resided (ie, images, pictures etc). Rename is as per your original image, but obviously it’ll end .png.  ie, our original image is new-york-city.jpg, so name the blank-image.png file you copied into the initial folder new-york-city.png.
Thats it, you’re done! Load your webpage in a web browser and ensure it works just fine. Repeat steps 5-8 for each image you wish to protect. You should find that your images can’t be printed, you can’t right-click to attempt to save the image and you can’t find the URL in the source code. It’s very well protected. However, you might want to go that step further and shred your image. This is explained in the following step...
Advanced Technique: Shredding Images

By shredding your images, you’re going a step further by breaking your image down into pieces. These pieces are loaded into the Flash protection cover instead of the original image. It means that users who look through their temporary internet files won’t find the single, original image there and will have a very tough job piecing the image back together from the many images. Of course, if the user was desperate enough it could be done with enough time & patience, but this advanced technique will make their job so much harder.

To start with, your image needs to be split to separate Jpeg images, in 10 pixel high strips. So, if your image is 400 pixels wide and 250 pixels high, there will be 25 strips, each one 400 pixels wide and 10 pixels high. It’s best to name them sequentially to start with, ie, 1.jpg, 2.jpg, 3.jpg and so on. Save these images into a folder named image-chunks-ref-XXX, where XXX is a unique reference, perhaps a number or word to identify the image. 

Open up imageguard.js in the root of your website and set the displayFlashProtectMode variable to “shredded”. You’ll also need to set the dataFileExtension variable to a file extension. We’ll start off with using a text file, so enter “.txt” for now.
OK, in the folder where you have saved your shredded strips, (ie image-chunks-ref-XXX), create a new text file called _imageArray.txt. Open this up and type imageArrayXXX= (where XXX is our reference, the same as on your folder). Now type the image filenames, without the file extension and separated by vertical pipes. So, if we named our images 1.jpg, 2.jpg, 3.jpg etc we’d have typed imageArrayXXX=1|2|3 and so on.

You can now load your webpage in a web browser and the image should be displayed in the Flash protection cover using your shredded strips. With this working, you can now rename your files odd, mundane and complex names so they don’t stand out. Using different formats also helps make them seem more random. ie, maybe you’ll name them background-slice.jpg, DSC_0013278.jpg, news_pic260101.jpg, sInstallimage.jpg etc. Don’t forget to update your _imageArray.txt file to reflect the change in filenames.

Examples

Should you want to see any of this in action for your reference, there are 2 example websites with this component, to show the original and shredded methods. If you require any troubleshooting on your setup, this would be a good place to look to see things done correctly.

There is also a z-resources folder which contains the original Flash FLA file incase you wish to see how everything works from within the SWF and it alter to suit your needs, should you wish to change or enhance something.

Parameters

There are a number of parameters in the imageguard.js file. Here is a full explanation of what they do:

disableRightClick 
ACCEPTED VALUES: 
true or false
If true, this returns false on triggering oncontextmenu, causing it to not display
disablePrintingImage 
ACCEPTED VALUES: 
true or false
If true, this sets a CSS style of display:none on your images for a media value of print

displayFakeImage 
ACCEPTED VALUES: 
true or false
If true, this displays a transparent PNG file of the same name as the original file, above the Flash protection cover (or original image if the Flash protection cover is disabled). 

displayFlashProtect 
ACCEPTED VALUES: 
true or false
If true, this will load and display the original image or shredded images into the SWF Flash file according to the displayFlashProtectMode setting. If false, the original image from the originals folder will be loaded & displayed.

displayFlashProtectMode
ACCEPTED VALUES: 
“original” or “shredded”
If set to original, the SWF Flash file will load the original image from the originals folder and display it. If set to shredded, the SWF Flash file will seek _imageArray plus the file extension set in the dataFileExt variable. Values separated by pipes, plus a full stop, plus the original image file extension (as defined in the SRC attribute) will be the filenames loaded as the image strips of the and pieced together at 10 pixel vertical intervals. If the _imageArray file fails to be found, the original file will be loaded instead from the originals folder.
displayAltAttribute
ACCEPTED VALUES: 
true or false
If set to true, the ALT attribute on the image within your webpage will be applied to the fake PNG image.

dataFileExtension
ACCEPTED VALUES: 
the filename extension of _imageArray, ie .txt, incl. prefix
This should be the file extension of your _imageArray file. A plain text file and so .txt is recommended to start with, though there is no reason why it can’t be something else such as .php for a PHP file.

imagesFolder
ACCEPTED VALUES:
folder name where the protected file was, incl. trailing slash
This should be the folder name where the file you are now protecting initially resided. For many website owners, this would be something like images and so the value here would be images/, not forgetting the trailing slash.

Should you ever want to revert to a not protecting your images, the simplest thing to do would be to set all variables that can have true or false values to false. This will show your original image as you would normally display it without ImageGuard protection.
I hope this guide has been useful to you and wish you all the best with the success of your website and protection of your images.
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