Installing the StartCom Free Certification Authority

Start by pointing your browser to the root CA certificate link below and follow the directions for your
browser.

http://cert.startcom.org/ca.crt

Safari / Internet Explorer (IE skip step 1)

3]

File Download - Security Warning

i Do you want to open or save this file?

’ \
| | ™
| @ Name: ca.cri.cer

Type: Security Certificate
From: cert.startcom.org

[ Cancel :IIC Open :IIC Save :I

Click Open

File Download - Security Warning |

Do you want to open this file?

EE MName: ca.crt.cer

===d  Publisher: Unlaown Publisher
Type: Security Certificate
From: cert.startcom.org

5
3

potertialy ham your computer. f you do not trust the source, do not

While files from the Intemet can be useful, this file type can
open this software. What s the risk?

Click Open. There will be an extra “Save” button in IE. Click Open.



General |Dn.=-_13i|s I Certification Path I

T
E%- Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Free S50 Certification Authority

Issued by: Free 350 Certification Authority

Valid from 3/17/2005 to 3/10/2035

Install Certificate.. | Issuer Shatement |

Click Install Certificate



Certificate Import Wizard

Welcome to the Certificate Import

Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext,

< Back

Click Next

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for

i automatically select the certificate store bazed on the type of certificate!

i~ Place all certificates in the following store

Cerkificate store:

Browse.. . |

< Back I Mext = I Cancel

Ensure “Automatically select the certificate store...” is selected and click Next




Click Finish

Certificate Import Wizard

X

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,

You have spedified the following settings:

Certificate Store Selected  Automatically determined by 1
Content Certificate

1] | i

< Back I Finish I Cancel |

Security Warning

N

You are about to install a certificate from a certification authority (CA) daiming to represent:

Free S5L Certification Autharity

Windows cannot validate that the certificate is actually from "Free S5L Certification Authority™. You should confirm its origin by contacting "Free 551 Certification Autharity™.
The following number will assist you in this process:

Thumbprint (shal): 95E6ADFS D7714602 4D056A21 B2EF3FCD F23B35FF

Warning:

If you install this root certificate, Windows will automatically trust any certificate issued by this CA. Installing a certificate with an unconfirmed thumbprint is a security risk.
If you dick "fes" you acknowledge this risk.

Do you want to install this certificate?

Click Yes




Certificate Import Wiza x|

1 The impert was successful,

Opera

Install authority certificate x|

Install this certificate autharity's certificate chain in the database?

Free S5L Certification Authority

- This certificate was downloaded From "http://cert.starkcom.org) =
ca.crt” using a conneckion that is not secure

Click Install

Install authority certificate x|

Are vou sure you wank bo brust this issuer?

Click OK



Tools W=

E Mail and chat accounts. ..
Delete private data. .,
Motes Chrl+Alk+E - |
Transfers Chrl+Al+T I

" Histary Ctrl+Al+H

" Links Chrl+alk+L
Advanced »
Quick preferences Fiz ¥
Appearance. .. Shift+F12

Chri+F12

Go to the Tools menu and select Preferences

Preferences

Choose a master password ko protect personal certificates
Browsing
Motifications Set master password. ..

Contenk
Fonts sk For password
Downloads

Pragrams Every kime needed

Hiskary
Cookies | | Enable Fraud Protection
Security

Hetwark Manage cerkificates. ..

Toolbars
Shartcuts
Vioice

Security protocols, ..

Go to the Advanced tab, click Security on the left side and click Manage certificates



Certificate manager

~Certificate authorities Wi

v v

Class 3 Public Primary Certification Authority - G2, {c) 1998 VeriSig... *
Class 4 Public Primary Certification Authority - G2, {c) 1998 Verisig..,
ZREM Higher Education ook
Deutsche Telekomn Rook Ca 1 Impoart...
Deutsche Telekomn Rook CA 2
Entrust 2048 Secure Server Certification Aukhority
Entrust Client Cerkificakion Authariky
Entrust Global Client Certification Authority
Entrust Global Secure Server Certification Authoriby
Entrust Secure Server Certification Authoriby
Equifax Secure Certificate Authority
Equifax Secure eBusiness Ci-1
Equifax Secure eBusiness Ci-2
Equifax Secure Glabal eBusiness CA-1
n Aukhority
GeoTrust Global CA
GenTrust Global Ca-2
GeoTrust Universal CA

Delete

Export...

Go to the Authorities tab and find “Free SSL Certification Authority”a and click View



Certificate |

Certificate name

Free 550 Cerification Authority
sStartCom Lid.

CA Autharity Dep.

Eilat

Israel, IL

ernailAddress: admin@startcom.org
4

% Allaw connections ka sites using this certificate

|| ‘warm me before using this certificate

Make sure the “Allow connections...” box is checked and the “Warn me...” box is not.
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